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Using our heads

Betting on intellect. On the human intellect capable of transforming and improving the world,
but also of respecting its delicate balances and preserving its natural resources, which are becoming increasingly scarce.
“Using our heads” is the phrase in which the Vision and Mission of Engineering converge
and which affirms its approach to Sustainability.
We need to “use our heads”, to look far into the future to decide to bet on talent,
and thereby provide sense and value to the daily commitment to customers and society.
Engineering has chosen to bet on intellect to design
a better, sustainable future, with the awareness
that this is the path to be taken for growth and development.
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Corporate leaders typically take credit for creating
economic value for their shareholders. Despite its
authoritative origins, to me, this approach has al-
ways seemed to be somewhat diminutive (these
leaders also have other duties worthy of merit, such
as contributing to people’s happiness and protecting
the environment). The most accurate formulation of
this questionable principle appears to be found in an
article by Milton Friedman (“The Social Responsi-
bility of Business is to Increase its Profits”), which
appeared in the New York Times Magazine in 1970.

The future Nobel prize winner in economics argued
that every company’s ultimate goal is to create eco-
nomic value for its shareholders by maximizing prof-
it. Friedman thus expressed what later came to be
known as Shareholder Theory. Several years later, in
his book titled “Strategic Management: a Stakeholder
Approach”, another American, Robert Edward Free-
man, set the record straight by explaining that there’s
a form of corporate social responsibility that goes be-
yond profit. It involves integrating ethical values into
the company’s activities, by interacting directly with
all the economic agents affected and in any way en-
gaged by its operations on the market (or rather the
“stakeholders”): employees, customers, suppliers,
collaborators, groups, and institutions.

Freeman’s idea was at least as successful as Fried-
man’s, and the fact that they both coexisted in eco-
nomics textbooks and on boards of directors means
that capitalism still acknowledges doubts regarding
its nature.

The Social Responsibility Report is the mirror of cap-
italism reflecting on itself and on its own role. It's the
mirror of the tastes, the inclinations, and the culture
of those who lead businesses. It tells us about the
world in which the company operates and the rela-
tionships that have been established between the
two, because companies are social animals as well.

In reading the 140 pages that follow, | rediscovered
the attitude and the mindset that | learned to ap-
preciate so many years ago in Padua, when | met
the founder of Engineering and his small group of
friends and collaborators, who, at the time, had just
embarked on the pathway that would transform a
spin-off in Cerved into an IT company that now em-
ploys 10 thousand people and has a turnover of more
than € 1 billion.

In the Social Responsibility Report that you're about
to read, one of the most frequently used words is
“training”. This word is even repeated more often
than its twin word “innovation”: a term that’s quite
fashionable in corporate rhetoric, and which, in the
case of Engineering, is always used deliberately, as
it constitutes the commodity that the company pro-
duces.

This unusual circumstance on its own is already
an important indication of the scale of values used
herein. The term training refers to 14,631 days/per-
son of courses provided for employees; an IT & Man-
agement school with 200 teachers and 6 thousand
students, an e-learning center, scholarships, mas-
ters programs, and incentives, because studying
brings out talent, skill, and growth. The civic value of
this investment (which amounted to € 8 million last
year) is extremely high for a country where educa-
tion and training are confined to the final credits of
all programs, including government programs.

For Engineering, the School named after Enrico
Della Valle represents a powerful means of dissem-
inating the company’s culture and knowledge, and
its value, which is highlighted in the Report, extends
well beyond its fundamental educational purpose.
Having grown accustomed to talk about youth un-
employment and the record numbers of Italian youth
who aren’t attending university or looking for jobs,
| was particularly struck by the few lines that the



Report contained regarding the project dedicated to
training 400 young NEETs and getting them involved
in the labor market in less than 18 months. It is a
remnant of a State that disguises itself as a compa-
ny and who knows how the statistics (and the State)
would change if the practice were to spread.

Engineering’s business does not envisage any man-
ufacturing process, but only the provision of IT con-
sulting services and services related to the man-
agement and storage of customer data. It is thus a
post-modern business, where reliability has to do
not with materials and their manipulation but with
the solidity of intangible assets such as the ration-
ality of processes, efficiency, privacy and security.
Assets sold by a company that has envisaged the re-
moval of doors from its offices.

It must not have been easy to select the activities
that could be mentioned in the Report, since almost
all the products created by Engineering have a pub-
lic impact. Its application solutions for healthcare
are used by 100 thousand doctors, nurses and em-
ployees of local health services, as well as by mil-
lions of patients. Those for mobility in Brazil allow
the citizens of Sao Paulo to know if their bus is late,
and in Spain those of Malaga to make sure that there
are free parking spaces (and who knows if one day
these Engineering packages will not also be able
to improve the life of we poor Romans, perennially
waiting for a tram that does not arrive).

Engineering is responsible for the ICT technologies
that safequard artistic heritage, the software that
keep the polluting emissions of ships under control,
the monitoring systems that help prevent avalanch-
es, the digital solutions against hate speech online,
and the new generation of software for tax policies
and the fight against tax evasion. These are tools for
good politics and good administration, designed for
a society that one imagines is eager to improve itself.
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This trust in collective responsibility and therefore in
the State - more than the many good and excellent
practices listed in the following pages - seems to me
to be the hallmark of the Engineering company, and
the merit of those who lead it.

PAOLO PAGLIARO
Journalist, TV writer,
and director of the Agency 9 Colonne
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LETTER TO THE STAKEHOLDERS

GRI 102-14

Dear Stakeholders,

The digital transformation, the new demograph-
ic phenomena, climate change, and the depletion
of natural resources are just some of the trends
taking place around the world. The challenge that
companies are facing in the third millennium con-
sists of understanding, interpreting and respond-
ing to these social, environmental and economic
changes, while at the same time combining busi-
ness and sustainability to improve competitive-

ness and create shared value.

With regard to this scenario, the results present-
ed within this fifth Corporate Social Responsibility
Reporthighlightthe strategicrolethat Engineering
plays in the country’s development and its ability
to improve its citizens’ lives with innovative ser-

vices and sustainable solutions.

Engineering is the ltalian leading player in the
Digital Transformation. It's a company that is ca-
pable of converting intelligence into a forward
looking technology, and that works on four major
pathways of development, thanks to a structured
organization and an integrated domestic and in-
ternational offering: Big Data Analytics and Artifi-
cial Intelligence, Cloud Computing, Cyber Securi-
ty, and Industry 4.0.

For Engineering, 2017 was an extremely positive
year in which its revenues overcame the historic
milestone of € 1 billion, and its employment fig-
ures increased dramatically with the recruitment
of 1,122 people (809 in Italy and 313 abroad), over

300 of whom consisted of new graduates under

30 years of age. These were joined by an addition-
al 1,038 new colleagues obtained through domes-

tic and foreign acquisitions.

The Group has thus arrived at a year-end total of
approximately 10,300 employees and 3,300 col-
laborators for intellectual services.

Engineering Group’s personnel total has in-
creased by over 3,000 units over the past 4 years.
In fact, excluding public and service companies,
we're now ltaly’s third-ranking industrial compa-
ny in terms of size, with over 10,000 employees,
most of whom were hired in Italy.

Digital development requires professionals with
specific skills, and those currently present on
the market will not suffice to meet the increasing
demand. Engineering is therefore committed to
supporting and accelerating the process of cre-
ating new professional figures, such as the Data
Scientist, in collaboration with Italian and foreign
academic institutions.

In 2017, through our “Enrico Della Valle” IT & Man-
agement School, we held approximately 15,000
training days for our personnel and colleagues,
as well as the young people who come to our
Company from universities and technical schools.
For us, investment in human capital is a factor of
strategic importance, and the pursuit of new tal-
ent is a way of life; it's an ongoing practice that
enriches the Group with innovative ideas and un-
precedented skills, which help us to transform
our customers’ business models into concrete

responses to the market’s latest challenges.



In this context, the 2017 Social Responsibility Re-
port describes some of our most significant pro-
jects, which highlight the impact the company is
having within its core areas, as well as numerous
initiatives that show how Engineering is playing a
leading role in the modernization of the country.

In fact, our Company is the guarantor of high
quality levels for all the Country’s digital transfor-
mation areas: from the management of sensitive
data, to the development of projects that define

the identity of Smart Cities, not to mention the

| futuro della mobilita
DN\ )

Michele Cinaglia
Chairman
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development of adequate solutions to meet the
growing need to adopt organizational models and
systems for Cyber Security and Security Intelli-
gence purposes.

These are the challenges that we're facing, with
the goal of improving people’s lives and wellbeing.
We tackle them in compliance with our Code of
Ethics and our system of rules and procedures,
which render our Group a reference point, as ex-
plained in greater detail within this 2017 Corpo-

rate Social Responsibility Report.

Paolo Pandozy

Chief Executive Officer
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2 9 HIGHLIGHTS 2017

ranked Italian company in the Digital Transformation

10,273 employees (and 3,300 collaborators)

over € 1 billion in revenues
15% foreign sales
50 locations
customers
countries served
researchers

million in investments in research and innovation

ENGINEERING OVERSEES THE INNOVATION FRONTIER.

IT DOES SO BY INVESTING IN HUMAN CAPITAL AND
TECHNOLOGICAL EXCELLENCE, WITH THE BELIEF THAT
THE MOST IMPORTANT CHALLENGE IS TO BUILD A MODERN
AND DIGITAL SOCIETY CAPABLE OF MEETING THE NEEDS
OF ITS CITIZENS AND ITS TERRITORY.
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LOTS OF COMPANIES, ONE SINGLE GROUP

GRI'102-5 GRI 102-18

Profile

GRI1102-2 GRI 102-4 GRI 102-6 GRI 102-7 GRI 102-10
Engineering Group is a global player in the Digital
Transformation sector. The leadership that it has
acquired in Italy, as well as on the international mar-
kets, is owed to its ability to offer services, products
and consultancy through a network of 10,273 em-
ployees (as of 12/31/2017), at approximately 50 lo-
cations throughout Italy, Belgium, Germany, Spain,
the Republic of Serbia, Argentina, Brazil and the
USA.

With 85% of revenues generated by a series of proj-
ects destined for all areas of the market, Italy still
remains Engineering’s main reference market. The
rest of the turnover is generated through IT activities
carried out in over 20 countries.

The Group boasts a consolidated base of 1,000 cus-
tomers operating in both the public sector (Health-
care, local and centralized Public Administration,
Defense, and international bodies) and the private
sector (banks, insurance companies, industry, ser-
vices, and telecommunications).

ENGINEERING GROUP WORLDWIDE

Our business

GRI 102-2 GRI 102-10

The Group operates through an integrated network
consisting of 4 Data Centers located in the Italian
cities of Pont-Saint-Martin (AO), Turin, Milan and
Vicenza, through which it plays a major role on the
outsourcing and Cloud Computing markets, with an
advanced system of services and a technological in-
frastructure that meets to the very best standards in
terms of safety, reliability and efficiency.

The Group’s research activities consist of 70 projects
carried out both in Italy and abroad, thanks also to
the collaboration of a European-wide network of sci-
entific and university partners.

Engineering has thus reaffirmed its leadership in
the field of research and development and its ability
to provide its customers with a wide range of pro-
prietary solutions, from banking compliance (GRACE
and ELISE] to billing and CRM in the area of Utilities
(NET@Suite ); from integrated Healthcare diagnos-
tics and administration solutions (AREAS®) to Work-

force Management systems (Geocall), from mobile

@ The USA, Brazil, Argentina, Spain, Belgium, Germany and the Republic of Serbia

©® italy
12



Telco platforms, to Business Intelligence Analytics

systems (Knowage) and systems for the manage-
ment of revenues by the Public Administration.In
this manner, Engineering brings innovation to its
customer’s business processes, not only by offering
its own know-how, but above all by providing a key
capable of opening up the doors to the future.

The Parent Company
The Parent
Informatica S.p.A. is the nerve center around which

Company Engineering Ingegneria
all the worldwide subsidiaries” activities revolve. It
is tasked with providing managerial and business
guidance in support of the offering, as well to sustain
the image of a highly innovative Group.

Considering the breadth of its international pres-
ence, the Group has equipped itself with an efficient

ORGANIZATIONAL CHART (August 2018)

CHAIRMAN

structure capable of perfectly coordinating all the

centers of management responsibility.

The organization model of the Parent Company

Engineering Ingegneria Informatica S.p.A. is

structured as follows:

e the staff functions guarantee the efficiency and
uniformity of the rules and procedures by offering
their services to the Group's various companies

e four General Management Offices oversee the ver-
tical markets (Public Administration and Health-
care, Telco and Utilities, Industry, Services and In-
frastructures, and Finance)

e the Technical, Research and Innovation General
Department Office coordinates: the execution of
the software production processes through the
Engineering Software Labs (ESLJ); the research

activities through the Research Laboratories; and

MICHELE CINAGLIA

Supervisory Body

OFFICER

Internal Processes and
Auditing Department

“Enrico Della Valle” IT &
Management School

ALESSANDRO BENNICI

CHIEF EXECUTIVE
PAOLO PANDOZY

Institutional Relations
FEDERICO ALKER

ANNALISA QUINTAVALLE

Data Protection Officer
MIRELLA CARRARO

Marketing Department
EDWARD ABBIATI

Technical, Research and
Innovation General

Communication and
Corporate Identity

Department
ORAZIO VIELE

Administration, Finance
and Control General

Department
CONCETTA LATTANZIO

Staff and Organization
General Department

Department
ARMANDO IORIO

CLAUDIO BIESTRO

Finance
General Department

GIUSEPPINA VOLPI

Public Administration
and Healthcare
General Department
DARIO BUTTITTA

Industry and Services
General Department
ALFREDO BELSITO

Telco & Utilities
General Department
VINCENZO TARTUFERI

Mobile Solutions
Department
MARCO ZANUTTINI
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the development of specialized skills, both techni-
cal and application-related, across several mar-
kets, through the Centers of Competence

e the "Enrico Della Valle” IT & Management School,
reporting directly to the Chairman, provides profes-
sional courses for the growth of managerial, tech-
nological and behavioral skills, two thirds of which
are destined for Engineering employees and one
third for the employees of client companies.

The main subsidiaries in ltaly

Municipia: works alongside large Italian municipali-
ties with ad hoc solutions and projects, and supports
more than 600 small and medium sized municipali-
ties with support services and parameterizable solu-
tions, playing a leading role in the innovation of cities,
including in important European initiatives, first and
foremost FIWARE.

Engineering D.HUB: as a partner for outsourcing ser-
vices and transitioning to the Cloud, this subsidiary
offers methodological standards and a technological
and services platform to support the digital transfor-
mation within Engineering’s various market sectors.
D.HUB coordinates the Group’s entire Cyber Security
offering.

Nexen: focused upon consulting for financial and in-
surance institutions in the areas of Governance, Risk,
Compliance, Customer, Offering, Payments, Wealth
Management, Credit, Life & No Life, in order to sup-
port their commercial, management and governance
activities.

MHT: one of Italy's leading companies in the sector of
ERP and CRM management systems, and a Microsoft
partner with Gold ERP status, with a focus on Micro-
soft Dynamics solutions.

Engiweb Security:
Engineering Software Lab organizational structure,

as an integral part of the

this subsidiary consists of a network of laboratories
located throughout the country, which are responsible
for software design and development within system
integration projects. Engiweb Security provides
specialized know-how on the most widespread market
application platforms and on the most innovative
methodologies for software design, development and

testing.

OverlIT: specialized in Mobile Business, Workforce
Management, Sales Force Automation and Geo-
graphic Information System (GIS) solutions through
the application platforms Geocall and Space 1, one of
the most advanced interaction systems based on aug-
mented reality techniques.

WebResults: this subsidiary is the reference point for
the development of cloud applications based on the
Salesforce.com platform.

Sogeit Solutions: offers skills, solutions and services
for the digital media and broadcasting market.

Sofiter Tech: offers companies consultancy and ser-
vices in operational and functional areas ranging from
analysis and organizational planning to the creation of
integrated systems for the management of informa-
tion and business processes, with a particular focus
upon the world of agricultural resources.

The main subsidiaries abroad

Engineering International Belgium: as a technologi-
cal partner for the European Union, this subsidiary is
active in international organizations and in the pub-
lic and private market in the Benelux area and, more
generally, the EMEA.

Engineering Ingegneria Informatica Spain: the
Spanish branch oversees the Water, Gas and Electric-
ity sectors for Spanish customers, as well as for Ital-
ian companies in search of an IT and strategic partner
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SCOPE OF CONSOLIDATION (August 2018)
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Chief Executive Officer
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CLAUDIO DI FLORIO

Chief Executive Officer
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Chief Executive Officer
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Chief Executive Officer
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Chief Executive Officer
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Chairman
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Chairman
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Chief Executive Officer

68.5%
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in Spain and Latin America. The company is based in
Madrid, where it also has a Competence Center for
the Energy & Utilities market.

Engineering do Brasil: set up to support interna-
tionalization in markets with high growth and devel-
opment potential in innovative areas. It has offices in
Sao Paulo, Belo Horizonte, Rio de Janeiro, Curitiba,
and Santo André, and in Buenos Aires with Engi da
Argentina.

Engineering ITS: this holding company, based in
Germany, arose from a partnership with the German
group Fnet to oversee the German-speaking market.

Engineering USA: purchased by Hyla Softin 2017, the
company operates in the United States out of its head-
quarters in Chicago, and is specialized in the Manu-
facturing IT sector thanks to PLM (Product Lifecycle
Management), MOM (Manufacturing Operations Man-
agement] and S&OP (Sales & Operations Planning)
solutions.

The Centers of Competence

Innovation is the most effective way to build the fu-
ture. In terms of business, this means that knowl-
edge, research and analysis become the main tools
that a company can use to strengthen its presence
on the market. That's why Engineering provides its
customers with access to its Centers of Competence,
whose task its to support and coordinate the Group’s
various professional figures and technologies.

e The Project Management Excellence Center, built
in 2017, arose from the organizational transforma-
tion of the Project, Program and Portfolio Manage-
ment and IT Governance Business Units relating
to the consulting firm Nexen S.p.A, as part of the

Group, until the end of 2016. The vendor companies
of professional ICT and system integration products
and services will become increasingly prominent
in the future, not only due to their technical skills,
but also for their ability to respond to the demand
for delivery excellence, and to bring innovation and
change to customers. In fact, the Project Manage-
ment Excellence Center has the following specific
objectives: to train and develop a group of profes-
sionals with advanced project management skills,
capable of taking on specialized PMO activities and
contributing to the growth of the Group’s Project
and Program Manager community.

¢ Engineering’s Data & Analytics Competence Center
is made up of professionals specializing in all mat-
ters relating to the analysis and extraction of value
from data, handling them with appropriate methods
and tools in order to ensure the proper governance
of the entire value chain. Data Management aspects
are covered for management and manipulation on
traditional instruments (DB and ETL) and, in rela-
tion to unstructured data, linked to the Hadoop eco-
system. With regard to these, a wide range of Ad-
vanced Analytics and |A services are offered, which
involve the use of tools and techniques for complex
data analysis through the identification and use of
statistical and predictive models, ontologies and
semantic analysis, sentiment analysis, data and
text mining, knowledge graphs, image processing,
speech processing, and machine and deep learning.
Ideally the domain will also include all the Data Vi-
sualization topics with specific competences relat-
ing to Bl Self-Service and In-Memory Analysis tools,
as enablers of the Visual Data Discovery capabilities
that allow the boundaries of traditional Bl to be ex-
panded.

e The e-learning Center of Competence is a working

" The Blockchain is a public register for the management of transaction-related data, which are handled via encryption by the network participants, who are
able to verify, approve and record all the blocks with all the data of each transaction on all the nodes.



group that designs and manages learning process-
es in the context of continuous training, leveraging
teaching methodologies and innovative communi-
cation in support of the main processes of organi-
zational change: technological, behavioral, legisla-
tion, specialized and organizational training.

e The Enterprise Excellence Center is focused upon
the SAP family of solutions. It has over 800 con-
sultants worldwide capable of providing high-level
consultancy for any type of project involving SAP
Solutions, approximately 600 of whom are dispersed
among the ltalian locations in Milan, Rome, Turin,
Point-Saint-Martin, Naples, Bologna, and Rimini.

e The Engineering Usability Lab is involved in the
design, construction, and testing the multi-device
interfaces of the sites and applications developed
by the Company. At the basis of each activity, be it
a new design or a re-design, the approach used is
that of User Centered Design, applied by the Center
of Competence in accordance with a methodology
based on practices, instruments and measures that
have been established over the years. The activi-
ties of the Usability Lab are incorporated within the
normal development project management phases
through codified activities and deliverables: user
research, benchmarks, information architecture,
wireframe, visual design, prototyping, and develop-
ment guidelines. Each activity is reviewed and mon-
itored through the involvement of end users, with
specific attention being dedicated to the topics of
accessibility and security.

¢ The GIS (Geographic Information System) Center of
Competence specializes in the design and realiza-
tion of complex cartographic systems, integrating
the geographic component into the main business
processes. lts work consists of processing and
managing data or heterogeneous geographical and
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non-geographical events, correlating them to the
territorial aspects, in order to obtain dynamic and
flexible tools useful for resource optimization and
supporting decisions.

e The Mobile Solutions Center of Competence de-
signs, creates, and manages solutions in the fields
of online services, web applications, and mobility.
The Center boasts a group of professionals with the
best available skills in the digital sector, who offer
twenty years of experience on the consumer market,
with a methodological consultancy-style approach.
The customer support involves the identification of
the actual and potential needs, and the proposal of
optimal multi-channel and multimedia solutions
with either their own platforms and services or else
the market's best practices. Drawing inspiration
from the “ubiquitous computing” concept, the Cen-
ter renders the user experience independent of the
time and place of use, and creates optimized solu-
tions based on the devices and access networks.

¢ The ECM (Enterprise Content Management) Center
of Competence offers solutions and services aimed
at transforming information into company assets
and smart content, assisting customers in selecting
the tools to meet their requirements, with the abili-
ty to design, implement and manage ECM solutions
and infrastructures, as well as cloud content. The
Center supports IT initiatives with a team of domain
specialists with advisory skills for the analysis of re-
quirements and processes, with technical, applica-
tion and methodological know-how for the creation
of solutions, and with a full range of skills in the ar-
eas of groupware, content, workflow and knowledge
management, to provide services to large public
and private organizations.

e The ITS (Intelligent Transportation Systems) Cen-
ter of Competence combines transport system

17
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engineering instruments with procedures, systems
and devices that collect, communicate, analyze and
distribute information/data among parties, vehicles
and cargo in movement, as well as between them
and the transport infrastructures or services and
information technology applications. The proposed
solutions and platforms implement innovative local
or distributed control centers with regard to: mo-
bility throughout a city or territory, public transport
(Regions, Catchment Areas, Cities, Municipalities),
hazardous goods, and road network and infrastruc-
ture safety.

e The Manufacturing & Automation Center of Compe-
tence boasts over twenty years of experience in the
design, creation, maintenance and management of
solutions to support manufacturing processes in
the primary product sectors (Aerospace, Automo-
tive, CPG, Discrete, Food & Beverage, Pharma, Pro-
cess, White Goods), automation systems, control
and communication for transport infrastructure
(metropolitan railways, railways, highways), and
solutions for process automation at logistics cen-
ters. The solutions created by the Center of Com-
petence are Industry 4.0 compliant, meet the most
recent loT protocols and technological standards
and are oriented towards vertical and horizontal
integration within the customer’s ICT ecosystem.
With regard to these issues, the Competence Cen-
ter has released an application framework called
DiVE (Digital Virtualization Experience), which con-
sists of integrated modules that, while offering the
greatest added value when used together, can even
be utilized individually to obtain cutting-edge solu-
tions for specific needs in terms of communication,
information distribution, supervision and monitor-
ing, advanced data analysis, and predictive mainte-
nance.

e The CRM Center of Competence helps customers
define Customer Relationship Management and
Customer Experience strategies by designing and

developing tailor-made CRM solutions for the spe-
cific needs of various markets: from finance to the
automotive industry, from fashion and luxury to the
process industry, from retail sales to the mechani-
cal industry.

The Center works on market leading CRM plat-
forms (Microsoft Dynamics 365, SalesForce, Sap
Hybris), as well as on the major Digital Marketing
suites. The availability of proprietary application
components developed on various platforms accel-
erates the development times and limits the project
costs.

The imperative of innovation

GRI 103-2 GRI 103-3

For Engineering, innovating means pursuing increas-
ingly advanced technological solutions capable of
supporting public policies and improving the lives of
citizens. The activities of innovation, research and de-
velopment embrace the challenges associated with
the emergence of new production paradigms and
technologies, including Cyber Security & Homeland
Security Governance, Health, Infrastructure, Soft-
ware, Energy, Industry 4.0 Mobility, Space, Cloud, Data
and Analytics, Intelligent Transport Systems, Internet
of Things (loT), Smart City, Tourism and Culture.

In order to tackle such a wide range of fields of action,
the Company has its own Research and Development
division. The first research laboratory was inaugurat-
ed in 1987. Engineering has always collaborated with
the country’s most important scientific organizations
and with leading industrial companies, and has main-
tained its leadership in the software research sector
thanks to the coordination of numerous domestic and
international projects carried out in collaboration with
various scientific and university partners throughout
Europe. The Group boasts over 250 researchers, ap-
proximately 70 ongoing domestic and European proj-
ects, 6 development laboratories, and a 2017 invest-
ment plan amounting to approximately € 30 million.
Almost half of these are supported by domestic, re-
gional and European Union funding.
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AWARDS AND PRIZES

—> Engineering is among the Best Managed Companies

Engineering won the first edition of the Deloitte Best Managed Company award.
BEST The award is intended for companies that demonstrate excellent organizational
MANAGED skills and commitment to people, have proven themselves to be solid not only in
COMPANIES terms of performance, but also in terms of maintaining long-term strategies,

have an extraordinary capacity for innovation and internationalization, and play

an active role within their relative ecosystems.

B —> Panorama TOP 400: Engineering is among the companies with the best
TOPi work environments in ltaly

— PANORAM - A survey by the weekly magazine Panorama ranked Engineering sixth among the IT,

DOIVEE%ZIIEE\?OERA Internet and Telecommuni.cations com;.Janieis most ap;'Jreciated by their employe('es.
MEGLIO IN ITALIA The survey was conducted in collaboration with the online research company Statis-

p—— ta. The 400 companies offering the best work environments in Italy were evaluat-

ed based on an independent survey, which was administered to over 15,000 Italian
workers at over 1,900 companies with more than 250 employees throughout Italy.

—> 2017 Best Talent Hunter Award for best Post-Internship Recruitment Rate
Engineering received the Best Post-Internship Recruitment Rate award at the

b l:__\';!r.'r' Tasso di

Assunzione Post Stage 2017 Best Talent Hunter Awards, an event organized by the University of Padua's
o s Career Service to acknowledge companies that have implemented the best re-
Frgrestng nggneds sl cryiting and employer branding strategies and activities.
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recommendations issued by Consob
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SUCCESSFUL MANAGEMENT, ETHICS
AND EFFICIENCY

The Group’s ethics are formalized within the system of
rules and procedures that Engineering has set out in its
Code of Ethics: a guide for all the Group's collaborators,
whose actions must reflect an industrial philosophy
based on respect and transparency. In fact, the fair con-
duct of the company’s business is more important than
any reported figures, because the conduct that conveys
Engineering’s worldwide corporate image plays an even
greater strategic role that its economic results.

Engineering’s figures

GRI 103-1 GRI 103-2 GRI 103-3

For a company that prides itself on innovation, the re-

sults contained in the financial statements are the proof

of its success. This victory was obtained by overcoming
the milestone of € 1 billion in revenues for the first time

in the Group's history, which was accompanied by a

general improvement in all the primary economic data.

The figures as of December 31, 2017:

e the operating revenue increase by € 94.2 million
(+10.1%) and reached a total of € 1,028.8 million
(€ 19.7 million of which for new acquisitions)

e the “Adjusted” EBITDA amounted to € 122.9 mil-
lion, for an increase of 13.5% with respect to the
previous year

SUMMARY OF THE ECONOMIC RESULTS FROM 2015 TO 2017

(amounts in millions of euros)

Description 2017 2016 2015
OPERATING REVENUE 1,028.8 934.6 877.5
Net revenues 1,000.2 907.6 850.9
“Adjusted” EBITA? 122.9 108.4 105.5
% of net revenues 12.3 11.9 12.4
“Reported” EBITA 113.5 108.4 105.5
% of net revenues 11.3 1.9 12.4
EBIT 64.8 56.0 55.3
% of net revenues 6.5 6.2 6.5
Net profit 52.3 45.3 455
% of net revenues 5.2 5.0 5.4
Net equity 587.0 486.7 442
Net financial assets -138.1 177.7 144.9

2 “Adjusted” EBITDA is to be understood as the EBITDA results including stock option costs.
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e the “Reported” EBITDA amounted to € 113.5 million,
with a profitability percentage greater than 11%

e the EBIT amounted to € 64.8 million, with a profit-
ability percentage of approximately 6.5%

e the net profit amounted to € 52.3 million, for an
increase of 15.3% with respect to the same period
of the previous year

e the Group has reported a net financial position of
€ -138.1 million, as opposed to € +177.7 as of De-
cember 31, 2016, which was essentially due to the
loan of approximately € 290 million, recorded fol-
lowing the reverse merger of MIC Bidco S.p.A. into
the Parent Company.

THE MARKETS

Composition of net revenues as of December 31, 2017

Telco and Utilities
31.6%

Finance
15.8%

Industry
and Services
23.3%

Public
Administration
and Healthcare
29.3%

Our contribution to the country’s economy
GRI 103-2 GRI 103-3 GRI 201-1

A healthy company’s goal is not just to create wealth
for its shareholders, employees and suppliers, but
also to generate well-being for the country. A shared
well-being that has a positive impact on people’s
lives, like the economic balance of a State. With its
constant annual growth, Engineering contributes to
the wealth of the country as a whole. As of December
31, 2017 the direct economic value generated by the
Group exceeded € 1 billion, 91% of which was dis-
tributed. The amount allocated to the State amount-
ed to € 22 million (2.1%).

DIRECT ECONOMIC VALUE FROM 2015 TO 2017

(amounts in millions of euros)

Description 2017 2016 2015
Absolute V. %  Absolute V. % Absolute V. %
DIRECT ECONOMIC VALUE GENERATED" 1,039.2 100 951.8 100 901.8 100
DIRECT ECONOMIC VALUE DISTRIBUTED 945.8 91.0 856.8 90.0 807.5 89.5
Suppliers (operating costs) 388.1 37.3 351.9 36.9 331.3 36.7
Employees 518.9 49.9 467.1 49.1 433.1 48.0
Lenders 15.8 1.5 4.7 0.5 10.4 1.2
State 22.2 2.1 32.4 3.4 32.1 3.6
Community™ 0.8 0.1 0.7 0.1 0.7 0.1
DIRECT ECONOMIC VALUE RETAINED 93.3 9.0 95.1 10.0 94.3 10.5

" Operating revenues plus financial income.
™) Includes donations and sponsorships with a social impact.
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A Corporate Governance that looks to
the future

GRI1102-18

In order to grow steadily over time, and gain a foot-
hold on both the domestic and international mar-
kets, a company must adopt a long-term strategy
by implementing an efficient Corporate Governance
system. The outlook adopted by Engineering is con-
sistent with the principles contained in the Self-
Regulatory Code published by Borsa Italiana in 2011,
amended and integrated in 2016, which is followed
by all listed companies.

The same Corporate Governance system also com-
plies with the relative recommendations issued by
Consob, and, more generally, with the internation-
al best practices. The Annual Report on Corporate
Governance, which describes the rules and behav-
iors adopted by the Group to ensure the efficient and
transparent functioning of the governance bodies
and the internal control systems, can be found in the
Investor Relations section of the company’s website
(www.eng.it).

Ethics and principles, the architecture
of our business

GRI1102-12 GRI 102-16 GRI 103-2 GRI 103-3

In 2004, Engineering adopted a Code of Ethics, which
brings together the values deemed essential by the
Company for operating on the markets in a transpar-
ent manner, and requires the company to conduct
itself according to standards based on maximum
fairness towards all stakeholders. In fact, the Code
contains mandatory standards and guidelines to be
observed by Engineering’'s employees, managers,
directors, members of the Board of Statutory Audi-
tors, members of the Supervisory Body, temporary
or permanent external collaborators, partners, sup-
pliers and customers.

The verification of the Code of Ethics’ application
is entrusted to the Internal Processes and Internal
Auditing Department, which verifies and promotes

continuous improvement through the analysis and
assessment of the risk control processes. With the
support of the corporate functions concerned, the
Management also oversees compliance with the
rules contained within the Code by receiving and an-
alyzing reports of any possible violations.

The Code of Ethics is also an integral and substantial
part of the organizational model that the Company
has adopted in compliance with the provisions of
ltalian Legislative Decree no. 231/2001, which regu-
lates the administrative liability of legal entities, and
on the basis of which the institutions are held liable,
in the manner and within the terms indicated, for
crimes committed in the interest or to the advantage
of the Company (crimes specifically indicated by the
decree itself).

The Code of Ethics is continuously applied and en-

acted through:

e periodic reviews and updates, in order to ensure
that it is always in line with the Company’s evolu-
tion, and is always compliant with the current ap-
plicable laws

e publication on the company’'s website

e illustration of the content and delivery of copies to
all new recruits

e a periodic information and training program for
the Company’s employees regarding the content
and meaning of the Code of Ethics

e constant oversight of its proper application.

In 2017, Engineering embarked on a pathway aimed
at obtaining 1SO 37001 Anti-Bribery Management
System Certification. The management standard,
which can be applied to any type of public or pri-
vate organization, demands compliance with the
requirements of an anti-corruption system aimed
at ensuring continuous improvement, and requires
anti-corruption measures to be taken in a manner
considered to be reasonable and proportional to the



organization’s business sector, size and complexity.
The standard does not overlap with the corruption
prevention tools envisaged by the law (corruption
prevention plans pursuant to Italian Law no, 190 or
Organization Models pursuant to Italian Legislative
Decree no. 231), but serves to better and more effec-
tively coordinate the organization as a whole for the
prevention of corruption, in conjunction with other
business management systems.

Management control: information

and transparency

Diligence and the ability to analyze are essential

tools for overseeing a company that operates all

around the world.

Engineering believes in this principle, and has been

investing in the continuous improvement of its man-

agement control system for years.

The Group's management control is currently capa-

ble of:

e monitoring the performance of the Management
Offices and the efficiency of all the operational ac-
tivities

° measuring the extent to which the set objectives
have been achieved

e promptly analyzing any deviations in order to de-
termine the causes

e determining the actions necessary to ensure the
achievement of company's objectives.

In order to ensure that the net results of the two ac-
counts (general and analytical] are consistent at the
end of each financial period, the system has been
prepared by combining the accounting information,
used to prepare the statutory financial statements,
with information of a non-accounting nature, used to
prepare the management report.

By following this approach, the analyses and in-
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formation generated by the system are constantly
updated for maximum reliability. The Group's com-
panies were progressively incorporated into the sys-
tem, thus allowing the management to obtain uni-
form and transparent information regarding general
industrial performance.

Engineering’'s management control system allows
the information to be rapidly shared with the man-
agement, thereby allowing it to take action by making
adjustments in real time, and offering maximum flex-
ibility in terms of changing and adapting the reports
based on the company’'s needs and any updates to the
domestic and international regulatory framework. The
management control has been operationally struc-
tured by integrating the SAP accounting system with
the proprietary SIAL analytical order accounting sys-
tem. The reporting is generated and rendered avail-
able to the management, with different aggregation
levels depending on the hierarchical level, in é pro-
gressive closures during the course of a financial year.

Engineering’'s management control currently al-
lows for the fragmentation and monitoring of the
costs and revenues of approximately 25,000 orders,
which in turn are aggregated into more than 2,500
cost centers, thus ensuring the proper flow of the
data for both operational and accounting purposes.
The orders and cost centers are under the direct re-
sponsibility of a manager, who ensures the quality
and reliability of the data entered into the system.
The company’s systems were also recently integrat-
ed with the internal Business Intelligence project ti-
tled MA.R.E. (MAnagement Reporting Engineering],
which combines the information received from the
various management systems within a single data
warehouse, thus further improving the company’s
ability to process and analyze the overall results.
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1,000
125
94%

230,000

100%

HIGHLIGHTS 2017

customers
customers engaged in the satisfaction survey

of customers satisfied with Engineering’s products
and services

customer workstations managed with
desktop management services

of suppliers read and accept the Engineering
Code of Ethics

A COMPANY'S PRIMARY GOAL IS TO GUARANTEE INNOVATIVE
RESPONSES 70 THE NEEDS EXPRESSED BY THE CUSTOMER.
ENGINEERING TACKLES THIS CHALLENGE BY CONSIDERING
ITS SUPPLIERS ESSENTIAL ALLIES, FOR A BUSINESS
DEDICATED TO CONTINUOUS IMPROVEMENT.

WHICH THUS BECOMES A SHARED VALUE FOR ALL THOSE

IN PURSUIT OF QUALITY.



QUALITY OBJECTIVE

GRI'103-2 GRI 103-3

In a world without borders, where international play-
ers impose themselves with investments and inno-
vations, a company must focus upon quality in order
to stay competitive. With quality being understood
as a tangible expression of excellence and added
value, which renders products and services useful
for meeting the needs and desires expressed by the
market.

In this constant pursuit of quality, the starting point
remains the customers, with all of their needs and
expectations, which are so important that they even
change the industrial strategies.

For Engineering, the pursuit of quality is essential,

to the point that the Processes and Internal Auditing

Department reports to the Board of Directors and

reports directly to the Chief Executive Officer.

The Company has also adopted a Quality Manage-

ment System, which consists of an organizational

and procedural structure for supporting the person-
nel involved in the production processes, and con-
veys the company’s policy in terms of quality and
awareness of customer satisfaction. The document
qualifying the entire process is the Project or Ser-
vice Plan prepared when work begins by the Project

Manager or the Service Manager.

The document contains all components required

for proper Quality planning, integrated with Project/

Service Management aspects. The effective applica-

tion of the Quality Management System and, more

generally, the level of compliance with the regula-
tions and company procedures, are checked by con-
ducting audits on various topics, which amounted to

a total of 232 in 2017:

e orders completed for customers, which also in-
volves monitoring the status and progress of proj-
ects and/or services

e centers of production, i.e. homogeneous organiza-
tional units that manage the orders completed for
customers or for the company's other functions

* service centers, i.e. the structures that deliver
centralized services to customers and to all the
other corporate structures

e “transverse” processes, i.e., processes structured
by service type, with particular regard to the pro-
cesses defined by the ISO/IEC 27001 and ISO/IEC
20000 standards

e internal departments and service centers, such as
procurement, administration, IT systems, staff and
organization, and others.

The analysis of the data collected during the course
of the audits allows the Group to gain a better un-
derstanding of its production system’s strengths and
weaknesses. Once the possible improvement mea-
sures have been identified, they are presented to the
top management during an annual meeting, after
which specific elements and indications are identi-
fied for the following year’s business plan.

In order to guarantee their autonomy, the staff in
charge of conducting auditing activities are hierar-
chically and functionally subject to the Supervisor
of the Processes and Internal Auditing Department,
whose position within the organization is indepen-
dent of the functions subject to auditing.

Our customers’ satisfaction

Continuous improvement goes hand in hand with
customer satisfaction, which can only be guaranteed
through compliance with the highest requirements.
It's no coincidence that the achievement of maxi-
mum customer satisfaction is one of Engineering’s
greatest objectives, as this is essential to avoid los-
ing a direct relationship with its customers and to
maintain a complete awareness of their needs. To
this end, the Company’s Internal Processes and Au-
diting Department conducts direct interviews with
the customers themselves. The resulting assess-
ments are examined, and the results are reported to



the production, sales and technical departments, in

order to allow for corrective and improvement mea-

sures to be implemented.

The questionnaire is made up of closed-ended

questions in order to ensure the uniformity of the

information collected on the following assessment

factors:

e communications, commercial relations and offer-
ing

e operational staff

« solutions based on projects/products

* solutions based on Managed Operations services

e solutions based on ICT services other than Man-
aged Operations

* specific solutions for customers that use Tax Eva-
sion and Collection Research Services

e overall Company evaluation

e current activities and critical factors.

During the course of 2017, 125 customers were in-

terviewed, with 87 interviews conducted directly

(through meetings held at the customers' premis-

es), and 38 interviews conducted via online question-

naires, selected using criteria of representativeness

for the company’s various departments.

This activity revealed that, in keeping with the 2016

results, 93.9% of the customers’ responses fell with-

in the satisfaction range, with a sharp decline in the

percentage of extremely dissatisfied customers,

which amounted to less than 1% in 2017.

Protecting data to protect customers
GRI 103-2 GRI 103-3 GRI 418-1

As new discoveries gradually allow for major steps
to be taken on the frontier of innovation, the frontier
itself is revealed to be increasingly vulnerable and
exposed to the risk of external attacks.

The circularity of information (one of the greatest
achievements of the Web and of digitization in gen-
eral) also poses a risk for the proprietors of that in-
formation, as increasingly serious threats to priva-
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cy and data security continue to spread around the
globe.

Engineering tackles this risk every day by using so-
phisticated technological solutions to guarantee
maximum levels of security. The Company’'s Data
Centers store and manage a vast amount of highly
sensitive data, including data pertaining to the Na-
tional Health System, Central and Local Public Ad-
ministrations, and customers from every domestic
production sector. The integrated network of Data
Centers includes value added Information Tech-
nology services, outsourcing services, and innova-
tive services based on the Cloud Computing model.
The overall scope of the services offered includes
the management of approximately 21,000 servers,
desktop management services for 230,000 worksta-
tions, a network of 18,000 pieces of equipment, disk
space of over 10 petabytes, 3 different hybrid Cloud
offerings, 2 million tickets (user service requests)
per year, and more than 1,200 Wide Area Network
lines. Boasting the most modern infrastructures and
the most advanced technologies, the integrated net-
work of the Group’s 4 Data Centers provides over 400
data clients with the highest standards of security,
reliability and efficiency. All the Data Centers are
fiber-interconnected, and thanks to the latest tech-
nologies, are capable of providing Business Continu-
ity solutions for Pont-Saint-Martin and Turin, as well
as Tri Data Center solutions (or rather the combina-
tion of Business Continuity and Disaster Recovery)
for Vicenza and Milan. The Group's offering is com-
pleted by cloud management, cloud transformation,
system engineering, performance management,
networking, and 24-hour monitoring services.
Furthermore, as a confirmation of the extent to
which data security is considered to be of prima-
ry importance, Engineering has an operating unit
led by a Security Director, who is entrusted with the
management of the Information/Cyber Security ac-
tivities.
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But protecting data and safeguarding privacy can
not only be achieved by streamlining the internal
control systems and the staff organization model.
For this purpose, it is necessary to engage with
the human resources upstream, by increasing
their awareness of data protection issues. In order
to do this, Engineering organizes specific train-
ing activities for the staff of the four Data Centers
that provide outsourcing services to its customers
(Pont-Saint-Martin, Turin, Milan and Vicenza).

Moreover, in order to guarantee an effective and
timely response to any critical issues, the compa-
ny has implemented a data security management
system, which has been externally certified ac-
cording to the requirements of the international
ISO 27001:2013 standard (Information security
management systems). The ISO/IEC 27001 stan-
dard, from which Engineering has developed its
own management system, is currently the only
certifiable international standard subject to ver-
ification that indicates and defines the require-
ments for an information security management
system.

Engineering has also sought to strengthen its
management system with automatic ethical hack-
ing procedures (hacking techniques for defense
purposes), in order to continuously monitor and
protect the points of access to its own and its cus-
tomers’ data.

Since February 2005 Engineering has also held the
CMMI (Capability Maturity Model Integration) cer-
tification for the processes, procedures and inter-
nal controls of software production. Since October
of 2007, the level achieved corresponds to the Ma-
turity 3 standard of the CMMI-SE/SW model v. 1.2,
updated to version CMMI-DEV v. 1.3 in 2010.

The company Engineering D.HUB has the ISO
20000:2011 certification for the provision of ICT
services in outsourcing mode. In early 2017, the Vi-
cenza Data Center qualified its services as TIER IV,
the highest level of service continuity (fault toler-
ant). The Data Centers located in Pont-Saint-Mar-
tin and Turin meet the Uptime TIER lll standards
(those in Milan are TIER Il and Vicenza complies
with the TIER IV uptime standards), and contribute
to forming one of the most advanced and reliable
technological infrastructures in Italy for the deliv-
ery of Managed Operations, Business Continuity
and Disaster Recovery services.

In 2017 Engineering also obtained ISO/IEC 27018
certification, the first and only international stan-
dard that defines control objectives and guidelines
for public cloud service providers based on IS0/
IEC 27001 in order to ensure the protection of per-
sonal data, in compliance with the current direc-
tives and the ISO/IEC 29100 standard. The purpose
of this standard is to provide a structured method
for dealing with the main legal and contractual is-
sues relating to the management of personal data
within widespread IT infrastructures by following
the public cloud model. The specific countermea-
sures introduced by ISO 27018 are based on the
established international principles regarding pri-
vacy. These principles are intended to guide the
design, development, implementation, monitor-
ing, and evaluation of privacy policies and privacy
controls for Cloud Computing services.

Thanks to its constant awareness of the issue, as
well as its ongoing research into all the possible
tools for minimizing the relative risks, Engineering
has not received any sanctions in recent years, nor
has any litigation been brought, and the the Group
has not received any claims for compensation
from customers.



Our suppliers: alliesinthe pursuit of quality
GRI 102-9 GRI 414-1

The supply chain, in which the suppliers play a primary
role, is an essential element for the pursuit of quali-
ty within any production process. Engineering sees
its suppliers as strategic partners who must help to
confirm the guarantees that the Group ensures its
customers, first and foremost the maintenance of the
quality standards.

To this end, during the selection phase, the Company
initiates a supplier qualification procedure, which then
continues with an ongoing assessment in order to en-
sure the supplier's reliability.

The company's procurement policy requires each sup-
plier to register on the Engineering portal, providing
information of a technical and economic/financial na-
ture relating to aspects required by Italian law, but still
relevant to the context of Corporate Social Responsibil-
ity, with particular regard to proper staff management,
such as:

e DURC - Documento Unico di Regolarita Contributiva
(Social Security Compliance Certificate)

* DUVRI - Documento Unico di Valutazione dei Rischi
Interferenti (Unified Document for the Assessment of
Interferential Risks)

e DURT - Documento Unico di Regolarita Tributaria
(Tax Compliance Certificate), i.e. certification of the
company's fulfillment of its legislative and contrac-
tual obligations in relation to INPS, INAIL and Cassa
Edile

e INPS and INAIL position: contributory position of the
company or the independent contractor

e Employer’s Liability and Third Party Liability Insur-
ance Policy: Civil Liability Insurance in relation to
Third parties and Contractors.

Engineering also requires each business partner to

read the Code of Ethics adopted by the Group and sign
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a specific clause in all contracts.

All registered suppliers have prepared a written policy
of procedures, on-site audits and specific reporting, to
guarantee that they do not use conflict minerals from
the Democratic Republic of the Congo and neighboring
countries.

Engineering maintains loyal relationships with its sup-
pliers: this loyalty is also guaranteed by the fact that,
wherever possible, the Company makes use of compa-
nies that are already well-established within the areas
in which it operates.

The business of Engineering does not provide for any
manufacturing process but only for the provision of IT
consultancy services and services related to the man-
agement and storage of customer data at the 4 Group
Data Centers.

Group purchases regard:

e instrumental goods (primarily basic hardware and
software and middleware destined for internal use,
for resale, or for the provision of outsourcing services
for customers)

* the fleet of approximately 1,200 company cars

* mobile and land-line telecommunications

e travel

e real estate management and maintenance

e professional IT services

e other consultancy services.

Engineering has prepared a list of authorized suppli-
ers for the procurement of hardware products (servers,
clients and networks) and basic software. This serves
to facilitate, simplify, and control the procurement of
these components.

A specific authorization process has also been estab-
lished in order to allow for the management of any
requests (purchase requests] made to suppliers not
included on the list.
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Faster payments with Reverse Factoring
In order to safeguard its supplier relationships, pro-
tecting them against financial risks and guaranteeing
respect for the terms of payment, Engineering has
adopted the use of Reverse Factoring. This procedure,
which is becoming increasingly widespread, entails the
specialized company stipulating the contract not with
the creditor, but rather with the debtor, which is usual-
ly a leading company with high standing, and therefore
with a good credit rating. In this manner the company
is able to offer its suppliers (who hold receivables in re-
lation to the company itself) the possibility of becoming
transferors, thereby allowing them to gain access to
financing with favorable conditions.

Engineering has stipulated agreements with the three
major Italian banks (Intesa Sanpaolo, UniCredit and
BNLJ, under which the payment of the receivables
claimed by the suppliers and transferred to the Fac-
tor by the same is regulated according to the agreed
terms. By signing the factoring contract, and by adher-
ing to the aforementioned agreement, which entails
some of the lowest commissions available on the mar-
ket, the suppliers obtain the possibility of immediately
receiving the payment of the receivable held in relation
to Engineering.

Reverse Factoring agreements support the lItalian
production chain, and are beneficial to both parties in-
volved. Using this tool, Engineering is able to prevent
the financial cost of any delayed payments or litigation,
increase its appeal in relation to any potential new sup-
pliers, reduce the purchase price of goods and ser-
vices, and support its own production chain.

The Company is also able to simplify the administrative
procedures associated with its suppliers” accounting by
optimizing the scheduling of the treasury and the finan-
cial flows.

For their part, the suppliers are given the opportunity to
gain access to new complementary financial resourc-
es, to regularize their cash flows, and to obtain guaran-
teed collection times, while at the same time reducing
their credit management costs and financial charges.

The added value of external

professional services

For professional services, Engineering makes use of
highly specialized external personnel, who collaborate
on the Group's projects from time to time. The aim is to
initiate a process of mutual enrichment between spe-
cialized external personnel and the Company’'s em-
ployees.

In 2017, approximately 3,300 external resources collab-
orated with the Group.

The procurement of professional services is centralized
by the IT Consulting Procurement Department (DACI),
which reports directly to the Administration, Finance
and Control General Department. This strategic deci-
sion has changed many of Engineering’s relationships
with its suppliers, by reducing their fragmentation and
concentrating the number of external parties, thereby
simplifying the administrative processes.

This decision also consequently improved in the
Group's negotiation capabilities.

The underlying objectives of the aforementioned pro-
curement centralization process also included the op-
timization of the use of internal professional resources,
and the guarantee that the conditions of negotiation
and the application of the rules would be uniform
throughout the country.

The Group always verifies that the contractual process
adopted by its providers of professional services or
external personnel is consistent with the Italian labor
legislation.
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HIGHLIGHTS 2017

total employees (9,329 in Italy and 944 abroad)
employees hired in ltaly

employees hired abroad

employees obtained through acquisitions

recent college graduates hired

employees who undergo performance assessments
college graduates

apprenticeship contracts converted into open-ended
employment contracts

training days/person provided to employees




THE PEOPLE: MESSENGERS OF THE CORPORATE
PHILOSOPHY

It's the human capital that makes all the difference
in the business development processes.

The expertise and experience of its personnel are
the pillars upon which Engineering has always
based its business methods, by investing in the men
and women who contribute to the Group’s success.
10,273 employees, for an increase of 14% with respect
to the 8,842 of 2016, in addition to roughly 3,300 collab-
orators for external IT services, distributed through-
out Italy and the various European locations (Belgium,
Germany, Republic of Serbia and Spain), and even be-
yond (Argentina, Brazil and the United States).

Engineering’s staff has increased by 13% in Italy, and
by over 22% abroad, for a total of 944 units. Women
represent roughly 30% of the total employees, a sig-
nificant proportion considering that most of the work-
force is comprised of technical graduates and soft-
ware engineers, historically male professions.
Personnel retention is good and the outgoing turn-
over rate amounted to 7.1%, a substantially natural
value that was consistent with the previous years.

In search of new talents

GRI 103-2 GRI 103-3

The strategic role played by the human capital takes
on an even greater meaning when considered in light
of the new generations. That's why Engineering is
constantly engaged in the search for new talents, as
this allows the Group to continuously obtain innova-
tive ideas and new expertise.

In 2017, the Company continued to pursue its growth
policy: the staff increased by 16% and the company
conducted over 3,950 recruitment interviews, after
initially evaluating nearly 14,500 resumes.

Over the course of one year, the Group hired more
than 300 recent college graduates, in whom it is pre-

pared to invest in order to lay the groundwork for a
future based on new skills and innovation. In order
to do so, the company maintains important relation-
ships with the world of academia, which acts as an
important reservoir of talent and resources.

This continuous search for new talents has one clear
goal: with their help, Engineering intends to invest in
the most innovative sectors of the digital transforma-
tion, in which the need for a competitive edge is most
evident. To this end, the Group is proceeding with
numerous partnerships, and guarantees its support
for specific projects such as “IG4U", a series of busi-
ness games organized in 2017 by various Universities
(the Polytechnic University of Bari, the University of
Calabria, the University of Palermo, the University of
Salerno, the University of Catania, the “Federico II”
University of Naples, the "Parthenope™ University of
Naples, and the “Tor Vergata” University of Romel],
which are aimed at identifying and supporting new
talents in Southern ltaly.

New professional figures to write

the future

GRI 103-2 GRI 103-3

While digital development requires specialized pro-
fessionals, one-third of the workers currently active
in the ICT arena have insufficient digital skills: a gap
which, in 2020, will risk creating a market deficit of
750,000 adequate professionals®.

To ward off this risk, the European Union launched
the Digital Skills and Jobs Coalition in 2016, a part-
nership which brings together all parties concerned
and the Member States to share best practices and
reduce the digital skills gap in Europe.

Engineering participated in the coalition with the EDI-
SON (Education for Data Intensive Science to Open
New science frontiers) and Program the Future pro-
jects.

% Digital Competence Observatory 2016.



EDISON, of which Engineering is a founding mem-
ber, is a project funded by the European Union which
aims to support and accelerate the process for the
creation of the new profession of Data Scientist, an
expert capable of extracting significant value from
the data collected and managing their entire lifecy-
cle, including supporting the electronic infrastruc-
ture of scientific data.

Program the Future, on the other hand, is one of the
sixteen projects selected as finalists for the Europe-
an Digital Skills Award 2016, an award given to pro-
jects that encourage people to develop digital skills
for work, education and life in general.

The Group has supported projects for the develop-
ment of new ICT professions domestically as well.
In fact, it contributed to launching and developing
content for the second-level Master’s program in
Data Science for the 2016/2017 academic year at the
University of Perugia. At the University of Calabria,
the Group also contributed to the creation of Italy’s
first master’s specialization course in Digital Docu-
ment Management and Storage, an activity not yet
adequately covered on the Italian training landscape.

Investing in people to further the Group's
growth

GRI 404-3

Boosting the retention of internal resources, en-
hancing their talent: this is the goal that Engineering
pursues not only by offering its workers a high-per-
formance environment, but also through a remu-
neration policy with a variable component linked to
individual performance, and a performance bonus
that recognizes individuals based on the Company’s
overall results.

The Company is committed to precisely defining the
professional profiles assigned to its employees, in
order to establish a uniform and transparent career
development process with each staff member. This
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process was launched with an awareness that the
individual's professional development goes hand in
hand with the Group’s success.

In this regard, Engineering established the MeM
(Master in Engineering Management), a master's
program for high potential figures in whom the Group
has chosen to make targeted investments, with the
aim of ensuring the continuous development of its
human resources’ skills. The latest edition of the
MeM was attended by 54 Group employees.

The close correlation between professional profiles
and their evolution through the tools offered by the
training is also supported by the company's IT system
for requesting training modules, which filters access
based on professional requirements consistent with
the features of the course itself. The evaluation pro-
cess, which constitutes another key element for per-
sonal growth, has progressively expanded, and now
covers approximately 75% of the staff.

In its pursuit of quality, the Group maintains a constant
awareness of workers belonging to protect categories,
whose integration is constantly facilitated thanks to
multi-year recruitment and insertion programs.

All of this is a reflection and summary of what
Engineering considers to be its fundamental values
in the field of human resources, or rather solidarity,
safety, and recognition of merit. A fundamental phi-
losophy to which the Company has always remained
loyal, by maintaining fair and transparent relation-
ships with all of its workers.

Close to our people

Despite its international presence, Engineering
Group’s corporate strategy relies upon on the local
and wide-reaching presence of its Personnel and Or-
ganization Department, which maintains a physical

presence at all the Group’s main offices: five in the
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northern ltaly (Pont-Saint-Martin, Turin, Milan, Bres-
cia, and Padua) and five in the central and southern
Italy (Florence, Ancona, Rome, Naples, and Palermo).

Evenwhere itis not present with an office, the Person-
nel Department ensures at least a weekly presence,
which allows for direct relationships to be maintained
with the employees at all the Italian locations.

The use of an approach that relies upon a physical
presence arises from the need to provide employees
with the necessary amount of flexibility in cases where
frequent interaction with customers (often even far
apart), or the project’s characteristics, make it nec-
essary to deploy new flexible forms of work, such as
telecommuting (i.e. the possibility of working full days
from home) and smartworking (i.e., the possibility of
alternating between working from home and working
at the office during the same shift).

The level of dialogue and listening between the vari-
ous hierarchical levels is high, as is that between new
recruits and the rest of the Company, which is also
facilitated by an “open door” policy that has provided
for the elimination of office doors.

Following this philosophy, the Group organizes spe-
cific events where the management meets and con-
verses with participants, and in 2016 it commissioned
a survey on the satisfaction levels of people who had
worked for the Company for just a few years. For this
purpose, a questionnaire was directed to all the in-
terns who had been granted permanent contracts
since 2011, in order to analyze the various dimensions
of their career paths, such as their level of involve-
ment in the activities carried out, the effectiveness of
the training opportunities, the degree to which their
expectations have been met, the level of compli-
ance with the role outlined, and the possibilities for
growth. 76% of those who received the questionnaire
responded, and the level of satisfaction was generally
found to be good.

Welfare, the school of well-being

The renewal of the National Collective Labor Agree-
ment for the Mechanical Engineering sector provid-
ed Engineering with the opportunity to implement
new measures in relation to the Group’s welfare
plan, which currently covers approximately 8,000
people.

Following the latest renewal, the agreement re-
quires company to offer their workers a € 100 value
package for 2017, a € 150 package for 2018, and a
€ 200 package for 2019, which can be used for nu-
merous welfare goods and services, such as training
courses, recreational goods, sports activities, home
care services, health services, fuel vouchers, shop-
ping vouchers, and public transport services.

The project envisaged by Engineering expands the
scope of the National Collective Labor Agreement
considerably, and even offers the company’s employ-
ees the opportunity to request the conversion of the
Performance Bonus into welfare goods and servic-
es, thus giving a major boost to the introduction of a
structure plan.

Taking advantage of the regulatory stimulus,
Engineering has launched an even more engaging
project, which offers people a productivity-based in-
centive.

In order to raise maximum awareness of the new de-
velopments introduced, a “roadshow” was organized
at the Group’s various locations, with informational
sessions being held at over 40 offices throughout It-
aly in the presence of over 2,000 employees.

In giving its employees the possibility of converting
their Performance Bonuses into welfare goods and
services, Engineering offers them considerable flex-
ibility, as there is no minimum entry amount, and the
convertible sum can even amount to the entire val-
ue of the balance paid out (approximately € 400 for
2017).



The employees have a platform at their disposal,
which was chosen by Engineering through a tender
process involving seven companies in the sector,
which resulted in Edenred being awarded the man-
agement of the digital tool that allows the employees
to propose conventions with new businesses, bring-
ing them to the provider’s attention.

The program’s validity is reflected in the results re-
corded for 2017: in fact, out of a total of approximate-
ly 5,000 employees entitled to the Bonus, 825 re-
quested the method of use. Moreover, 430 converted
100% of the amount into welfare services.

Despite the progress that has been made, at
Engineering, corporate welfare is still considered to
be “an ongoing project” by its promoters. The goal
is to raise awareness of the alternative forms of
remuneration available in addition to the tradition-
al payslip, and to make people understand that the
project is a win-win for everyone: in fact, converting
the entire bonus results in tax benefits for both the
company and the employee, not just one or the other.
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The work atmosphere is a critical variable, not only
due to its impact on the personnel's motivation, dedi-
cation, and efficiency, but also due to the impact that
it has on interpersonal relationships and loyalty to the
Company.

The Company’s ability to meet the expectations of the
two types of customers (internal and external cus-
tomers) has a considerable impact upon its success.
The atmosphere analysis allows the company to un-
derstand the employees” organizational experiences
and points of view, and to clearly and accurately track
the pathway taken.

In particular, the atmosphere analysis:
constitutes an important organizational diagnostics
tool
acts as a good indicator of worker satisfaction
provides feedback on the coordinators’/managers’
activities
constitutes an objective document to be provided to
external auditors (in fact, the atmosphere analysis
is considered a scientific study)
provides useful information regarding training re-
quirements
is an activity that's inherently capable of generating
engagement and participation, as it bears witness
to the special attention that the Company dedicates
to its human resources.

For these reasons, Engineering conducted an atmos-
phere analysis in 2017, during which 6,412 anony-
mous interviews were conducted by administering an
online questionnaire to the company’s personnel. The
response rate was 76%. The analysis of the results re-
vealed a considerable level of satisfaction among the
employees, equal to 85% of the subjects interviewed,
both among the general department employees and
the employees of the Group’s companies.
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The interviews were aimed at analyzing the following
areas of satisfaction:
belonging (the sense of belonging that the employ-
ees feel towards the company as a whole)
role objectives ( knowledge and experience of their
specific roles within the company)
role characteristics (methods of expression and
implementation of their tasks and duties)
the organization’s objectives (knowledge of the
company’s strategies, objectives, and current and
future results)
management (resource management methods
and employee/supervisor relationships)
respect for employees (consideration and respect
shown towards employees)
fairness of the work relationship (life-balance and
adequacy of corporate benefits).

The areas that showed the best results were the
pride the employees feel to work for Engineering,
their sense of belonging, and their ability to act as
ambassadors of the Company’s values for the out-
side world (advocacy).

The employees also affirmed that they feel respect-
ed, that they find their work interesting, and that
they agree with the Company’s objectives.

With regard to the evaluation of the workplace,
the results expressed were generally positive. The
highest scores were attributed to the efficient use
of the rooms and spaces, and the Internet connec-
tion, while for the sharing of information the chan-
nels most utilized overall were those provided on a
centralized basis: above all the intranet, the website,
and the press release.

For Engineering, minimizing the possibility of acci-
dents occurring while carrying out duties at the office
and at the Group's four Data Centers is an extremely
important objective.
In order to achieve this goal, the Company has adopt-
ed a series of measures:
the updating of the types of health and safety risks
and hazards that can be attributed to the employ-
ees’ activities
the proper management, updating, and communi-
cation of the internal policies and procedures pub-
lished on the intranet and disseminated to all the
collaborators for the proper execution of the work
activities in terms of accident prevention
the provision of specific classroom and on-site
training activities for the prevention of risks at the
workplace
the execution periodic internal audits on the correct
implementation of the procedures.
The Group has recently launched a program dedicated
to the employees’ well-being. In this regard, activities
aimed at pursuing this objective will be implement-
ed in the future. In order to safeguard the health of
its employees, the Group has established an Accident
Observatory within the context of its Staff Adminis-
tration Department, which is responsible for carrying
out all the checks necessary to detect any failures in
the safety management system in terms of planning,
training, insufficient operating instructions, short-
comings in work procedures checks, and inadequate
or unsafe tools, machinery or equipment.
The data collected show that the number of accidents
that took place in 2017 is consistent with the previous
years. The most frequent types of accidents that oc-
curred were car or motorcycle accidents, which either
took place during commutes, or else when traveling
to the customers’ offices. In order to minimize this
risk, the Company has published a dedicated guide
cotaining specific operating instructions, and has
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even been offering safe driving courses since 2009. and the State/Regions Agreement of 07/07/2016. The
All the Engineering employees in Italy are engaged in main data regarding the hours of training and the
an ongoing general education, instruction, and train- number of people trained over the past three years
ing program sized and structured according to the are provided below.

requirements of Italian Legislative Decree no. 81/08

ACCIDENTS BY TYPE*

2017 2016 2015
Women 30 32 27
Men 65 63 54
Total number of accidents 95 95 81

ACCIDENT RATES®

2017 2016 2015
Frequency rate 5.97 6.47 5.71
Severity rate 0.11 0.15 0.16
Incidence rate 11.89 12.53 11.20
Average duration 17.92 23.03 27.56

HOURS OF PROFESSIONAL TRAINING ON WORKPLACE HEALTH AND SAFETY

2017 2016 2015
Managers 112 505 598
Middle Managers 421 3,640 2,749
Office employees 10,554 12,560 8,605
Total Italy 11,087 16,705 11,952
of which number of hours for:
Men 7,568 10,520 8,247
Women 3,519 6,185 3,705
EMPLOYEES TRAINED
2017 2016 2015
Basic Training and Updating 1,309 1,232 3,426
Training on Specific Risks 707 524 140
Training of Safety Supervisors 127 492 89
Training of Safety Managers 7 17 1
Training of Emergency Intervention Personnel:
First Aid 90 59 97
Medium Risk Fire Prevention 135 86 140

4 The majority of the accidents over the past three years, equal to approximately 87%, consisted of car or motorcycle accidents. The scope consists of the
Group’s employees.

5 INAIL frequency index: the ratio between the number of accidents and a measure of the duration of the risk exposure, both uniformly delimited in time and space [terri-
tory, facility, department, work area, etc.). Formula = total No. of accidents x 1,000,000/no. of hours worked. INAIL severity index: relationship between a measure of the
debilitating consequences of the accidents and a measure of the duration of the risk exposure, both uniformly delimited in time and space (territory, facility, department,
work area, etc.). Formula = [days of absence (excluding the day of the accident) + days of permanent disability by convention/no. of hours worked] x 1,000.
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Culture, information and leisure
Engineering promotes its collaborators’ engagement
and participation in cultural and sporting events.

SkiChallENGe and Project Culture

For severalyears, the Company has been holding the
SkiChallENGe, a ski tournament open to the Group’s
employees, friends and relatives.

The Company has also been collaborating on the
Culture Project for ten years, an initiative targeting
all the Group’s employees who have personal pas-
sions linked to literature, music, theater and paint-
ing. In recent years it has also supported various art
exhibitions and theater performances, as well as the
publication of roughly 20 volumes of prose and poet-
ry, which were donated to the authors free of charge.

Daily information

Since 2017, all the Group’s employees have been re-
ceiving two daily press releases, the first containing
articles in which Engineering or the Group’s compa-
nies are expressly mentioned, and the second con-
taining industry and business-related articles, which
are divided into technological/market, competitor,
and foreign press areas.

Additionalinformationis also distributed via EngZine,
a video press release containing technology-related
news items. The video-magazine is shown daily on
the monitors displayed throughout the Engineering
offices.

The INSIDE blog

The “INSIDE” company blog was created in 2016
with the aim of creating a place for exchange and
belonging. The blog described corporate projects,
case studies, events and initiatives, with a contin-
uous focus upon innovation, and provides a forum
for sharing opinions, insights and comments on
the published articles. INSIDE is edited by a group
of colleagues from the various Departments, but
all the employees can participate by submitting
content of common interest.

“My selfie” and the corporate Santa Clause

In 2017, Engineering once again involved its em-
ployees” children and grandchildren in its usual
Christmas communication project. The project,
titled "My selfie”, required children and teenag-
ers to submit self-portraits using any medium
and technique, excluding videos or photographs.
The response was remarkable: more than 2,000
images were submitted, including drawings,
paintings, paper collages, and compositions, as
well as sculptures made using fabric, plasticine,
and plaster. All the “selfies” were published on-
line at www.eng.it/ilmioselfie, and some were
published in the 2018 calendar, over 10,000 cop-
ies of which were distributed to employees, cus-
tomers and partners over the holidays. All 2,000
children and teens received gifts from the com-
pany's Santa Clause.



Christmas for the children

In 2017, almost 1,000 children of employees (from
the Rome, Naples and Milan offices) participated in
the Christmas initiative that offered them the op-
portunity to visit the theater or the circus with their
parents. Together with their families, the children in
Rome had the exclusive opportunity to see CirCuba,
while the children in Naples attended the musical
Robin Hood, and those in Milan went to the theater
for the musical Madagascar.

Support for education

Engineering sees education as a fundamental value,
one that’s so important that it must be shared with
all of its employees. Bolstered by this philosophy,
The Company aims to promote the social and cultur-
al development of its employees and their families,
by setting aside specific resources to support and
incentivize second-level scholastic education and
university instruction for the most deserving, based
on principles of solidarity in light of the household’s
income situation.

Scholarships

For the 2016/2017 scholastic and academic year,
Engineering established 75 scholarships for its em-
ployees’ children, to be awarded based on a special
selection process. Of those available, the following
were awarded:
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* 21 out of 25 scholarships worth € 500 each for ob-
taining a high school diploma, which were paid out
in February of 2018

18 out of 25 scholarships worth € 1,500 each for
obtaining a three-year university degree, which

were paid out in July of 2018

12 out of 20 scholarships worth € 2,000 each for

obtaining a master's degree, which were paid out

in July of 2018

* 3 out of 5 scholarships worth € 3,000 each for ob-
taining a master’s degree in Information Technol-

ogy or another scientific subject with an innovative
thesis topic useful for developing the Group’s ac-
tivities, which were paid out in July of 2018.

Textbooks

In accordance with the criteria adopted for the grant-
ing of family benefits, in 2017 the Company offered a
contribution for the purchase of the textbooks adopt-
ed by the upper middle schools run or legally rec-
ognized by the state, provided that the employee’s
child obtains an average grade of at least 7/10 or
equivalent.
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THE “ENRICO DELLA VALLE
IT & MANAGEMENT SCHOOL

GRI 404-1
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HIGHLIGHTS 2017

teachers (40% internal Group specialists
with multiple years of training experience)

pupils trained
days/person of training
courses in the catalog

classrooms (at the Ferentino location and at the main
company offices)

customers among the leading national and international
companies

professional certifications

EXPERTISE AND QUALITY CAN ONLY BE ACHIEVED AND
MAINTAINED THROUGH A PROCESS OF CONTINUOUS TRAINING,
WHICH TRANSLATES INTO THE CONTINUOUS UPDATING

OF THE EMPLOYEES" PROFESSIONAL SKILLS.

THIS IS EVEN MORE TRUE FOR A COMPANY WHOSE

STRENGTH IS BASED ON ITS CAPACITY FOR INNOVATION.



KNOWLEDGE, KNOW HOW, AND KNOWING
HOW TO BE

Ongoing training to stay competitive
on the market

GRI 103-2 GRI 103-3 GRI 404-2

Once the centrality of the human capital is also
shared among the most innovative processes, it
becomes clear how the market’s challenges can
only be overcome by ensuring that your resources
are always prepared and competitive, and that they
achieve skills and levels of excellence greater than
those of the other companies at the technological
forefront.

In order to promote the continuous updating of its
human capital, in the year 2000 Engineering es-
tablished its “Enrico Della Valle” IT & Management
School, which is headquartered in Ferentino (FR)
and has since become one of the Group’s most im-
portant and exclusive assets.

The important role played by the School, and its
continuous evolution in terms of training capacity,
are reflected in the numbers: in fact, in 2017 alone,
over € 8 million were invested in professional de-
velopment activities, with 14,631 days/person in
training provided to the employees.

The Engineering training center for
excellence

GRI 404-1

The “Enrico Della Valle” IT & Management School
was set up as a training institute for Engineering’s
employees, where the experience and know-how
gained from the hundreds of projects carried out
over the course of 35 years can be shared with the
company's employees, especially the new hires.
Since 2009, Engineering has even been sharing
the wealth of knowledge and professional experi-
ence gained from the ongoing training processes
designed for its employees with its customers as
well.

All this is guaranteed by a structure designed to
better respond to the need for growth and training.

In fact, the School's headquarters offer 16 com-
puterized methodological classrooms, a lecture
hall capable of accommodating up to 140 people, a
specialized library, an an internal cafeteria. More-
over, each employee’s participation in the courses
is supported by a residence system that’s integrat-
ed with the best hotels, in order to provide “full
immersion” style training.

Training areas and

professional certification policies

The School's entire educational offering is aimed at
developing skills on three levels: knowledge (tech-
nical and specialized skills), know-how (practical
skills, application of technical-specialized knowl-
edge), and knowing how to be (behavioral skills).
The training offering, which is outlined in a con-
tinuously updated course catalog currently con-
sisting of over 360 titles, is therefore structured
according to three main subject areas.
Technologies: courses dedicated to learning pro-
cesses for the programming, analysis and design
of hardware and software systems (designing and
implementing websites, mobile applications, com-
plex Cloud systems, Business Intelligence and Big
Data solutions, etc.)

Methodologies:
learning methodologies and capacities linked to

specific courses relating to
functional areas (Project Management, Software
Measurement, Demand Management, Service
Management, etc.)

Management and personal development: initia-
tives intended to favor the behavioral and mana-
gerial development of human resources through
the acquisition of transversal soft skills within a
growth process that engages both the individual
and the organization. The areas of analysis range
from job analysis to experience and knowledge
management, planning training and advisory ac-
tivities.



There are also courses intended for specific pro-
fessional categories such as apprentices, man-
agers and project managers, which guarantee an
ad hoc training offering.

Particular attention is paid to the skill certifi-
cation policies. The School, which issues an av-
erage of 900 professional certificates per year,
is also a Testing Center accredited by the main
international professional certification bodies to
independently administer certification exams for
all the technologies most widely used on the IT
market.

Leveraging the experience gained for Engineering
Group and for clients by designing training pro-
grams aimed at obtaining technical certifications,
the catalog of courses offers numerous education-
al solutions aimed at preparing for the certifica-
tion exam on the main software technologies and
environments currently present on the market.
Since 2006, the School has also been at the fore-
front in the design and delivery of courses aimed
at obtaining PMP® (Project Management Pro-
fessional) certification, which has now become a
fundamental reference point for internal human
resources assigned to project management, from
the planning phase to closure.

The pursuit of excellence through
personalized training

Each individual has an important task to perform
for the life of Company and the growth of the busi-
ness. A specific, almost unique, task, which ren-
ders them an essential component of the machine
as a whole. However, allowing the individual pro-
fessional to achieve maximum efficiency, while at
the same time working in harmony with all of their
colleagues, is a complex exercise that requires an
additional step in the training process.

This step is completed through a specific training
program, which is designed based on the respon-
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sibilities that each worker has within the compa-
ny, the characteristics of the target market, and
the objectives of the organization to which he/she
belongs. These personalized training pathways
cast solid foundations for the development of
effective personnel growth plans within specific
and organizational and business contexts. In this
regard, over the years the courses based on con-
tent of a technical and specialized nature have
been gradually combined with additional cours-
es targeting both the development of managerial
and entrepreneurial skills and the acquisition of
intangible skills associated with everyday work
activities.

That's why the employees’ training plans are not
only defined based on the market dynamics, but
also the prior analysis of the participants’ re-
sponsibilities, and those they will have in the fu-
ture based on the evolution of their professional
classifications.

Internal training figures and activities
During the course of 2017, 363 different editions
of 212 separate training courses were held with-
in the classrooms of the “Enrico Della Valle” IT &
Management School, for an increase of 7.6% with
respect to 2016.

A total of 3,265 employees participated in the
classroom activities, for a total of 14,631 class-
room days/person of classroom training (+3.1%
compared to 2016) carried out for 4,546 students.
These numbers are combined with the increasingly
numerous distance learning initiatives conducted
through WBT (Web Based Training) and webinars,
which are rendered available to the Group’s em-
ployees thanks to ForENG, the company’s Learn-
ing Management System.

Among the training initiatives launched during the
course of the year, the following are worthy of par-
ticular mention:
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The completion of 5 different full-immersion resi-
dential training courses aimed at incorporating 60
recent college graduates, who have distinguished
themselves as SAP consultants and Java Devel-
opers, into the company. These training courses,
which featured an innovative teaching methodolo-
gy with theoretical discussions constantly accom-
panied and complemented by practical laborato-
ry exercises and illustrations of usage cases and
current projects, consisted of scheduled weekly
meetings with the Company’s senior technical
managers, where the students were taught the
best practices within the scope of the Group’'s
projects with a high degree of technological inno-
vation. Once the classroom training was complete
and a positive final evaluation was obtained, the
students were assigned to specific project teams
and were coached by on-the-job tutors, who
closely monitored their progress.

The conclusion of Engineering’s first Project
Management Master’s (MPM] program for 35 of
the Company’s Senior Project Managers, during
which, in addition to the training required to ob-
tain the prestigious PMP certification, compre-
hensive training on what is currently expected
from Project Managers (PMs] on an operational
level was also provided, with particular regard to
the management team, the project and customer

2016 2017
Total participants* 4,739 4,546
Technological 1,281 1,614
Project Management 453 432
Methodological 1,255 1,137
Industrial development 672 796
Out-of-catalog initiatives
(MeM, apprenticeships, etc.) 1,078 568
Person days/training
internal pupils 14,078 14,631

" Classroom courses.

management strategy, and the proper analysis
and management of the contract and risks. The
Master’s program is also highly focused upon
the corporate context, and even includes evening
fireside meetings with the company’s manage-
ment.

The launch of complete e-learning courses, for all
the Group’s employees, on institutional matters
and topics of general interest, such as the intro-
duction of new communication, collaboration and
sharing tools, and the company’s Quality System.
Accessible at any time through the ForENG Learn-
ing Management System, these educational tools
will help support the Company’s organizational
changes by ensuring the effective and large-scale
dissemination of key content.

Educational activities, involving the use of both
classroom training and e-learning methods,
aimed at allowing the Group’s personnel to obtain
professional certifications for the main IT technol-
ogies and methodologies. Thanks to these activi-
ties, the Group’s employees underwent more than
850 certification exams in 2017, in order to obtain
major certifications, such as PMP, ITIL, SCRUM,
CBAP, Prince2, Microsoft, Oracle, SAP, Cisco, VM-
ware, and more. These results were also possi-
ble thanks to the Ferentino School's accreditation
as an official Testing Center, and the ongoing re-
finement of the intensive courses specifically de-
signed for exam preparation.

The seminar series titled “Innovation Tuesdays”,
held at the “Enrico Della Valle” School, which were
focused upon topics of particular interest and cur-
rent events relating to the world of Information
Technology. The seminars illustrated the Digital
Transformation’s main characteristics and poten-
tial impacts upon the business: from the new fron-
tiers of artificial intelligence, to the evolution of the
Brand Identity in the era of social media, and the
company’s innovation management strategies.
The corporate orientation program for young peo-



ple hired with apprenticeship contracts, which is
structured into specific residential training cours-
es aimed at illustrating the history, values and
founding principles of the “Engineering culture”,
as well as developing communication and team-
work skills. During the course of 2017, 217 par-
ticipants took part in the initiative, which includes
training courses during the first and second year
of apprenticeship.

The training activities conducted on the premises
of external bodies, in which a total of 337 employ-
ees took part, consisting of training courses and
conferences in the field of Methodology and Tech-
nology and Project Management, held in Italy and
other European countries.

The provision of residential training courses for its
staff has always been a specific methodological and
cultural choice adopted by Engineering. Not only
does it guarantee the highest quality standards in
terms of teaching and instruction, but also, and
above all, it allows the School to become a physi-
cal place where the course participants, who come
from all the Company’s locations and organization-
al structures, can exchange knowledge and experi-
ence, learn the good practices developed by other
working groups, and get to know different business
realities.

In short, for Engineering, the School represents a
powerful means of disseminating the company’s
general culture and knowledge, and its value ex-
tends well beyond its basic educational purposes.

In recent years, however, the company’s significant
and continuous growth, even in terms of number
of employees, has posed new challenges for the
School, starting with the need to change its teach-
ing model in order to better and more efficient-
ly respond to this growth, while at the same time
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maintaining and safeguarding the enormous add-
ed value of the residential training model.

In particular, the ForENG Learning Management
System, which was introduced in 2016 and is capa-
ble of providing all the information relating to the
company'’s training activities (training catalog, indi-
vidual courses, educational calendar], both in real
time and on the move, continued to be consolidated
during the course of 2017.

Therefore, through ForENG, the Schools train-
ing model is quickly moving towards an offering
in which classroom learning is being increasingly
integrated and enriched with high-quality distance
training options, with the possibility of deciding the
topics upon which to continue receiving updates,
even on the move, thus allowing each employee to
schedule and select their trading activities more
easily and effectively.

For the Group’s employees, the platform represents
the point of access for participating in the courses,
as it automates all the coordination and logistical
activities associated with the training activities
themselves.

In 2017, Engineering bolstered the system by allow-
ing employees to manage the operating methods
for taking part in the training activities, as well as
by providing them with direct access to the contents
as well.

This strategic focus stems from an awareness that,
in a context increasingly characterized by the ubiqg-
uity of mobile connections, the scarcity of time and
the considerable availability of information, in or-
der to achieve greater teaching effectiveness and
ensure the sustainability of the numerous training
initiatives offered, each employee must be given the
opportunity to create their own personal learning
pathway, based on their individual needs for greater
insight into the content discussed in the classroom,
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as well as for different course times and locations.
The strengthening of the ForENG system is linked
to the Company’s pursuit of a blended approach to
training, for a pathway capable of combining the
use of different educational formats. The use of dif-
ferent communication channels (namely the class-
room and the Internet), according to an educational
integration strategy, will improve the quality of the
training processes currently place. In fact, some of
the other advantages that the system offers include
the possibility of holding follow-ups to the class-
room courses, as a way to combine the two afore-
mentioned types of training.

In addition to diversifying the training methods,
while at the same time improving their effective-
ness, the ForENG system also supports the com-
prehensive management of the courses them-
selves, from invitation to participation: this helps to
improve the course planning and the distribution of
the pupils among the various editions, thus result-
ing in greater efficiency, which in turn allows for
more resources to be dedicated to expanding the
course offering, for a virtuous cycle of improved ef-
ficiency/effectiveness.

Engineering is always on the lookout for new and
sustainable ways of doing business, and sharing
knowledge and know-how with customers is one of
the main pillars of its market approach.

In fact, it's no coincidence that its customer training
approach is associated with the pay off "We do IT.
We teach IT".

This sharing is rendered even more distinctive by
the fact that the projects launched on the market
have always been highly personalized and unique,
as they arise from the specific needs and demands
of the individual customers.

During the course of 2017, this approach began to

expand in new strategic directions, above all the
development of complex funded training projects
on proprietary applications.

One initial pilot project, which was presented for
funding to the inter-professional fund Fondimpre-
sa, regarded training for the NET@H20 application
developed by the Energy & Utilities division for com-
panies operating on the water distribution market.
The project, which involved three client companies,
will pave the way for similar initiatives for client
companies operating in other areas, thus allowing
them to train their staff without incurring financial
burdens.

Another funded training initiative resulted in a sec-
ond innovative directive: In fact, Engineering was
awarded a tender organized by ANPAL for a highly
articulated professional program aimed at train-
ing 400 NEETs (Not in Education, Employment, or
Training), in order to get them involved in the labor
market in less than 18 months.

Finally, the year 2017 concluded with Industry 4.0 as
the watchword in terms of training as well. In fact,
the increased attention paid to Industry 4.0 tech-
nologies by the Ministry of Economic Development
has led to the creation of a specific training catalog
on the Digital Transformation. Touching upon all of
the Calenda Plan’s 9 new technologies, the catalog
was successfully proposed to numerous customers
operating in various product sectors.

2016 2017
External participants 2,386 1,929
Training days provided 5,929 4,060
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SCUENCE, UMIVERSITY, COLTURE, REY, SOCIAL

these are spheres that only appear to fall outside the realm in which
a company operates. The fact of the matter is that all activities and
initiatives that increase and foster the exchange of knowledge are
precious tools for creating a corporate culture.

Engineering believes in the sharing of experiences and in community
engagement, and therefore supports a series of initiatives in the aca-
demic/scientific, artistic and social spheres. Initiatives that arise in or-
der to make a contribution to the territory, and to support the cultural
and social growth of the country itself.

INNOVATION IS A TANGIBLE ASSET. IT RESIDES IN THE
EXPECTATIONS AND THE NEEDS OF THE COMMUNITIES
THAT BENEFIT FROM ITS DISCOVERIES, THUS BECOMING
A PRECIOUS ASSET TO BE OBSERVED AND SUPPORTED.
IN FACT, IT IS THESE COMMUNITIES WHO GENERATE THE
DEMAND OF THE FUTURE.
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CONTEMPORARY ARTS TV

Artand technology: the innovative alliance between MAXXI and Engineering

The debate regarding the relationship between art and
technology dates back to the dawn of Western civiliza-
tion itself.

We live in an age in which technological research is per-
vaded by an almost mystical quality. Today’s “technolog-
ical innovators™ have a charm and allure once attributed
exclusively to artists. Through the success of its results,
the research underlying technological innovation is of-
ten seen as a process of increasing the possibilities, and
of liberation. By overwhelmingly permeating the daily
lives of human beings, technology has become a system
in its own right, generating its own narrative, often with
utopian connotations bordering on the metaphysical.

We don’t know whether technology can truly liberate
mankind, as is often promised. We do know, however,
that it can liberate art, by allowing it to embark on new
paths of research. Just think, for example, of how the
possibility of having paints in tubes impacted 19th cen-
tury painting, giving rise to the plein air method and the
research and the artistic results of Turner and the Im-
pressionists.

Technology is also generating extraordinary possibilities
in terms of the accessibility and study of artworks. And
the “contemporary” approach that characterizes the
MAXXI Foundation’s activities cannot help but explore,
test, and verify the new means to be rendered available
to the user.

And it is precisely along these lines that our alliance
with Engineering was established, which has been
maintained for nearly three years now. An alliance
based on two basic assumptions. The first is the idea
that even technology companies can become active
supporters of culture, going beyond mere philanthro-
py and placing their technical expertise at the service
of the arts. The second is the idea that the world of
artis open and receptive to technological input, which
broadens its horizons in terms of accessibility. In this
sense, it is necessary to overcome a fearful and con-
servative logic, without giving in to an antiquated out-
look.

This is the approach that has been adopted for the
projects carried out by Engineering and the MAXXI
Foundation, such as JACK Contemporary Arts Ty, VIR-
TUAL MAXXI, and the museum’s Chatbot.

JACK Contemporary Arts Tv is the first internation-
al web television station dedicated to the fields and
the protagonists of the contemporary arts. Managed
directly by museums and institutions dedicated to
modern creativity, the result is a constantly updated
network of live streams, spaces for user comments,
and contributions by art bloggers, as well as a section
dedicated entirely to sign language videos.

The second project, VIRTUAL MAXXI, is a captivating
experience, which, for over a year, has led the audi-
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ence on the discovery of some of the most beautiful
models contained in the museum’s architectural col-
lections not on display. Through the headsets provid-
ed to the visitors, the works can be observed in great
detail from every angle, accompanied by a narrator’s
descriptions.

The MAXXI Chatbot, on the other hand, is a robotic
guide with artificial intelligence designed to interact
with visitors, challenging them to learn more and
more. Chatting with the museum’s Chatbot, visitors
can head off to discover the building by Zaha Hadid,
can opt to be guided along the thematic pathways
dedicated to the works of Art or Architecture found
in the museum’s permanent collection, and, by an-
swering its questions, can even earn Museum Coins
(virtual coins that can be used to purchase tickets,
catalogs, educational workshops, and merchandise).

/7777

The projects reveal how a partnership between two
seemingly unrelated businesses like Engineering
and the MAXXI Foundation can generate experimen-
tation, wealth and innovation in a field like art, which
is constantly besieged by stimuli and responsibility.
To promote receptivity, to experiment with new mu-
seum experiences, and to engage the user in order
to increase knowledge, analytical skills, and aware-
ness: these are the priorities that a museum must
pursue if it wants to place itself at the service of both
the arts and its audience. This mission dedicated to
experimenting, planning and innovating together is
reinforced by valuable and consolidated alliances
like that with Engineering. All with a single goal: to
improve the basic cultural well-being of the country
as a whole.

Giovanna Melandri
Chairman of the MAXXI Foundation




SUPPORTING OUR COMMUNITIES

Forum Terra Italia: let’s protect

our planet

Engineering was one of the promoters of the fourth
edition of Forum Terra lItalia, which was held on 5
June in Bologna to mark World Environment Day. On
this Earth Day, Italy wanted to offer a reflection on
the main environmental events of the previous year.
Maintaining a special focus on ltaly, the discussion
highlighted how climate change and the global en-
vironmental crisis are linked to some of the most
pressing issues of our time, including the migration
crises, social tensions, and the food crisis. During
the course of the event, the 2017 Reporter for the
Earth prize was awarded to journalists and photog-
raphers whose work on environmental issues stood
out.

N o S

Engineering for Telethon
In 2017, Engineering once again sent three teams to

participate in the fundraising initiative in support of
Telethon, now in its sixth edition. The event, which
is organized by BNL Gruppo BNP Paribas in collab-
oration with the Rome Marathon, took place on De-
cember 17 in Rome, and, for the first time in its his-
tory, had the Baths of Caracalla as its location. BNLs
partnership with the Telethon Foundation, which has
been funding the best scientific research projects
on muscular dystrophy and other genetic diseases
since 1990, has been in effect for over 20 years, and
is one of the largest fundraising projects in Europe.
In 2017, with enthusiasm and a spirit of solidarity,
more than 1,200 people, united in over 150 teams,
ran together in the name of research, and helped to
collect over € 100,000.




Always ready to provide students with the tools nec-

essary to learn about the world of digital innovation,
Engineering immersed itself among the desks of a
unique institute in Sicily: the STEM (Science, Tech-
nology, Engineering, Mathematics) high school,
which, in September, opened its doors to the Gon-
zaga Institute of Palermo, a historic Jesuit college.
Inspired by American campuses, this new type of
secondary school offers an enhanced scientific cur-
riculum, which the students tackle entirely in the
classroom through discussion with teachers and
other classmates, with no need to bring any books
home. In order to allow its students to study scienc-
es, physics, statistics and computer science in an
innovative and international manner, this “school
without constraints” has decided to make use of
prestigious partner organizations from both the aca-
demic world (the University of Palermo) and the field
of research and innovation, like Engineering, which

provides specialized professionals, know-how and
research facilities.

ENGINEERING CORPORATE SOCIAL RESPONSIBILITY REPORT 2017

Jngenium.

N

&»
©

KICK-OFF

2017
———

Founded 30 years ago as a paper publication, and
having made a comeback in the form of a web mag-
azine thanks to the partnership with Tech Economy,
Ingenium is the Engineering magazine dedicated to
the most innovative technological issues.

Over the years the magazine has become an infor-
mative and cultural reference point, and now aims to
help people understand the innovation and changes
in progress within society and the economy.

The publishing plan that drives the magazine is cen-
tered upon the topic of the Digital Transformation,
and offers insights into specific phenomena like Big
Data, Social Media, the Internet of Things, Industry
4.0, and the Sharing Economy. Strategic areas for
companies that need to be aware of, and understand,
the latest technological scenarios.

The authors of the editorial contributions published
in the magazine include journalists, university pro-
fessors, leading opinionists, and Engineering spe-
cialists, whose testimonials provide the ideas, vi-
sions, and interpretative tools necessary to render
the publication a place where innovation-related
topics can be shared and discussed.
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Planning our children’s future

In 2017 Engineering also supported the "Program the
Future” project sponsored by the Ministry of Education,
University and Research (MIUR), for the introduction of
computational thinking in schools.

With over 2 million students involved, 32,462 teachers
engaged, and over 30 million hours of coding complet-
ed, the project has established itself as a benchmark
for the digital education of the new citizens.
Engineering rendered its own employees available as
teachers for the coding activities, and even provided
several schools with 3D printers.

The Engineering volunteers conducted lessons at
schools in various cities, using tools and programming
environments like Scratch (for beginner coding and sto-
rytelling), Applnventor (as an introduction to mobile app
development], Utility 3D (for videogame development),
and M-BOT (as an introduction to robotics). A seminar
on videogame development was also held for university
students, in collaboration with the University of Salerno.
For the Work/Study Alternation,
launched a pilot initiative at the Orazio high school in
Rome: a three-year project that entails an introduction

the volunteers

to the digital world, in-depth mobile programming ed-
ucation, and experiences in the field of educational ro-
botics.
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Socially Made in ltaly: a second

possibility for materials and people

The reuse of recycled materials is a good environmen-
tal practice, and if the materials are processed by pris-
oners as part of a reintegration project, this can have a
positive impact upon society as well.

This has been demonstrated by the Socially Made in Ita-
ly project promoted by the Alice cooperative, which En-
gineering supports by sending the PVC materials used
during events, seminars, trade fairs, and career days.
The materials were then processed by the prisoners
at the Venice penitentiary, who transformed them into
fashion products (shopper bags, purses, and eco-friend-
ly items) bearing the Engineering brand name.

In 2017, in collaboration with the Rio Tera dei Pensieri
Cooperative, the company even decided to create an ex-
clusive line of bags under the “Malefatte” brand name,
which features the drawings made by the children of
the company’s employees for the "My Selfie” Christmas
initiative. The funds raised from the sale of these bags
will support the activities of an orphanage in Calcutta.
The production system coordinated by the Socially
Made in Italy project is certified by Sigillo, a trademark
of the Ministry of Justice and the first national agency
dedicated to coordinating the business endeavors of fe-

male prisoners and a new sustainable economy model.
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The diversity of Captain Hook:
“Together for the Meyer - 3™ edition”
“Captain James finds the treasure!” is a fairy tale
about the legendary character Captain Hook, from
the story of Peter Pan.

It's an imaginative story conceived for a fundraising
project in support of pediatric onco-hematology at
the Anna Meyer Hospital in Florence. Who was Cap-
tain Hook before the crocodile ate his hand? Faced
with a situation of “diversity”, what feelings led him
to overcome his limits and become a legendary
character?

The book, which was published in collaboration with
Engineering, aims to facilitate a dialogue with the
reader/child about all types of diversity, and to stim-
ulate reflection on one's own experience through
simplicity, lightness and humor.
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IG4U 2017: the business game

for talented university students

A business simulation platform. Nine teams of Man-
agement Engineering master’s students. A two-day
challenge to determine which was best at managing
a virtual company. In 2017, Engineering once again
renewed its support for IG4U, the university business
game designed to bring out and support new talents
in the fields of economics and management. In June,
during the various stages of the simulation held at
the Federico Il University of Naples, Engineering’s
HR Managers even acted as mentors for the teams
of students selected from eight Southern ltalian
Universities (the Polytechnic University of Bari, the
University of Calabria, the University of Palermo, the
University of Salerno, the University of Catania, the
“Federico II” University of Naples, the “Tor Vergata”
University of Rome, and, for the first time, the "Par-
thenope” University of Naples). Once the contest was
over, the 45 participants had the opportunity to get to
know one another through a quick, interesting and
effective 3-minute presentation.
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Cote d'lvoire, Guinea, Albania, Peru, Mali... borders
don’'t matter on sports fields. As of 2017, the Va-
rese Rugby league welcomed the Red Devils, a team
made up of athletes of various nationalities, all of
whom are living in ltaly as asylum seekers. As an
official sponsor of the team, Engineering has decid-
ed to support this initiative in order to reaffirm its
support for organizations that are capable of making
inclusion a point of strength and awareness.

The Red Devils participate in the C2 federal champi-
onship league, and faced the Casal Monferrato Three
Black Roses (another multi-ethnic team established
in 2015) in a friendly match last December.

S PINKEVERVDAY

Engineering runs alongside the women in pink. The
first stage of the 19t edition of the Race for the Cure,
the symbolic Komen lItalia event that's been raising
funds for the fight against breast cancer since 2000,
was held at the Circus Maximus in Rome from May
17" to 20, 2018. Each year, the event provides a ven-
ue for women who have faced or are currently facing
the disease to share their experiences.

The event is also an opportunity to engage families,
schools, companies and athletes in a long weekend
of initiatives dedicated to health, sports, and well-
ness, all culminating in the traditional 5-kilometer
race and 2-kilometer walk.

With over 280 employees participating, the Engineering
Team was recognized as the most numerous of the
corporate groups registered at the event for the first
time. The Company’s team will also be present at
the other two stages of the 2018 Race for the Cure:
Bologna (September 21%/23™) and Brescia (October
5th/7th]'
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Like a sport, the Internet has its own rules. In or-

der to learn about them and how to use them, the
Pino Dragons Basket Firenze basketball club and
Engineering have launched a joint initiative titled
Growing up and post - becoming grown ups without
falling victim to the Internet. On April 30, during the
Tournament titled International Brothers & Sisters
in Basketball - Engineering Cup 2018, VIII Memorial
Pietro and Niccolo Quercetelli, a talk show was held
with several big names from the Italian basketball

scene (including Reyer Venezia coach Walter De Raf-
faele and referee Lorenzo Baldini) and psychothera-
pist Alberto Rossetti, who, together the teams’ play-
ers, discussed several issues relating to the use of
smartphones and social media, ranging from privacy
protection to cyberbullying.

Engineering also created the crescieposta.it website,
which, for four weeks, gave the players for the teams
participating in the tournament the opportunity to
read, post, and discuss various topics regarding
proper online and offline conduct. Hundreds of posts
and reactions were collected, many of which were in
reference to the videos posted by basketball greats
like Danilo Gallinari of the Los Angeles Clippers, and
Andrea Zerini of Sidigas Avellino.
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ENGINEERING BRINGS NAPLES “INTO THE FUTURE”

A project intended to create shared value for the well-being of the
employees and the redevelopment of the territory

There are over five hundred Engineering em-
ployees who work at the company’s facility on
Via Gianturco in Naples, most of whom use
the Circumvesuviana railway line every day.
Devoid of security and qualified personnel,
the railway stop near the company’s facility
had become somewhat rundown in recent
years.

With a constant commitment to projects ai-
med at improving cities and people’s lives,
and with particular regard to its own em-
ployees, Engineering devised and funded a

redevelopment project, in collaboration with

EAV (Ente Autonomo Volturno), dedicated to
rendering the area cleaner and more secure,
and therefore safer for everyone, including
its staff, who are now able to commute to the
workplace with greater peace of mind.

In particular, Engineering renovated and mo-
dernized all the interior structures, equipping
them with surveillance and security systems,
and will sustain the relative maintenance
costs for the next three years. These extraor-
dinary maintenance activities for the station’s
redevelopment have allowed it to be re-ap-

propriated by the territory and the citizens.
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But the renovation efforts on Via Gianturco weren't just aimed at making the train
station feel safer; they also transformed it into a work of art that brings Naples
“Into the future.”

In fact, this is the title of the mural painted on the station’s outer walls by Geome-
tric Bang, an artist from the Italian province of Lodi who's been among the most
highly regarded mural painters on the international scene for over ten years.
The work consists of a pop-up style mural from which the city of Naples emer-
ges, boasting a perfect balance of the natural and cultural beauty of the past, with
the allure of an innovative and sustainable future.

Mount Vesuvius, the Castel Nuovo, and the Duomo are all present, among urban
escalators, hover cars, and condominiums with miniature wind energy systems.
“This mural,” the artist explains, “depicts a city that's more livable and sustaina-
ble for those who frequent it every day. A Naples that’s more technological and
uses renewable energy, and is even green, with trees growing on the buildings’

rooftops. In short, a city that's much more useful to mankind.”

e

Video Story
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HIGHLIGHTS 2017

177,784 GJ total energy consumption (-3.2% compared to 2016)
14,819 tons of CO,
25,955,000 miles traveled by the company’s fleet
2,293,91 6 liters of diesel consumed by the company’s fleet

145,1 g of CO, emitted per mile by the company’s fleet
(-7% compared to 2016)

18.83 GWh in Data Center electricity consumption

X Group PUE

IN THE AGE OF SUSTAINABILITY, ACOUNTRY’S

MODERNIZATION ENTAILS THE PROTECTION OF ITS TERRITORY AND
ITS PEOPLE. IN FACT, IT IS ONLY BY PROTECTING THE ENVIRONMENT
THAT BUSINESSES CAN DESIGN A NEW COMMON EXISTENCE.
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ENVIRONMENTAL IMPACTS OF THE COMPANY'S

BUSINESS

Engineering is not a manufacturing company, so its
impact on the environment is attributable to its 4
Data Centers in Pont-Saint-Martin, Turin, Milan, and
Vicenza, and its roughly 50 Group offices present
throughout Italy and worldwide, which have an en-
vironmental footprint similar to that of urban users,
mainly involving waste, power and water.

Despite this, the parent company Engineering Ingeg-
neria Informatica has implemented its environmen-
tal management system certified according to the
international standard 1SO 14001, which also covers
the subsidiaries Municipia, Engineering D.HUB and
Engiweb Security, headquartered in Naples, Paler-
mo and Rome.

The main environmental impacts attributable to
the Engineering Data Centers consist of electron-
ic waste production and electricity consumption.
The main energy consumption at the Data Centers
comes from the computer equipment, the cooling
systems, the ventilation systems, and the electrical
distribution systems. The Data Centers also man-
age the information technology infrastructure upon
which the Group’s approximately 50 Italian offices
rely for their remote activities. One last element to
be considered in calculating environmental impact is
that derived from atmospheric emissions, resulting
from the travel of personnel and the water used for
cooling at the Pont-Saint-Martin Data Center.

Pont-Saint-Martin and Vicenza:

the points of excellence of the green
Data Centers

The Data Center at Pont-Saint-Martin, in Valle
d'Aosta, was created in 1998, employs about 350
resources and houses the main service and gover-
nance hub of the Engineering Group's IT activities,
with the management of more than 7,000 physical
and virtual systems.

This is an example of a state of the art plant in Ita-
ly in terms of environmental sustainability. In 2011,

a geothermic system inside the plant was inaugu-
rated, which supports the cooling systems on which
the Company commissioned an executive expan-
sion project undertaken in 2016. The geothermal
plant provides for the use of low-temperature wa-
ter, taken at a temperature of 13 degrees from two
wells specially built at 40 meters’ depth, which is
then further cooled to about 7 degrees. The plant
sends the water to the Data Center cooling systems,
with a positive effect upon energy savings quan-
tified at a 12% reduction, i.e. 1.3 GWh since 2013.
The building has a control room, bunkers and var-
ious utilities: electricity, geothermics, refrigeration
plants, plant management and control system (fire,

WATER

2015 2016 2017

Groundwater extraction*
(millions of m3) 1.19 1.17 1.16

Discharges of industrial
cooling wastewater
(millions of md) 1.19 1.17 1.16

* The water collected is only for cooling the Pont-Saint-Martin Data Center
and is not subjected to any industrial process other than the change in
temperature; the increase in the flow rate has no significant impact upon
the environment. The return temperature of the water in the Lys river
complies with the regulations stipulated in the disciplinary rules of the
concession of the Region of Valle d'Aosta.

PUE OF THE GROUP’S DATA CENTERS*

1.80 1.64 1.66 1.63
1.60
1.40
1.20
1.00
0.80
0.60
0.40
0.20
0.00

2015 2016 2017

*The Group’s average PUE for 2016 was calculated excluding the Data Cen-
ters in Rome, which as of 2016 is entirely owned by the customer ADR,
and in Assago, which was sub-leased to the company Infracom with the
full management of engineering activities; since 2016, Engineering has
only managed two rooms under co-lease, plus a TLC room whose en-
ergy consumption is indicated in the table, but the consumption of the
absolute continuity and air conditioning systems (ICT consumption), upon
which PUE is based, cannot be estimated.
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safety, electrical, technological] and fire extinguish-
ing plant for technological systems. With reference
to the enlargement project, Engineering has recent-
ly been awarded a concession to increase the collec-
tion and return of ground water.

In 2017, the Pont-Saint-Martin Data Center reached
a PUE (Power Usage Effectiveness, the measure
of energy sustainability) of 1.52. According to the
standard definition by the international body The
Green Grid, this parameter indicates the ratio be-
tween data center’s overall electrical consumption
(air-conditioning, ventilation) and the consumption
of the IT equipment alone. In order to have an effi-
cient level of consumption, a data center's PUE must
be below 3. A value of 2 represents a high level of
efficiency, while values around 1.5 are considered to
be excellent.

In the first few months of 2017, the Vicenza Data
Center was awarded the Uptime Institute's high-
est level of certification, moving up from TIER Il to
TIER IV level, both for the initial phase of design and

for the final phase of implementation and on-site
post-verification. TIER IV represents the greatest
level of assurance that a data center can offer, with
an availability of 99.99%.

The Data Center is entirely outfitted with redundant
electrical, cooling, and network circuits, and is capa-
ble of simultaneously maintaining high levels of en-
ergy efficiency (PUE equal to 1.61 in 2017) and sys-
tem reliability thanks to free-cooling solutions and
structural precautions, including the separation of
the data center rooms from the outdoors by insulat-
ing corridors. This architecture enables the detec-
tion and isolation of any damage to the structure’s
systems, while supporting and maintaining active all
the IT loads and business critical systems of the cli-
ents hosted within the structure.

Moving people

In 2017, Engineering’s personnel traveled more than
25 million miles throughout Italy®. This significant
figure confirms the Company’s philosophy of con-

GROUP DATA CENTER ENERGY CONSUMPTION*

Data Center Pont-Saint-Martin Turin

Year 2015 2016 2017 2015 2016 2017
Electricity consumption Gigawatts/hour 11.90 11.55 11.51 2.00 1.95 1.94
Electricity consumption GigaJoules 42,840 41,600 41,400 7,200 6,990 6,960
Power Usage Effectiveness (PUE) 1.53 1.53 1.52 1.80 1.80 1.80
Data Center Vicenza Assago

Year 2015 2016 2017 2015 2016 2017
Electricity consumption Gigawatts/hour 2.82 3.08 3.22 3.29 2.03 2.16
Electricity consumption GigaJoules 10,141 11,088 11,592 11,832 7,308 7,776
Power Usage Effectiveness (PUE]* 1.60 1.61 1.61 1.90 n.a 2.35

* The Assago Data Center was sub-leased to the company Infracom which manages all engineering activities; Engineering only manages two rooms under
co-lease, plus a TLC room whose energy consumption is indicated in the table, but the consumption of the absolute continuity and air conditioning systems
(ICT consumption), upon which PUE is based, cannot be estimated. The Rome Data Center is managed by Engineering, but is exclusively dedicated to the

customer ADR, which supplies electricity on a flat-rate basis.

¢ Miles traveled estimated based on average annual mileage bands provided by the leasing company.
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RESPECT FOR THE ENVIRONMENT

stantly remaining in close contact with its roughly
1,000 customers. This movement was enabled by
the company’s fleet, which consists of over 1,000
vehicles on long-term lease. In 2017 the car fleet
increased by more than 50 units, as did the aver-
age distance traveled per vehicle, which grew from
20,900 to over 21,500 miles per car.

The company’'s policy on staff movements places
special emphasis on fuel consumption and emission
limits. In fact, Engineering’s objective is to reduce
the average fuel consumption threshold, thus re-
sulting in a decline in CO2 and other pollutant emis-
sions as well.

This target was reached in 2017, as shown by the re-
duction in the average consumption in liters per car,
which decreased from 1,861 liters in 2016 to 1,790
in 2017.

This reduction in consumption also resulted in a
lesser environmental impact in terms of grams of
CO, emitted per mile, which decreased from 249.9 in
2016 to 232.7 in 2017.

In early 2013, a new leasing policy was approved,
which entails an obligation for the first band of cars
(for middle management and office employees) to
limit consumption to below 4.2 liters of fuel per 62
miles on the combined cycle. The second level (up-
per middle management and executive managers)
have a limit fixed at 4.6 liters per 62 miles.

In 2017 Engineering introduced hybrid and full-elec-
tric cars to its car-list, which are primarily intended
for urban drivers who do not exceed the threshold of
9,320 miles per year. The orders for cars powered by
fuels other than diesel exceeded 15 units.

Our commitment to electronic waste
management

GRI 306-2

The matter of collecting and disposing of electronic
waste regards in particular the Group’s Data Centers
and the replacement of the systems inside them. In
2017, the components replaced amounted to 11.98
tons. In order to minimize their impact on the en-
vironment, all electronic waste produced is initially
analyzed at the Group’s two storage centers in Rome
and Pont-Saint-Martin, and is then transferred to
specialized and certified firms for the proper recov-
ery of the materials. The sustainability of electronic
waste at the Data Centers is guaranteed by the fact
that it is for the most part reused in other industrial
sectors.

In addition to the Data Centers’ replacement parts,
the computers used in the Group’s offices represent
another category of electronic waste. In order to
better optimize their management, Engineering has
implemented a virtuous system in the Italian offices
that, on the one hand, makes it possible to contain
the costs of purchasing new PCs, and, on the other
hand, has a more limited impact on the environment,
with a lower average standard production of elec-
tronic waste linked to PC replacement.

For many years now, Engineering’s Technological
Infrastructure Services (SIT) office has been operat-
ing a dense and highly efficient network dedicated
restoring damaged computers by simply replacing
their components, just as might happen within a
mechanical workshop. This is an example of how an
approach to sustainability can even generate a re-
duction in business costs.

ELECTRONIC WASTE
2015 2016 2017
Tons produced 37.38 39.82 11.98
of which: Given to specialized and certified companies for proper disposal 37.38 39.82 11.98
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CORPORATE FLEET DATA (ITALY)

2015 2016 2017
Miles traveled 24,500,000 24,125,500 25,954,500
Diesel Consumption (Tons)* 1,926 2,017 1,921
Diesel consumption (GJ) 83,032 86,452 82,484
CO, (Tons)** 5,999 6,063 6,061
g CO,/Km 152.1 156.2 145.1

* Data calculated using fuel costs per year divided by the average consumer price of diesel (2013-2016) provided by the Ministry of Economic Development.
** Diesel emission factor 3.006 tCO2 /t fuel. Source: ISPRA - ltalian National Institute for Environmental Protection and Research, database of average

emission factors of road transport in Italy.

ENERGY CONSUMPTION AND CO, EMISSIONS OF THE OFFICES*

GRI 302-1
2015 2016 2017
Electricity consumption (Kwh) 7,376,845 8,398,321 7,658,864
Electricity consumption (Gwh) 7.377 8.398 7.659
Electricity consumption (GJ) 26,557 30,233 27,572
CO, Emissions (t)** 3,002 2,645 2,532

* The data does not include all the locations, just the main offices in Italy. The reported Kwh values do not include the few “temporary offices” where all

inclusive services are offered (including electricity).
**2017 data conversion factor: 330.6 grams CO,/Kwh Source: ISPRA 2017.

DATA CENTER ELECTRICITY CONSUMPTION

2015 2016 2017
Electricity consumption (Kwh) 22,200,000 18,610,000 18,830,000
Electricity consumption (Gwh) 22.2 18.61 18.83
Electricity consumption (GJ) 79,905 66,986 67,728
CO, Emissions (t)* 9,035 5,862 6,225
* 2017 data conversion factor: 330.6 g CO, xKwh (Source: ISPRA 2017).
CO, EMISSIONS AND TOTAL ENERGY (ITALY)
GRI 305-1 GRI 305-2
2015 2016 2017
Total energy consumption (GJ) 189,494 183,671 177,784
CO, Emissions (t) [Scope 1]* 5,999 6,063 6,061
CO, Emissions (t) [Scope 2] 12,050 8,508 8,757
Total CO, Emissions 18,049 14,571 14,819

* Consumption and CO, emissions of the company’s car fleet.
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PUBLIC ADMINISTRATION AND DIGITAL HEALTH ON

THE SIDE OF THE CITIZENS

SMART CITIES FOR ABETTER LIFE

THE DIGITAL TRANSFORMATION OF BUSINESSES

DATA SECURITY

THE EUROPEAN CYBER SECURITY PROJECTS

WHEN INNOVATION BECOMES ECO-SUSTAINABLE

SO0

A MORE EFFICIENT GOVERNMENT, A MORE STREAMLINED
BUREAUCRACY, SMART CITIES, AND CUTTING EDGE
BUSINESSES: THESE ARE TRUE STORIES TOLD WITH THE VOICE

OF INNOVATION. BECOMING REPEATABLE EXPERIENCES,
WHICH REVOLVE AROUND THE REQUIREMENTS OF CITIZENS
AND THE NEEDS OF ORGANIZATIONS.




PUBLIC ADMINISTRATION AND DIGITAL HEALTH ON

THE SIDE OF THE CITIZENS

BN LARGE CENTRAL PA CLIENTS
(Parliament, Ministries, Central
Authorities, Security Bodies, and Defense)
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IV OF THE ITALIAN REGIONS
have chosen Engineering as their

technology partner
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(VKR ITALIAN MUNICIPALITIES
uses Engineering solutions
to manage Local Taxation
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MILLION RESERVATIONS
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supported
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MILLION PAYSLIPS
processed (equal to 40% of the public
Health system)
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Public Administration and Health are the govern-
ment’s main frontiers in terms of citizens’ needs. The
former guarantees that all the government’s func-
tions are operating properly, while the latter ensures
health care, an essential element of protection in peo-
ple’s lives.

While their functionality is complex, and is often
bound to the rules of bureaucracy, the efficiency of the

gears that drive these mechanisms remains essential
for the citizens. Digitalization is the most effective tool
for tackling this difficult challenge, and is the only one
capable of modernizing the processes and giving rise
to what is commonly referred to as smart government
and e-health.

With an integrated offer of projects, products, services
and consulting, Engineering has been the go-to tech-
nological partner for Public Administration and Elec-
tronic Health in Italy, at the central, regional and local
levels of government, for over thirty-five years, pro-
moting digitalization in all its dimensions. Bolstered by
its profound knowledge of the public machine’s mech-
anisms and the expertise that it has acquired over the
years, the Group makes an important contribution to
the development of the main information systems in
the sectors that play a primary role in the Country’s
functionality, serving as a strategic partner for their
design, realization, maintenance, and development.

The legislative and organizational innovations that
have ensued over the years for the Public Administra-
tion have been accompanied by changes to the relative
IT platforms, with particular regard to the demateri-
alization of the procedures, digital identity, electronic
payments, administrative transparency, and online
services for citizens and businesses.

The applicative cooperation between the PA's various
systems and the participatory design of the services
are aspects that have become strategic for the prepa-
ration of a public machine inspired by the principles of
efficiency, effectiveness, and affordability.

The focus on communication and relationships with
users (Citizen Relationship Management), the involve-
ment of operators and citizens/users to identify needs
and check usability starting from the very first design
phases (User Centered Design) and strategic consult-
ing on the digitalization of processes, organization and
skills (Digital Transformation), concretely represent
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how the change under way in the design and develop-
ment of digital innovation in the PA is interpreted.

The Group supports most of the Central Public Admin-
istration bodies in charge of key issues for the Coun-
try’s functionality: Parliament, Ministries, Central Au-
thorities, Security Bodies, and Defense. Engineering’s
technological and process know-how sustains nu-
merous major projects funded by the Ministries of the
Economy, Justice, Labor and Social Policies, Health,
Infrastructure and Transport, Cultural Heritage and
Activities, and Tourism, as well as the Court of Audi-
tors or the Council of State, and even extends to “au-
thorities” of ever-increasing importance, such as the
Authority for the Supervision of Public Contracts and
Consob. Many of these projects fall within the complex
and specific domains of the various bodies, such as the
management of financial resources, judicial proceed-
ings, control of spending, and protection of assets.

With regard to welfare, Engineering boasts a consol-
idated partnership with INPS and INAIL, for which it
even develops and manages the vertical systems for
managing the procedural aspects of the processes
and verifications, and the algorithms for calculating
the individual positions or insurance premiums. Last
but not least, the company provides technological
support to the Internal Security and Defense sectors
through its collaboration with the Ministry of the Inte-
rior, the Ministry of Defense, and Public Security forc-
es: bodies that are becoming increasingly involved in
international collaborations, for which digital tools are
indispensable.

With regard to Local Public Administration, Engineer-
ing has 800 resources dedicated to the Digital Trans-
formation of the Regions and Municipalities every day,
with over 170 large projects in progress. Within this
segment, Engineering is partnered with most of Ita-
ly's Regions and large Municipalities, such as Rome,
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Milan, Bologna and Naples. The Group offers these
customers technological and organizational exper-
tise in every thematic area (health, welfare, public
finance, education, tourism, environment, culture,
and transport) and process area (accounting and hu-
man resources, document management and storage).
Recognized skills that accompany tens of large local
bodies each day in their implementation of the Digital
Agenda for citizens and companies.

The Group has recently established a new company
called Municipia, which is dedicated to outsourcing
services, and operates within the scope of the pro-
cesses of the strategic activities conducted by the
Local Authorities and their subsidiaries. All the activi-
ties dedicated to the Municipalities have been merged
within Municipia and entrusted to 450 employees at 15
operational locations throughout Italy, with 4 centers
of competence, 3 software laboratories, and a service
center for the design and construction of the cities of
the future, with a comprehensive and innovative range
of solutions for Citizens, Local Economies and the En-
vironment based on open source standards, outsourc-
ing services, and operational and strategic consulting.
Municipia manages essential services for Municipali-
ties by investing in the management risks, using proj-
ect financing and contributing with economic, profes-
sional and technological resources.

Municipia is widely recognized as an expert in the
management of local taxation using on services and
systems aimed at improving the Institutions’ revenues
with maximum effectiveness and fairness: Municipia’s
solutions are used by 1 out of 3 Municipalities, and al-
low them to guarantee the funding of local public ser-
vices through the proper functioning of tax services.
Municipia is a leader in rooting out tax evasion within
the local and national taxes and thanks to its solu-
tions 6 Italian Municipalities have been able to collect
roughly € 100 million over the past three years.
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THE DIGITAL TRANSFORMATION IN THE HEALTH SECTOR:
THE TUSCAN EXPERIENCE (ESTAR)

by LAURA ARRIGONI

I The digitalization of the health sector is a

72

fundamental step to improving the cost/quality ra-
tio of the services provided to the community, above
all in an economic and social context where limiting
waste and inefficiencies, and reducing and elimi-
nating inequalities between various local areas, are
priorities to be pursued and finalized. Within the
scope of the Projects Division, ESTAR's Complex
Operational Unit - PMO Health Projects deals with
technological innovation for health-related software
applications (Electronic Medical Records, First Aid,
Laboratory Diagnostics, Medically Assisted Repro-
duction, Clinical Networks, Territorial software).
The Projects Division makes use of the consulting
offered by ESTAR’s Infrastructures Division, which
issues guidelines on the use of technologies. SWOT
analyses are typically used to support the design
choices and market evaluations (e.g. Gartner), in or-
der to compare the technological solutions, without
prejudice to the public selection procedures. Since
2016, following the reorganization of the Tuscan
Health System, which entailed the merger of 12 Lo-

The healthcare systems of most Western countries
have undergone significant changes in recent years
due to the need for new models capable of sustain-
ing (as a priority) the progressive aging of their pop-
ulations and the prevalence of chronic diseases. This
is combined with a growing expectation of “quality of
care” and engagement (empowerment) by citizens/
patients.

Engineering sees Information Technology in Health-
care as an increasingly “enabling” and “balancing”
element with respect to these changes.

Each year, the Group’s Healthcare application solu-
tions are used by over 100,000 doctors, nurses and
administrative professionals at major healthcare or-

cal Health Offices into 3 covering a large area, the
strategy has been conditioned by the need to equip
the new Local Health Offices with a single-instance
software application, at 3 locations that are still us-
ing multiple applications. Many of the projects thus
consists of the implementation and commissioning
of centralized applications for the Local Health Of-
fices, an operation that's usually accompanied by
a technological update. At the same time, ESTAR
is carrying out a plan to deploy Electronic Medical
Records at all Autonomous National Public Service
Agency (AASS] locations, with the aim of obtaining
significant coverage by the year 2019, and favoring
the use of a software application developed by the
Regional Health System.

Electronic Medical Records are an example of a Dig-
ital Transformation solution that makes use of vari-
ous interoperable software applications to comput-
erize complete treatment pathways, an aspect that's
had a considerable impact in recent years upon the
efficiency and effectiveness of the activities and the
ability to resolve social needs and challenges in the
field of healthcare.

Another example of ESTAR’s digital innovation is

ganizations throughout ltaly; by way of example, and
on an annual basis, this consists of the management
of over 50 million bookings,

55 million laboratory tests, 4 million emergency room
admissions, and the processing of approximately 3.5
million payslips for ltaly’s public healthcare workers
(40% of the total).

In addition to the widespread presence of its solu-
tions within most Local Health Offices and Hospitals,
the Group’'s know-how has allowed Engineering to
play a leading role as a technological partner of the
Ministry of Health and numerous Regions, on many
large eHealth projects. Projects ranging from the
118-112 emergency networks, to the CUP offices, the



the ACOT project, which manages cases of complex
discharges from Hospitals and their handling na-
tionwide, making use of three software applications
(Electronic Medical Records, Territory Hospital Con-
tinuity Agencies, Territorial Management), all with-
out the need for any data to be reentered, thanks to
the interoperability of the applications themselves.

Finally, projects dedicated to online and app-based
reception, payments, and medical report collection
have also been completed, which simplify the pro-
cesses for the patients, while at the same time regu-
lating and organizing the workflow for the operators.
As far as the future is concerned, the healthcare in-
novations that we expect to see in the coming years
as a result of the Digital Transformation range from
the management of clinical networks on a region-
al basis (e.g. Medical Assisted Reproduction] to the
management of the treatment pathways for chronic
diseases.

The modernization of the doctor/patient relationship
will play a key role: the technologies and operators
will have to evolve rapidly in order to create an in-
frastructure that allows for the real circularity of the

multi-channel regional portals, and the administrative
governance systems in support of networks of diseas-
es, as well as the implementation of large infrastruc-
ture projects, like those concerning Electronic Health
Records and Unified Registries.

CHILDBIRTH BONUS
DIGITAL SOLUTIONS
FOR PERFORMANCE MANAGEMENT

The demographic decline in Italy has now become a
worrisome reality. And this trend will continue as we
move into the future. In fact, according to ISTAT's fore-
cast, by 2065 our country will have 6.5 million fewer in-
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data and the dematerialization of the processes, nat-

urally in full compliance with the legislation.
Although the Region of Tuscany is among the most
active on the Italian Healthcare scenario in terms
of digitalization, from our perspective there still ap-
pears to be ample room to improve this aspect and to
render the performance of the various Regions more
uniform on a national scale.

Among the political and regulatory initiatives capable
of supporting this process, it would certainly be use-
ful to establish objective parameters regarding the
resources and funds allocated to the ICT, indicating
the economic values of the investments in technolo-
gies and people that the Autonomous National Public
Service Agencies (AASS) must report: in recent years,
faced with an ever growing demand for technology,
the budgets and human resources have all too often
been reduced, and this trend must be reversed by
raising awareness among the policy makers.

Laura Arrigoni

Director of UOC PMO Healthcare Projects for ESTAR
Tuscany (the Regional Technical-Administrative
Support Organization)

habitants than in 2017, with an average age that con-
tinues to increase, peaking between 2045 and 2050 at
5 years of age greater than the current average. All
this will make it difficult to balance the State’s ac-
counts, above all due to the overwhelming impact of
pension expenditures, which will be difficult to sustain
from a public budget standpoint. This is why measures
aimed at boosting birth rates will become increasingly
important for institutional and socio-economic policy,
on both the central and local government levels.

In this regard, among the numerous initiatives under
way, with the 2017 Budget Law the Ministry for Family
Policies supplemented the existing childbirth incentive
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policies with the Childbirth Bonus (also known as the
Mothers of Tomorrow Bonus) as a maternity support:
a financial benefit linked to pregnancy, to be granted to
mothers or expectant mothers on a lump-sum basis.
As of January 1%, 2017, the € 800 Childbirth Bonus is
paid out directly by INPS for the birth or adoption of a
minor, at the prospective mother’s request upon reach-
ing the seventh month of pregnancy, or else within one
year of the occurrence of the event (birth, adoption or
pre-adoptive custody).

Engineering collaborated with INPS throughout the
entire feasibility study/analysis process and the man-
agement of the entire service, from the receipt of the
application to the preliminary investigation and the cal-
culation/payment.

The procedure entails the electronic submission of

the application to INPS using a series of methods that

are implemented and supported using solutions by

Engineering:

e On the Internet, via the Institute’s Website, which can
be directly accessed by the citizen using the appro-
priate PIN

e Through the Integrated Contact Center, which can be
accessed by citizens by calling the toll-free number

e Through patronage organizations.

The submitted application is investigated by the local

operator using the functions offered by the Institute’s

Intranet environment. At the end of the investigation,

the case is approved for payment and the outcome in-

vestigation is simultaneously rendered available to the
citizen on the Institute’s Website.

UNAR

DIGITAL SOLUTIONS AGAINST
ONLINE DISCRIMINATION
AND HATE SPEECH

While Engineering’s Digital Transformation technol-
ogies and solutions are widely used in the business

world, they are also widely used in the non-profit and
institutional sector, like in the case of the technological
support provided to the National Anti-Racial Discrimi-
nation Office (UNAR) for the purpose of monitoring the
causes and phenomena associated with all types of
discrimination, and for providing concrete assistance
to victims.

The UNAR, which is dedicated to promoting equal
treatment and eradicating discrimination, is an orga-
nization deputized by the Italian Government to guar-
antee the right of all people to enjoy equal treatment,
regardless of ethnic or racial origins, age, religious
beliefs, sexual orientation, gender identity, or physical
disabilities.

The UNAR is responsible for monitoring the causes
and phenomena associated with all types of discrim-
ination, researching possible solutions, promoting a
culture of respect for human rights and equal oppor-
tunities, and providing concrete assistance to victims.
In order to render these activities quick and effective,
the UNAR has established a free, multi-lingual Con-
tact Center for victims or witnesses of discrimination,
which is dedicated to collecting reports, complaints
and testimonies of discriminatory conduct or events,
and providing information, guidance and supportin or-
der to prevent or combat the same.

The Contact Center offers professionally qualified
counseling for those who need to report or counteract
discriminatory conduct. Through a careful investiga-
tion, the Office helps to resolve the matters in question
wherever possible, or else accompanies the discrimi-
nated subject through the jurisdictional process.

In support of the work conducted by the Contact Cen-
ter, Engineering has developed an information system
dedicated to the management and registration of the
complaints collected, including those received from
the various information points (focal points, institution-
al e-mail accounts, etc.). The Case Management Soft-
ware Application handles the entire complaint manage-
ment procedure, from the registration of the forms to



the assignment of the case to the official or expert. The
software is designed to always keep the reporting da-
tabase on-line, thus allowing the authorized operators
to perform searches and generate reports on the most
relevant problems. The Contact Center is notified of the
episodes of discrimination through various channels:
e the toll-free number 800-901-010
* the website (www.unar.it)
e email messages, faxes, or letters addressed to
UNAR (both directly and from other institutions)
e reports submitted through social media channels
(Facebook, Twitter)
e reports collected personally by the officers or the
director
e press release and website monitoring.
The telephone assistance offered by the UNAR's toll-
free number is carried out by operators with experi-
ence in mediation and conciliation, and is available
Monday through Friday from 8:00 a.m. to 5:00 p.m.,
with a voicemail system active at all other times. As-
sistance is guaranteed in English, French, Spanish,
and Arabic, and, if necessary, in Romanian, Chinese,
Portuguese, Polish, Russian, Urdu, and various Afri-
can languages as well (Lingala, Kikongo, Kingole, Ti-
grinya, and Amharic). For each report, the following
information is recorded in the IT platform: the report-
ing party’s personal information, the dynamics of the
episode of discrimination, and any general data or in-
formation that might allow for the better management
and resolution of the case by the UNAR.

Other materials are then added during the course
of the case: documents requested and obtained, the
opinions of the parties involved, the various solutions
adopted, any other information useful for completing
the case information.

Engineering also supported UNAR in the implementa-
tion of IT tools aimed at combating the phenomenon of
online hate speech.

Thanks to the National Observatory against Discrimi-

ENGINEERING CORPORATE SOCIAL RESPONSIBILITY REPORT 2017

nation in the Media and on the Internet, UNAR has ex-
panded its monitoring activities already present in the
traditional media, and has posed itself the objective of
researching, monitoring and analyzing, on a daily ba-
sis, the potentially discriminatory content generated
on the main social networks [e.g. Facebook, Twitter,
GooglePlus, and Youtube), as well as in newspaper ar-
ticles, blogs, and fake news websites.

The Observatory adopts an interdisciplinary strategy
that combines sentiment analysis, monitoring, and
victim protection with the research, development, and
design of campaigns and initiatives aimed at raising
Internet users’ awareness of the fight against online
hate, intolerance, and violence.

The research, analysis and monitoring of hate speech
content is carried out using an ad hoc software ap-
plication created by Engineering, which operates on
the Web by creating Monitors. Monitors are themat-
ic search fields made up of keywords and filters (the
language, the media, and the countries in relation to
which the search is to be conducted).

Using the data analyzed on a weekly basis, monthly
reports are generated on the cases of discrimination
entered into Case Management, and quarterly reports
are generated on the cases of discrimination identi-
fied from media and Internet monitoring. A quarterly
statistical and analytical/interpretative report is then
generated in order to evaluate the service performed,
with particular regard to the reports of discrimination
collected and the relative actions taken.

SICRAS
INNOVATIVE SOLUTIONS
AGAINST TAX EVASION

At the end of 2016, the process of computerizing the
Tax System was accelerated when the Tax Authori-
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ties established its digital strategy for the three-year
period 2017-2019, developed in accordance with the
strategic political, administrative and management
guidelines defined by the Ministry of Economy and Fi-
nance and by the applicable regulations. This strategy,
which is to be implemented alongside the Public Ad-
ministration’s recently published three-year ICT Plan,
covers the main directives of the digitalization of user
services, and the digitalization, streamlining, and en-
hancement of information assets.

An in-depth territorial knowledge, and advanced deci-
sion-making support tools based on this knowledge,
can assist policymakers and can help to improve pub-
lic administration. The ways in which it must be real-
ized and transformed by the integrated digitalization
of the processes and services must change over time,
not only by adapting to the regulatory changes, but
also the changes in society, the changing needs and
expectations of the citizens, and by introducing new
technologies and paradigms, with a particular focus
on user satisfaction and continuous improvement.
SICRAS aims to condense the knowledge obtained
from the large amount of information collected by
Public Administrations and other public officials and
organizations: this information is typically strewn
about on various dissimilar and disconnected data
sources, and might even be partially obsolete, unreli-
able and redundant.

SICRAS is the research project for the implementation
of the Local Authorities” tax and social policies. The
implementation of these policies at the various levels
of the Public Administrations requires the consultation
of dissimilar information sources, such as the land
register, the unified compliance office, and the office of
vital statistics, in order to obtain the relevant informa-
tion for the administrative documents to be produced.
The need is increasingly arising to integrate these data
sources with information that can be obtained from the
analysis of satellite images, which provide an excellent

vantage point of the territory and its changes. Final-
ly, it is becoming increasingly important to ensure the
possibility of integrating these data with other public
information available from sources like social media,
newspapers, press agencies, and blogs, as well as any
other data that can be obtained from the Web 2.0.

The aggregation of these dissimilar and inconsistent
sources with different semantics, populating princi-
ples, and formats, represents a critical problem for
which the current technologies (business intelligence,
multidimensional analysis, data mining, etc.] only
seem capable of providing partial, costly, and not very
scalable solutions.

To overcome these critical factors and meet territorial
verification and government needs, a new paradigm of
gathering, clearing, representing and navigating data
is needed, whether structured or destructured, alpha-
numerical or geographic.

Semantic technologies can contribute to the develop-
ment of new generations of software for tax and social
policies, in which the semantic identification of the
relevant entities (such as natural and legal persons,
places, buildings, land parcels, contracts and pay-
ments), the explicit representation of the relations be-
tween these entities, and the links to the information
attributable to them, constitute a conceptual override
of the approach used by the data management tools
currently present on the market.

The goal of the project is to develop and implement
methodologies and tools for the creation of a techno-
logical platform that, through the use of semantics
and GIS, will provide a unified and integrated overview
of the citizen from a social and tax standpoint. This will
allow us to obtain an articulated and scalable seman-
tic knowledge base on everything relevant for the tax
assessment process within a given territory, one capa-
ble of supporting an innovative system of aggregation,
recovery, classification, navigation, and evasion detec-
tion in relation to local and regional taxes, in support



of the application and monitoring of social and tax pol-
icies throughout the country.
By properly engineering these results, the organiza-
tions responsible for tax assessment and collection
will be able to collect, aggregate, and navigate infor-
mation more easily, and use it in an organic and cen-
tralized manner, with excellent quality and reliability:
for example, it will be possible to cross-reference the
file data of citizens’ who benefit from tax breaks, bal-
ance sheet data, and family composition data, in order
to track down false declarations and take appropriate
actions to combat tax evasion. Finally, thanks to the
entity-centric approach, the data source aggregation
and recovery times will be significantly improved, thus
allowing the system to scale more easily in the pres-
ence of large volumes of diversified data sources.

The role and potential of semantics will be studied for

the purposes of:

e representing the various aspects that characterize
the citizen, in order to create a unified system for
taxation and social policies

e developing innovative tools to support tax evasion
analysis and recovery policies

e developing innovative tools to support social policies
throughout the country

e developing support services for the taxpayer, in
terms of both tax position consultation and the man-
agement and execution of payments.
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involved in the project, which allows for the manage-

ment of multiple services and areas:

* regional CUP offices (over 122 million services re-
corded in the CUP system)

» admissions and outpatient activities (416 depart-
ments with a total of over 2 million admissions)

¢ local health services (148,000 cases for legal medi-
cine alone)

* logistics, accounting, and budgeting (1 million pay-
ment orders)

* human resources (over 3 million payslips processed)

e document management (5 million documents regis-
tered).

The SISAR project is a mature and consolidated proj-
ect that has allowed the Region to achieve important
results, like:

e facilitating the citizens’ access to health services
(by improving and simplifying access to health care
booking systems), services for selecting and can-
celing a primary care physician, and other services
offered by the Regional Health Service

e granting citizens access to their Electronic Medical
Records, and always having their clinical and health
history available

e improving primary care efficiency through the in-
tegration of freely selectable general practitioners
and pediatricians into the network, in order to facili-
tate continuity of care processes

e supporting the improvement of healthcare service

*SISAR
o HEALTHCARE INNOVATION
e IN SARDINIA

quality and encouraging the development and con-
solidation of high quality services through the intro-
duction of specific solutions geared towards clinical

The project, which was launched in 2008 and was
realized with the technological contribution of Engi-
neering, is entirely unique from both an organizational
and technological standpoint. All of the new system’s
application components are integrated within a single
common IT platform shared among all the subjects

governance, ongoing medical training, the mea-
surement of results, and telemedicine

¢ allowing for the improvement of integrated social
assistance and social health assistance processes

e providing a uniform system for the administrative
management of healthcare facilities

interventions

e supporting proactive prevention
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throughout the country

 supporting the meticulous control of health expen-
ditures

e loading the new healthcare information system with
the data to be forwarded to the relevant ministries
(information obligation).

Thanks to the standardization of the processes and
technologies, this experience of absolute excellence
has provided for an increase in the quality of health-
care for the citizens, and a better ability to plan and
manage on the part of the regional health system’s
administrators.

< ICU MEDICAL RECORD
o THE ICT AT THE SERVICE OF PATIENTS

All over the world, e-Health is considered to be one of
the most promising aspects of the future of Health-
care, due to the quality of care, efficiency, and savings
that it is able to offer. In addition to the US, e-Health
is becoming an increasingly widespread phenome-
non throughout Europe as well, with a shining exam-
ple being provided by Denmark (the true kingdom of
e-Health on the Old Continent).

Denmark’s example reveals how the Healthcare sce-
nario is undergoing profound changes on an interna-
tional level thanks to the use of ICT technologies. Driv-
en by the European Commission’s 2012-2020 e-Health
action plan, e-Health is expected to make huge leaps
in the EU.

In the field of Healthcare, ICT should not only serve
as a tool for improving operations, but should also,
and above all, be considered as a primary factor in the
organization of diagnostic, therapeutic and surgical
processes, as well as the organizational management
of the departments. In this regard, Engineering has
developed the ICU (Intensive Care Unit) - Medical Re-
cord, a next-generation solution for the clinical sup-
port and operational management of intensive care

hospital activities, which take place in Intensive Care
units (pediatric, neonatal, cardiological), Stroke Units,
Post-Surgery Rooms, Emergency Rooms, and Inten-
sive Monitoring Units. This solution provides doctors
and nurses with with an intuitive, comprehensive, and
safe support for the diagnosis, planning and execution
of therapeutic, monitoring, and educational interven-
tions.

The ICU-Medical Record is a proactive tool that allows
the medical staff to obtain an overview of the patient
using the Patient Badge, thus allowing for a quick
assessment of their status, and the receipt of alerts
regarding their conditions. The system allows for effi-
cient navigation among the patient’s clinical informa-
tion, while at the same time providing handy summary
tables indicating past and future activities performed,
and the subjects involved in the treatments.

Among its numerous potential uses, the system is ca-
pable of signaling the onset of specific changes in the
patient’s biometric parameters and other information
collected, while at the same time assisting the spe-
cialist with treatment protocols and offering consulta-
tion of the intensive area’s specific guidelines.

With the aim of providing increasing levels of interac-
tivity and active patient involvement, the ICU-Medical
Record tool can even be accessed directly at the bed-
side using tablets and smartphones, and even guar-
antees functionality in areas not covered by Wi-Fi with
subsequent data updating.
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Smart Cities are cities that offer modern transport,
friendly administrations, and efficient services. A
physical space in which the Smart Communities in-
teract, develop, and essentially live their lives.

But in order for a smart city to be just that, it is nec-
essary to develop IT solutions capable of transform-
ing the cities of the future into digital platforms that
connect various services and bring together data
from different IT systems, thus offering an immedi-
ate response and direct and easy access to every-
thing that the citizens need.

Engineering is the only Italian company capable of
offering all this, with technological solutions de-
signed to accompany the urban centers that have
embarked on the pathway of innovation, and help
them resolve the problems associated with traffic
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4 SMART CITIES FOR A BETTER LIFE

management, pollution, and the general quality of
their citizens’ lives, through technology. The prima-
ry objective is to integrate themes relating to various
areas and make interact with one another, in order
to offer effective solutions that bring value to the ex-
isting infrastructures, thus creating what is known as
City Knowledge. Allowing data about different public
and private organizations to interact with one another,
and bringing them together strategically, while allow-
ing them to remain the property of the organizations
themselves, is the best way to offer services that facil-
itate and improve quality of life within cities.

Data, loT solutions, security, and open source are the
key words of Engineering’s business, and are the el-
ements necessary to respond to this phenomenon.
In this regard, the company develops new solutions,
and improves upon existing ones, each year. In 2017,
the City Enabler platform was created for the provi-
sion of urban services, and for the governance of the
data sources throughout the country derived from
non-uniform sources, such as Open and Linked Data,
sensors (loT), and legacy systems (internal IT systems
used by organizations for data management].

In order to meet the market's new demands and
demonstrate its commitment, Engineering also par-
ticipates in various research initiatives and programs
throughout Italy and Europe, through public and pri-
vate networks and partnerships, and collaborates
with numerous organizations in order to establish
strategies for the growth and competitiveness of
companies and digital economies in the main emerg-
ing ICT sectors.

e FIWARE: a European open source technology
aimed at creating a sustainable and open ecosys-
tem through the implementation of software ap-
plications that allow for the development of new
smart applications in multiple sectors. Engineer-
ing is even one of the founding members of the
FIWARE Foundation (www.fiware.org), for which
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it holds a prominent position within the control
and governance body. Several new and important
partners also joined in 2017, including Japan, with
which a fruitful pathway of cooperation has been
undertaken.

e BDVA: Engineering is in charge of the Smart Cities
working group established by the Big Data Value
Association (www.bdva.eu), which has more than
160 members throughout Europe, and represents
the European Commission’s private counterpart for
the implementation of the Big Data Value PPP (Pri-
vate Public Partnership) program.

e AIOTI: Engineering is a founding member of the
Alliance for Internet of Things Innovation (www.
aioti.eu), which is aimed at creating a sustainable
ecosystem through loT technology and the imple-
mentation of applications to accelerate sustain-
able economic development and growth on the
global digital market.

e ECSO: Engineering promotes and actively supports
the European Cyber Security Organization (www.
ecs-org.eu), whose goal is to render Europe and the
security industry more innovative and competitive
thanks to the collaboration and support of the Pub-
lic Administration, Universities, Research Centers,
and businesses.

CEDUS (CiTy ENABLER For DiGITAL
URBAN SERVICES)

AN OPEN PLATFORM

FOR SMART CITIES

In just over 10 years time, 58% of the world's popu-
lation (about 4.6 billion people) will live in medium
to large urban areas. According to the Strategic Op-
portunity Analysis of the Global Smart City Market
by Frost & Sullivan, a market for smart urban solu-
tions will develop within these urban areas, which
will offer enormous commercial opportunities, with

an estimated value of $ 1,565 billion by 2020. This
estimate was obtained from various indicators, even
of an economic/administrative nature.

This market is targeted by the City Enabler urban
platform, which is aimed at providing services for the
governance of the municipalities” data sources locat-
ed throughout the territory and derived from non-uni-
form sources, such as Open Data, Open Linked Data,
sensors, and legacy systems. The goal of the project
is to create an innovative City Enabler (CE) software
application, whose purpose is to discover, manage
and organize the data sources scattered throughout
the urban ecosystem for the creation and provision
of services for the city (urban services) that can be
utilized through georeferencing and mapping. The
platform is user-centric, supports cities in their de-
cision-making processes, encourages the creation
of new business opportunities, and allows citizens to
benefit from innovative applications.

How the platform works:

e City Data collection and metadata quality: detec-
tion of data sources, existing Open Data platforms,
web services, devices and microproxies; registra-
tion of the collected metadata within the City Ena-
bler, upon which a quality assessment is performed

City Data integration: the various data sources col-
lected can be graphically integrated; for example, it
is possible to obtain aggregate information on the
number of free parking spaces available, integrat-
ed with real-time data from the parking sensors

Fast creation of new map based Urban Services:
creation of a new map of urban services in which
sector-specific services (mobility, tourism, energy,
waste management and others] interact with one
another using the data collected from different do-
mains, with the original source of the data remain-
ing unaltered.
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THE DOMESTIC AND INTERNATIONAL EXPERIENCE

OF THE MUNICIPALITY OF GENOA

by PAOLO CASTIGLIERI

I | ike in other countries, much work has been

done in Italy over the past decades in the field of Smart
Cities, but certain nationwide initiatives aimed at orga-
nizing them and facilitating the establishment of a struc-
tured pathway have only arisen more recently. I'm refer-
ring to the ANCI “Smart City Observatory”, Italian Smart
City, and Urban Agenda initiatives, which aim to facilitate
the dissemination of best practices and innovative solu-
tions adopted by Italian cities, some of which can cer-
tainly aspire to a leading role, but are not yet thinking in
terms of governance. The establishment of an effective
model represents the true added value and reward for
the creation and development of a Smart City that can
truly be defined as such.

Genoa found itself facing challenges that forced it to
radically reconsider its role and future prospects. Chal-
lenges that were both common to the rest of Italy and
Europe, and, in part, specifically local: the end of the
economic model based on public heavy industry; the ad-
aptation of the port to modern technologies; the nation’s
increased exposure to the hydrogeological risk; the
particular mobility-related difficulties; the aging of the
population and the increasing migratory flows; the need
for a new relationship between the Administration and
the citizens that takes the digital revolution into account;
and, finally, globalization, which essentially defines all of
these challenges.

The city Administrations have responded to these chal-
lenges on various levels, from the promotion of Genoa
as a tourist city, to improving the security of the territory.
In particular, Genoa is engaged (and is perhaps even a
pioneer] in the fields of Smart City policies, technolog-
ical innovation, energy and sustainable mobility. This
enterprising tendency arose within the city following
the establishment of the Smart City Sector in 2012,
which subsequently evolved into the Smart City Strat-
egies and Supranational Projects office. In collabora-
tion with other sectors of the Administration, this office

plays a central role in the management of the projects.
The Smart City ideal pursued by the city of Genoa is
consistent with the classic concept, according to which
smart processes are capable of improving quality of
life for all citizens through network expansion, techno-
logical innovation, and sustainable economic develop-
ment. Planning the city of the future means reducing
the waste of resources, while at the same time improv-
ing the services provided to citizens. And, above all, it
means being pioneers of new cultural models that will
change our development, our economy and, ultimately,
our community.

However, regardless of the definition, we believe that
it's important to focus upon the context of the individu-
al cities’ ecosystems, in order to come up with different
solutions, methodologies and tools based on each city’s
specific characteristics. That is to say that the needs, ap-
proaches, and technologies applied by the various cities
might be different in terms of mobility, energy, and other
similar features.

The process in Genoa, which began in 2010, was imme-
diately focused upon the Smart City governance cycle. In
fact, it's no coincidence that the Genoa Smart City Asso-
ciation, which was strongly desired by the Municipality,
the University of Genoa and Enel (as founding partners),
was established at the same time, and that it now has
over 100 members from every category: Institutions, Re-
search Organizations, and Businesses. This Association
represents the tool chosen to increase stakeholder en-
gagement and to design the Genovese Smart City model
in a hands-on way, with the city system being involved
in defining the objectives, innovative projects, and even
appropriate technological solutions.

Genoa is even engaged in strategic initiatives on a Eu-
ropean and international level, particularly in the Unit-
ed States. The commitment shown with the use of this
model in recent years has certainly proven rewarding for
the city in terms of performance, especially with regard
to the Smart City and innovation-related projects and
funding it has received. This has allowed for countless
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innovative and successful initiatives to be conduct-
ed throughout the territory in a wide range of smart

fields, such as:

e Energy with the R2Cities, Celsius, Transform, Very-
school, and Illuminate projects

e Urban Resilience with the Harmonise and Flood-
serv projects

e Mobility with the Electra, Muveus, Elviten, and
Mobymart projects.

The development of these projects will rank Genoa

among ltaly’s top cities in terms of the acquisition of

EU funding. The international initiatives that Genoa

has joined have the following strategic objectives:

* to promote and facilitate the pathways for local busi-
nesses to access the international markets, also
through the “Genova Smart City” brand

e to participate in projects aimed at developing inno-
vative standards and platforms, together with its
technological partners

e to improve the city’s positioning and reputation on a
global scale

e to attract funding and “innovative minds” to its area.

As part of this strategy, Genoa is a member of several

European and international networks considered to be

strategic for the city (including: Eurocities, Green Dig-

ital Charter, Connected Smart Cities Network, Global

Smart City & Community Coalition, and more). The city

has also joined several U.S. and European initiatives

with its own solutions developed within the context
of major European projects or technological partner-
ships.

Two of these initiatives are considered particularly im-

portant:

the GCTC program - the Global City Teams Challenge

organized by the NIST (the American National Institute

of Standards and Technologies), for which Genoa sub-
mitted several Action Clusters linked to the develop-
ment of loT platforms in the various areas of interest

(Urban Resilience, Energy and Urban Platforms)

The IUC program - the International Urban Coopera-

tion program organized by the European Commission,
which is aimed at developing partnerships among
European and non-European cities in various Smart
City-related fields. Thanks to an international collab-
oration project, the city of Genoa has received funding
in the field of Smart City governance, together with the
city of Rosario in Argentina.

The model is based on public/private partnerships for
the implementation of actions or the dissemination of
best practices.

For Italian cities, the added value and the advantages
of participating in international Smart City projects are
considerable. In addition to those already mentioned,
there’s the strategic importance of collaborating with
partners on the establishment and implementation of
new technological and process standards, and new
high-tech platforms that can serve as benchmarks for
the development of new solutions in the future. This
results in a competitive advantage for both the city
system, in which it is possible to implement highly in-
novative technological demonstrators, as well as for
businesses, which are able to expand into the areas of
open innovation and technology transfer.

In the coming years, we’ll continue to work on the
development of vertical technological solutions that
will engage various sectors, focusing our efforts upon
solutions linked to Big Data, Analytics, and the Inter-
net of Things (the need for cities to be able to think
in terms of Urban platforms in order to support both
their decision-making processes and the manage-
ment of their infrastructures).

We will also continue to play a key role in defining inter-
national standards and global best practices, breaking
down the vertical structures of our traditional thought
processes, and establishing innovative sustainability
models through public/private partnerships.

Paolo Castiglieri
Manager of the Municipality of Genoa’s Smart City
Strategies & Supranational Projects office



City Enabler uses a series of technologies, which
work together in order to allow it to function. Within
the system there’s a City Data Workspace, or rather a
single point of access to all the city’s data, which are
received in real time from various sources. Using loT
tools, sensors are activated in order to monitor the
services utilized. Two other tools are the City Data
Mashup Editor, which allows for integration among
the various data, and the City Front-End, which al-
lows for the use of the integrated data through an
innovative map of the urban services. The City En-
abler platform’s areas of application of are vertical,
and include services relating to parking, tourism,
transport, environmental performance monitoring,
street lighting, and so on.

According to the target stakeholders, the City Ena-

bler platform offers a wide range of benefits:

e for city administrators, it's useful for making deci-
sions and implementing action plans and manage-
ment policies, thus saving time and money

e for those involved in urban planning, it's useful for
raising awareness of the benefits that can be ob-
tained from the data at their disposal, thus saving
time and money

e for those who store and manage the cities’” data,
it's useful for easily sharing information and ob-
taining benefits from data published by others,
thus saving time and money in this case as well

e for citizens, it allows for the use of innovative apps
that allow them to improve their quality of life in
the city.

The City Enabler platform was tested in the Province
of Trento (ltaly), in the Municipality of Malaga (Spain),
and in the Municipality of Rennes (France). Further-
more, it has already been chosen by the Municipal-
ities of Genoa and Ancona (ltaly), and was selected
during the European Pre-Commercial Procurement
process as one of the solutions for developing mul-
ti-domain urban platforms in the cities of Antwerp
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(Belgium), Copenhagen (Denmark], and Helsinki
(Finland). Having launched the Pre-Commercial Pro-
curement process, and having defined the functional
and non-functional requirements that the platform
must meet, as well as the relative application do-
mains, these last three cities are jointly known as
the Buyers Group. As such, these three cities have
positioned themselves to become the first buyers of
these winning solutions.

CITY ENABLER IN MALAGA

One case of the City Enabler platform’s actual
application is that of Malaga, where it was used
for parking. There were two main data sources
utilized: the Open Data portal managed by the
city, and the real time data (obtained through

sensors) managed by a private company. The
data from these two sources were stored in the
City Data Workspace, and were processed and
mapped by the Data Mashup Editor, thus creat-
ing a platform that allows all the citizens to view
parking availability in real time.

s SELECT for Cities
o DIGITAL SERVICES FOR URBAN MO-
o BILITY

A city couldn’t really be considered “smart” if it only
included cycling paths, smart grids, or ecological is-
lands.

A Smart City is a place where urban networks (both
human and technological) are integrated with one
another in order to optimize convenience, efficien-
cy and quality of life for all those who live and work
there.
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These cities aim to achieve self-sustainability by
minimizing their environmental impact: here, the
latestinnovations guarantee an intelligent exchange
of energy and resources, and connectivity - through
information and communication technologies (ICT)
and the Internet of Things (loT) - allows citizens to
take control of urban centers, thus improving their
daily lives based on their own decisions.

Engineering intends to help respond to such a
strong demand for change through SELECT for Cit-
ies Pre-Commercial-Procurement (PCP). Funded
by the European Commission, the project stems
from the demand for new methods, technologies
and tools for promoting open innovation, with the
aim of creating value for citizens and businesses.

SELECT for Cities faces the challenge of designing
and implementing a platform for European cities
geared towards services and standards.

It's data-driven and user-centric, thus allowing for
the large-scale co-creation, testing, and validation
of urban IoE (Internet of Everything) applications
and services. In particular, the three cities involved
in the project (Antwerp, Helsinki and Copenhagen])
have the opportunity to test and purchase pre-ex-
isting innovative solutions not yet available on the
market.

Along with ATC and EIT Digital, Engineering has
been selected to perform Phase 1 (Concept Design)
and Phase 2 (Prototyping], which is currently un-
derway, in order to propose a more advanced ver-
sion of the City Enabler solution as an Internet of
Everything (loE) platform made up of various tools:
1) City Data Workspace, a tool designed to organize
uniform data sources and provide a single layer
of access to the information
2) City Data Mashup Editor, a tool that allows for
any data structure in FIWARE Data models to be

graphically mapped

3) Dashboards Manager, a tool designed to help the
user create custom dashboards for displaying
the collected data in different ways

4) Datasource Discovery Engine, an innovative tool
that allows the user to automatically search for
potential data sources on the Web

5) City Front-end, a catalog, categorized by do-
mains, that allows the user make use of the
dashboards created using the dashboards man-
ager

6) Citizen Data Vault, a tool that centralizes the
management of personal data in compliance with
the latest EU privacy regulations (GDPR).

BIGCLOUT
STRENGTHENING THE ROLE
OF CITIZENS IN SMART CITIES

There are currently 8.4 billion things connected
worldwide, 31% more than in 2016, and this num-
ber will likely exceed 20 billion by 2020. The Inter-
net of Things, ranging from cars to traffic lights and
televisions, continues to expand at an extremely
fast rate. According to Gartner estimates, this year
the Internet of Things (loT) market will simultane-
ously contribute to and benefit from the evolution
of network technology, changes in consumer pref-
erences, and legislative adaptations. All this has a
positive direct and indirect impact upon the econo-
my, which currently amounts to nearly $ 2 trillion
dollars worldwide this year alone, with the prospect
of exceeding $ 3 trillion as early as 2020. Having
been driven up until now by the consumer segment,
this revolution made up of smart TVs, set top box-
es, WiFi security cameras, and smart thermostats,
boasts a base of over 5.2 billion devices installed
worldwide, amounting to 63% of the entire Internet
of Things.



The BigClouT European research project, in which
Engineering participates, arose with the aim of pro-
viding cities with an analytical mind, by creating a
distributed intelligence that could be applied to the
entire urban network. The extraordinary number
of connected things and the enormous amount of
data available pose new technological challenges
in terms of interoperability, scalable and real-time
data processing, extraction of usable knowledge,
self-management, security, and privacy. In order to
meet these challenges, the BigClouT project relies
upon the resources and know-how of prestigious
European and Japanese institutes, and will capital-
ize on the results achieved with the ClouT project
by increasing the capacity for distributed intelli-
gence thanks to edge computing, data analysis and
self-awareness solutions.

The BigClouT platform will be released and vali-
dated at 4 pilot centers: Grenoble (France), Bristol
(UK), Tsukuba and Fujisawa (Japan). Throughout
the entire life of the project, special emphasis will
be placed upon citizen involvement, from the defini-
tion of the use cases to the time of validation. The
BigClouT project also sets itself the ambitious goal
of creating a community of external end users, who
will be given the chance to create their own appli-
cations/activities within the context of the tools and
the platform, both during and after the project’s
completion, in order to ensure the sustainability of
the of ClouT and BigClouT results.

Within the scope of the BigClouT project, Engi-
neering plays two main roles linked to its technical
expertise and its commercial experience: it's re-
sponsible for a series of technical activities, namely
the architecture design and the implementation of
the distributed storage, and provides business in-
telligence and Big Data analysis tools through the
open source Knowage platform. After the project’s
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conclusion, Engineering will also be responsible
for defining the business model, focusing upon the
BigClouT platform’s sustainability.

REAL TIME

TRANSIT PROVIDER
GETTING AROUND IN SAO PAULO,
BRAZIL

The issue of urban mobility has become increasingly
important in recent years because it's directly linked
to the citizens’ quality of life and the quality of the
city’s air.

In the city of Sao Paulo, Brazil, which is has 15 million
inhabitants, collective transport is the fastest and
most sustainable way to travel. In fact, two thirds of
the city’s inhabitants make use public transport, and
every day millions of paulistanos take nearly 15,000
public buses on over 1,300 transport lines, which, in
2016 alone, transported approximately 3 billion pas-
sengers.

However, the city’s transport system has shown in-
creasingly evident quality gaps, which have gener-
ated criticism from both the media and citizens due
to a lack of accurate information regarding transit
routes and departure times. In order to resolve this
situation, in 2017 Engineering implemented the Real
Time Transit Provider system for the metropolitan
region of Sao Paulo, which was launched in March
of 2018.

The system was arose from a survey, which showed
that 10% of those who use the bus transport system
are forced to request information from other users
regarding transit lines and schedules, and that 5%
to 8% of the population, which currently doesn’t use
public transit, would use bus transport system if it
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had access to more accurate and certain information.
Since 99% of people who own a smartphone have in-
stalled the Transit app on their mobile device, and 60%
of those looking for information on public transport use
the Internet as a resource to obtain this information,
Engineering’s strategy was to exploit the vast num-
bers of mobile and web-related technologies found
throughout the urban area. In fact, using the intercon-
nection guaranteed by the smartphones and the fast
networks, Engineering has created a system capable
of providing the citizens with real-time public transport
information using interactive maps and the geoloca-
tion systems found on the mobile devices themselves.

By establishing a partnership with a leading oper-
ator offering online products and services, Engi-
neering has created a computer platform called IN-
FOBUS, which is capable of providing the technical
partner with all the necessary data relating to public
transport, so that citizens connected to the Inter-
net can obtain real-time information, on their own
smartphone maps, regarding bus arrival times, the
specific locations of the stops, and the actual updat-
ed routes of all the city’s transit lines.

CAR NET
VOLKSWAGEN'S
INTERNET-CONNECTED CARS

In the automotive industry, on board technology has
come to play an increasingly strategic role in recent
years. Just think of GPS navigations systems, park-
ing sensors, driver and brake assist systems, smart
keys, voice commands, head up displays, and all the
functions that can be performed using a smartphone.
The word infotainment is a neologism derived from
the words information and entertainment, and is
used to indicate a series of multimedia features in-
stalled on a car.

Infotainment systems represent one segment of
the automotive industry that has undergone major
changes in recent years. All the automakers have
committed themselves to offering innovative enter-
tainment systems, allowing a permanent Internet
connection directly on the car’s screen, and providing
an advanced navigation system capable of monitor-
ing traffic in real time.

Engineering has partnered with Volkswagen to create
both the customer portal and the functional backend
integration for Car-Net, an online service package
that allows the driver to interact with the car’s info-
tainment system, which is connected to the Internet
via a Wireless Local Area Network (WLAN) connec-
tion and through MirrorLink™, Apple CarPlay™ and
Google Android Auto™ technologies.

There are numerous services available in real time.

e Search destinations: this service helps improve the
destination searching function via an online Google
request. The service provides detailed information
on the destination, such as distance and address,
with the possibility of selecting a phone number
from among the contacts, or starting navigation to
the destination.

Traffic information: this constantly updated infor-
mation function offers the driver an excellent over-
view, and allows them to alter their route dynami-
cally.

° Import destinations: through the Car Net custom-
er portal, users can select custom destinations and
send them to their navigation systems.

Weather: this service provides information on the
current local weather conditions or those of the
destination, with detailed weather reports and
multi-day forecasts.

* News: the navigation system displays the news
items from among the categories selected on the
portal.

e Vehicle status report: via the portal, the user can



retrieve data regarding the vehicle’'s use (upcom-
ing maintenance, warnings displayed on the dash-
board, etc.).

e Gas stations: in addition to the destination coor-
dinates for navigation, other information is also
available, such as up-to-date fuel prices at nearby
gas stations.

e Parking lots: this service displays all the parking
lots, from public to multi-level, indicating the total
number of spaces, as well as the number of free
spaces available.

There are approximately 60 people at Engineering
who work closely with the customer in Wolfsburg,
Barcelona, and Prague to manage Volkswagen’'s Car
Net, Skoda Connect and Seat Connect systems. The
solutions developed can be considered “state of the
art technologies”, as they fully integrate cloud solu-
tions and guarantee maximum update speeds: man-
datory features in an ultra-competitive sector char-
acterized by rapid obsolescence.

Engineering is also at the forefront in the search for

what will be the next generation services, with the

following expected to be available by 2020:

¢ Parking Service, Cloud Based User, and Car Profile
within the context of Predictive Maintenance

e Virtual Car Keys and Inter-modal Navigation Ser-
vices, with regard to the range of Location Based
Offers

* Big Data Based Services and Subscription Based
Services, with regard to the Profile Based Offers.

The aim of the project is to assist Volkswagen Group

in its transformation from a car manufacturer to a

mobility service provider. In this regard, there are

three challenges to be faced in the future:

e The omni-channel experience: the car will become
part of an overall experience linked to a series of
services, of which mobility will only be one part.
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e Personal Assistant & Al: the car must offer the
possibility of having more comprehensive and ef-
fective communications with the user, through the
use of smart systems.

e Mobility as a Service: the concept of personal car
use, which is associated with ownership, will be in-
creasingly accompanied and replaced by car shar-

ing.
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Engineering makes an important contribution to
the digitalization of Italian companies. This is also
due to the range of markets covered by the products
and services offered, which are used by some of the
most important companies in the industrial, ener-
gy, telecommunications, media, utilities, finance,
and insurance sectors, which the Group supports in
the continuous development of their technologies,

processes, and business models.

With respect to a digital transformation that’s af-
fecting every business activity, and which consti-
tutes the true revolution of the third millennium,
Industry 4.0 is just the tip of the iceberg. It has be-
gun to have an effect in Italy as well, changing our
ways of life and creating value for companies and
customers alike. The Digital Transformation is ev-
erywhere, and it affects the ways in which services
and process and production automation systems
are delivered, and therefore the working methods
as well.

The future forecasts production models character-
ized by a greater interconnection within the compa-
nies’ value chains, for which the challenge consists
of being able to change the current paradigms in
order anticipate future scenarios, by managing the
dissemination of digital systems. Combined with
the digitalization of the current economy, the con-
stant availability of faster connection systems for
Internet access is destined to give a new boost to
the current process, even by acting as an enabler
for technological solutions like Big Data analysis,
the use of the Cloud and the Internet of Things (loT],
Robotic Process Automation, Artificial Intelligence
and Blockchain technology, the application of which
will allow companies to achieve greater efficiency,
quality, productivity, and security.

Engineering is a specialized partner that’s capa-
ble of assisting its customers in transforming their
business models by providing them with the appro-
priate tools to face the changes and new challenges
of the market, all while improving their productivity
and competitiveness, thus transforming the Digi-
tal Disruption into a competitive advantage. To this
end, the Group has initiated a major internal trans-
formation, which is aimed at making the transition
from Information Technology to the Digital Trans-
formation. Through this organizational restructur-



ing, Engineering aims to serve its customers not

only act as an IT support provider, but also as an In-
formation Technology consultant capable of offer-
ing opportunities to obtain full compliance with the
European legislation (which is now imposing IT re-
quirements, especially in the financial sector) and
increased productivity, to the point of changing the
companies’ business models. In this regard, one
important part of the Group’s strategic reorganiza-
tion is the recent establishment of the company En-

THE PARTNERSHIP WITH COMAU

This new approach includes the collaboration
agreement with Comau, a leading company in auto-
motive sector automation. The goal of the partner-
ship is to offer the market a unique ability, combin-
ing the partners’ respective skills and experiences,
in order to improve the quality and efficiency of the
automated production processes using the most
modern data collection and analysis technologies.

The partnership’s first results consisted of the
development of the DIiVE (Digital Virtualization
Experience) platform, a technological predictive
maintenance solution that combines Engineering’s
internal Open Source and Big Data expertise in the
field of Information and Communication Technolo-
gy with Comau’s know-how in the field of Industrial
Automation production lines and robotics.

The DiVE solution is just one example of the pos-
sibilities currently available thanks to the combi-
nation of robotics, with Cloud Computing and Ma-
chine Learning. The developed system is aimed at
designing a series of modular and flexible products
inspired by the latest technological solutions, which
customers can use to maximize the efficiency, pro-
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gineering D.HUB, which supports the Engineering
departments that cater to business customers with
innovative, next generation, “as a service” Cloud
Computing solutions. Therefore, in addition to of-
fering the market an infrastructure, Engineering
now also offers a platform upon which it is possible
to install solutions and services created internally,
externally, or even directly by the customer.

In the finance sector, Engineering is heavily involved
in banking/lean/insurance projects.

ductivity and quality of their plants.

The joint development of an application framework,
based on best-in-class technology platforms, for
the collection and analysis of data in the field, offers
the customer the possibility of predicting and antic-
ipating potential machine and instrument malfunc-
tions, and their negative effects upon the quality of
the production processes.

In order to complete the offering, Engineering has
enriched the suite with new engineered assets,
which not only allow the customer to optimize its
maintenance activities, but also to better comple-
ment the production management processes with
functions like field interaction (sending commands
to the production lines), energy consumption mon-
itoring, and the analysis of quality-related process
data.

Various PoCs (Proofs of Concept) and complete pro-
jects have been carried out and installed for cus-
tomers operating in both the automotive sector, as
well as the textile, food & beverage and home appli-
ance industries.
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The goal is to optimize and transform the most bur-
densome business processes, with lower added value,
through an approach aimed at minimizing the process-
ing times, while at the same time ensuring the track-
ing of the operations and decision-making processes,
the enrichment of the data, the secure management of
the documentation, and the automation of the autho-
rization workflows with Robotic Process Automation
architectures, which allow the process management
procedures to be integrated with advanced Machine
Learning solutions. Engineering offers proprietary
Big Data management and usage solutions capable
of guaranteeing both high processing performance
for structured and non-structured data, as well as the
governance of the data transformation processes. In
this sense, the company envisages the adoption of a
centralized data dictionary, metadescribed processing
logics, self-produced documentation, a data quality
system, and data and metadata lineage tools.

eR4A
AN ALGORITHM AS A FINANCIAL
ADVISOR

Virtual and automated consultancy, better known
as “"Robo Advisory”, is a trend that has come from
afar. It has been an enormous success in the Unit-
ed States (and has begun to spread throughout Eu-
rope and ltaly in recent years), where the value of the
sums managed by Robo Advisors currently amounts
to $ 0.3 trillion, and is expected to reach $ 2.2 trillion
by 2020.

Robo Advisory services supplement and transform
the classic savings model by automatically creat-
ing customized investment portfolios based on the
customer’s profile in terms of risk, return, financial
knowledge, personal needs, and investment objec-
tives. Following the creation of the ideal portfolio,

the Robo Advisor automatically suggests investing in
various assets, thus offering the user the possibili-
ty of controlling their investments in a transparent
manner.

In keeping with the technology trends, Engineering
has developed its proprietary eR4A Robo Advisoring
solution, which features an engine capable of profil-
ing customers in terms of finances, assets, and insur-
ance, and interpreting their needs in consideration of
their ability to save and their propensity for risk.
eR4A allows for the identification of a range of finan-
cial, insurance, and credit products capable of ensur-
ing the achievement of the customer’s objectives in
accordance with the principle of economic sustain-
ability (investments with a proper balance of benefits
and required commitment, insurance coverage capa-
ble of mitigating risks of loss of capital or profitability,
and credit support), while at the same time taking the
uncertainty of the investments into consideration.
Having already been implemented at a leading Ital-
ian credit institution, the system analyzes the cus-
tomer’s needs, and the financial and insurance re-
sources necessary to meet them, by carrying out
massive simulations and proposing various scenari-
os that maximize the probability of success. The en-
gine uses statistics from the Bank of Italy’s study of
Italian families, and is capable of integrating them
with the customer information already contained in
the Banks’ and the Insurance Companies’ informa-
tion systems.

The project’s main objective is to analyze, profile and
monitor the customers, in order to provide promot-
ers and consultants with a constant and automated
support that, on one hand, allows them to propose
targeted and sustainable banking and insurance
products suitable for the customers’ risk profiles,
and, on the other hand, allows the Institute to guide
and coordinate the sales activities.

The eR4A solution, which was developed using the



new microservices Service-Oriented Architecture

(SOA), allows financial advisors, promoters and in-

surance agents/brokers to:

e engage in advanced consulting activities, and
propose a wide range of relevant, targeted, and
sustainable solutions, elaborated using complex
mathematical models, that take into account the
customer’s profile and needs, as well as the un-
certainty of the financial/insurance context in
question

e have access to an intuitive solution that allows
extremely complex simulations to be carried out
through simple and immediate interactions

e improve their offering with targeted financial and
insurance products

e get to know their customers better and enhance
their relationships.

BIG DATA
IN THE FINANCIAL SECTOR

Technological innovation is radically changing the
financial sector, both in terms of how users interact
with their banks and the world of financial services,
as well as in terms of the services that banks are
developing and offering to their customers. We are
in the midst of a revolution that’s being carried out
via data, and that can be monitored, understood, and
directed by working on the data themselves. This is
the Data Driven Economy of the banks and financial
markets, where every day, for example, 60-70% of
stock exchanges are generated by algorithms. In
response to these challenges posed by the market,
and in collaboration with a leading Italian bank, En-
gineering is engaged in the development of a Big
Data for Finance program aimed at creating a new
data architecture with a single point of truth func-
tion, which entails the storage of each datum in a
unique position to be drawn upon in order to supply
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all the application chains, with the consequent im-
provement of the effectiveness and efficiency of the
relative processes, and benefits in terms of timeli-
ness of data distribution and usability.

The realization process is aimed at streamlining the
applications and their development. Additional im-
plementations are also envisaged in order to meet
the requirements defined within the context of other
projects.

The advantages that the program provides to the

customer include the following:

* availability of specialized analysis, calculation (e.g.
Credit Lines and Guarantees Department), and
product quality control engines in the semantic
layer that renders them usable for all the other
application chains

e architectural development of the Governance, Risk
and Compliance application area

e end-to-end Data Governance for integrated data
management.

The completed solution offers numerous innovative
elements. Among the most important are the abili-
ty to manage large volumes of both structured and
unstructured data, with high performance and a sig-
nificant reduction in processing times, and the guar-
antee of a data quality monitoring system, which al-
lows all of a given product’s processing phases to be
retraced in order to determine those responsible for
any defects.

CHE BANCA
NEW PRODUCTIVITY
WITH ROBOTIC PROCESS AUTOMATION

Software and robotics are being increasingly used by
companies. Robotic Process Automation (RPA) tech-
nologies allow companies to automate operations
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and processes, especially simpler and more repet-
itive ones, by using robots to replicate the human
operators’ interactions with one or more software
systems. These solutions offer numerous advantag-
es: they don't require any modifications to be made
to the applications, they can automate the users’ ac-
tivities either partially or entirely, they don’t require
much time to be implemented, nor any specific ex-
pertise with regard to the technologies underlying
the applications, they increase the execution speed
of the work activities, and they render the results of
the processing consistent by eliminating the risk of
human error and relieving the operator of repetitive
activities.

Engineering has supported Che Banca (Mediobanca
Group) in its process of introducing a tool for auto-
mating certain processes linked to routine and com-
plex activities with a high risk of error and conse-
quent reworking, which in turn can result in wasted
time and decreased service quality.

One example of this is the automation of the transfer
of securities, which consisted of numerous manual
steps. In fact, in order to transfer a securities dos-
sier from one bank to another, the operator previ-
ously had to use various applications, carrying out
multiple repetitive data entry tasks. Thanks to the
automation, the duration of the process has been re-
duced from 6 minutes to 13 seconds, and manual er-
rors have practically been eliminated, thus ensuring
greater productivity and quality of customer service.
The RPA has proven particularly useful when applied
to time-consuming and low-value-added activities,
which can now be managed by the robots in an op-
timal manner, and within the span of a 24-hour day
without interruptions. Unlike an operator, a robot
never has interruptions, doesn’t get tired and make
mistakes, doesn’t need to be substituted, and, once it
has finished a task, it can be immediately reassigned
to another task in order to optimize productivity as
much as possible.

After having analyzed the results obtained from the
automation systems provided by Engineering, Che
Banca intends to implement additional RPA exten-
sions for other particularly complex processes (such
as the management of inheritances and mortgages).
The choice of Engineering as a partner is particularly
noteworthy in view of Che Banca’s vision, which is
characterized by a strong technological component
dedicated to digital innovation.

OpenReq
DATA ANALYSIS
FOR LISTENING TO CUSTOMERS

The telecommunications market is always growing
more competitive. The advent of social media and
the ubiquity of connected devices have changed the
way operators interact and engage with customers.
According to the data collected by We Are Social, in
2016 over 37 million Italians were active on the In-
ternet, with a penetration of 63%. In particular, 28
million are social media users, which corresponds
to 47% of the population, and the average time spent
daily amounts to approximately 2 hours.

In a continuous effort to attract and maintain an
ever-increasing number of socially connected and
highly-informed customers, industry operators
are increasingly focusing upon offering innovative,
easy-to-use, and responsive products and services,
with a focus not only upon customer management
and maintenance, but also a high level of customer
engagement, in order to exploit their creativity and
provide a significant contribution to the development
and innovation of the product or service.

In this sense, Engineering has partnered with a Eu-
ropean consortium of private companies and uni-
versities within the context of the OpenReq project,
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ARTIFICIAL INTELLIGENCE: PARADIGM SHIFTS

FOR BUSINESSES AND COMMUNITIES

by MATTEO TEMPORIN

I Artificial Intelligence (Al) has been at the fore-

front of the most recent waves of digital technological
transformations, and has become an integral part of
the IT sector, above all due to its characteristic func-
tion of automatic program creation [i.e. programs that
automatically create programs, or rather information
and digital representations of the procedure to be uti-
lized).

This is known as Machine Learning, whereby comput-
ers are able to learn how to perform activities on their
own, sometimes even much better than human beings,
as evidenced by the superiority of certain programs in
games like chess or in stock market forecasts. How-
ever, just as reality can never be fully represented with
any machine, these capabilities aren’t always perfect.
Whatever the case, for now, the purpose of machinery
is always defined by human beings. The current ma-
chines allow the parameters of an automatic learning
process to be changed by making the learning process
proceed by trial and error until it achieves the intend-
ed purpose on its own. These are referred to as Deep
Learning techniques.

Nowadays, Artificial Intelligence is applied in various
fields (consumer, corporate, scientific and governmen-
tal) thanks to the recent exponential increase in com-
puter processing capabilities, the amount of memory
available, and the speeds at which information can be
transmitted and jointly processed by multiple comput-
ers.

There are countless fields of application for consum-
er services, with machines now serving as personal
fitness assistants, medical or legal consultants, and
even automatic drivers, to name just a few examples.
In the scientific sector, the applications regard the
processes of supplementing and disseminating global
knowledge, which, by virtue of its structure, is largely
“open” and provides the community with an enormous
amount of data and results. While the most interest-

ing solutions have been developed in the medical field,
major developments are also expected in the analysis
of complex systems, like climate and ecology.

The most important applications in the field of gov-
ernment are those in the intelligence sector (e.g. tax
surveys), and the military sector, with increasingly ad-
vanced and autonomous weapons systems.

For today’'s businesses, Al represents an opportunity
to increase profitability and productivity by developing
new services, rendering old ones more efficient, and
studying customer behavioral data on search engines,
social networks and e-commerce platforms, in order
to predict the best sales and service strategies, even
in synergy with other IT solutions, including Big Data
Analytics and Cloud Computing.

In terms of business processes, Artificial Intelligence
can be applied in almost every field: from staff man-
agement to communication, logistics, and energy sav-
ings. The approach is what matters the most: since
products and services evolve extremely rapidly, we
must be prepared for the continuous evolution of Al
tools, and for the rapid obsolescence of the choices
being made now.

In fact, while the advantages of the new applications
can generally be quite significant at each stage of their
evolution, the competition could also benefit from
them and rapidly gain market leadership. Consider, for
example, the smart customer support services used
by banks and insurance companies, and the possibility
that these services might be provided by major Inter-
net players.

The application of Al in the areas described also has
indirect social repercussions: just think of how the au-
tomation of certain business processes has already
reduced or definitively eliminated various job oppor-
tunities (whatever happened to the secretaries of just
twenty years ago?)

To remember the roles that they played, just watch a
few episodes of Mad Men, which is set over 50 years in
the past! The rapid change in terms of tasks and skills
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has already been taking place for decades. An entire

series of services, including individual and collective
communications, have been completely automated.
But these automations have also created new jobs (five
years ago, who ever would have thought that a compa-
ny would need to have a social media manager?).

The problem isn’t automation, or the increase in smart
services, but rather the lag in people’s ability to adapt
to new roles and tasks. The market itself will gener-
ate new job opportunities wherever the individual's
capability for self-renewal is unable. This will lead to
greater uncertainty and greater mobility: a new col-
lective ability to acknowledge the process and make it
sustainable must arise. The resources to do this are
there... all we have to do is find them.

Human beings have the ability to worry about their fu-
ture, and one might say that, in the future, our time
will be increasingly occupied by being pre-occupied.
Planning for tomorrow must increasingly become a
paid occupation. In this sense, certain signals can al-
ready be seen today, such as the increased role played
by strategic and application consulting. From climate
change, to the impact of new technologies on our
brains, there’s certainly no lack of issues that need to
be addressed. | have no doubt that man’s ability to seek
out original pathways, where problems are faced with
increasingly effective and shared representations in
which shared solutions can be found, will once again
prevail.

| would like to give an example of how the complex
interaction between technological development and
reality can be tackled by creating jobs: recent surveys
conducted by neuroscience experts have shown that
adolescents (among others) spend their nights con-
nected to their social networks. This can cause sleep
disorders, which in turn can lead to attention and
learning difficulties. Parents often aren’t even aware of
this maladaptive behavior on the part of their children

in the relationship between the brain and technology.
But one might also note the increase in accidents on
public transport caused by the use of mobile phones.
Research on these phenomena (as well as employ-
ment) should be dramatically increased, and | don't
think that it would be difficult to come up with smart
(and even profitable) applications for handling them.
We need a cultural evolution that's consistent with
technological evolution, creating employment from
its risks and potential. At the company, these changes
will increasingly result in people being occupied with
pre-occupation: forecasting new markets and com-
petitors’ moves, analyzing all types of risks, and data
security, all in accordance with the compliance laws
(regulations and legislation that are often a collec-
tive representation of the risks to be avoided and the
pre-occupation necessary to avoid them). In order to
carry out these new roles, it is necessary to have a
mind open to the future, and to imagine how the com-
plex interaction between the company’s numerous
stakeholders will be able to take place.

Paradoxically, vocational training plays an essential
role in this process. In fact, while it is not capable of
preparing people for specific roles when the tasks
are continuously evolving, it is nevertheless useful at
helping the mind get used to pre-occupying itself with
examples, or rather specific case studies that are only
useful for training purposes, and not as instructions
for creating a man/machine to be incorporated within
a predefined mechanism. As examples of man’s past
pre-occupations, lots of math, statistics, history, and
philosophy are just as indispensable as learning a pro-
gramming language, which, to put it bluntly, will be re-
placed by other more advanced languages within just
a few months time.

Young students (or one’s own employees] should basi-
cally be told bluntly that they will never be paid to be-
come “happy machines”, performing jobs that always



remain the same for the rest of their lives: machines

are paid a lot less to do so.

With regard to the strategies for promoting Artificial
Intelligence, that which has been lacking in Italy over
the past few decades is investments in the sector,
with a certain degree of industrial and political fore-
sight. And this is despite the fact that, even in ltaly,
thousands of researchers in various application areas,
ranging from automatic image recognition to robotics,
are currently interested in Al. These researchers often
end up pursuing their objectives abroad, at industri-
al companies and Universities all around the world. It
seems that intelligence goes where it's appreciated,
even artificial intelligence.

Artificial Intelligence is currently one of the sectors
that's receiving the greatest amount of investment
worldwide. In fact, we're basically waiting for the re-
sults of these investments to come in, and there are
very few lItalians sitting at the table of the big players
who will be splitting the profits. Lots of people might
think that this is just another speculative bubble. Or
maybe they think that, whatever the case, we have the
most beautiful country in the world, and the Artificial
Intelligences will certainly come to visit, leaving us
some bitcoins as a tip...

All jokes aside, this evolution may not have the time
frames and the impact that many have expected, but
it's nevertheless worth investing in order to gain a bet-
ter understand of the world of the future.

Matteo Temporin

Lecturer of courses on Computer Science and Knowledge
Management Systems and Methods at the Brescia cam-
pus of Milan's Universita Cattolica del Sacro Cuore.

One of the founders of Mind over Money, a center of excel-
lence dedicated to designing models and algorithms, ap-
plying them in computing engines, and integrating them
within modern banking and insurance systems.
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which is focused upon implementing a platform for
the management of the Requirements Engineering
(RE) process. Engineering plays a particularly sig-
nificant role in the context of the Intelligence Re-
quirement, or rather in defining the decision support
algorithms, and in rendering it applicable to the tele-
communications sector.

The goal of OpenReq is to develop, evaluate, and
transfer highly innovative methods, algorithms,
and tools on the requirements engineering process
starting with information collected from the com-
munities of users. In this context, advanced analysis
algorithms, such as Recommendation Systems and
Machine Learning, can be applied to data sources
that fall entirely within the scope of Big Data.

The aim is to promote the broad engagement of all
the stakeholders in the various requirements engi-
neering phases, in order to ensure quality and ef-
ficiency in decision-making management, which
includes the determination of the priorities and the
classification of the requirements, along with the
verification of quality and consistency with other re-
quirements.

For this purpose, two distinct types of user feedback
are collected: explicit and implicit. Explicit feedback
refers to information available on the Web (e.g. com-
ments on social media or App reviews). This catego-
ry also includes the users’ subjective opinions, which
can be useful for conducting Sentiment Analysis on
relevant topics. The implicit feedback is contextual
data, collected from devices like smartphones via
sensors. These data help us gain a more in-depth
understanding of the user’s behavior and situation.
In close collaboration with telecommunications op-
erators, Engineering is responsible for contextual-
izing the sector solution through the collection and
aggregation of relevant and anonymized data, and
the application and evaluation of the algorithms on
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the data obtained from the social networks.

The final objective is to improve the requirements

management process by doing the following:

e providing an ontology that describes the basic
concepts, like a glossary of terms in the telecom-
munications field, in order to allow the system to
determine whether or not the data from the social
networks are relevant

e classifying the data collected from the social net-
works, distinguishing between feature requests
(i.e. requirements in every respect], bug reports,
and general information (e.g. information requests
insufficiently conveyed via the contact center).

The use of this approach and its innovative methods
allows operators to achieve greater user engage-
ment, and to automatically identify and extract the
requirements from social media content.

Geocall

A PROPRIETARY SOLUTION

FOR INNOVATIVE FIELD SERVICE
MANAGEMENT

Up until now, Augmented Reality systems have main-
ly been used in the medical field, for recreational
purposes, and for marketing activities. The develop-
ment of new application solutions now allows it to be
used for companies’ core activities, improving ser-
vice levels while significantly reducing intervention
timing and costs. The use of this type of technology
is destined to change the way we work, especially
in the world of maintenance and support services.
Thanks to the use of these systems, the most expert
personnel will always be on hand at machines and
plants, wherever they are installed, with the possi-
bility of viewing and better managing the risks linked
to safety at the workplace.

In this regard, Engineering offers innovative solutions

designed to augment the perception of the operating
environment and reduce the complexity of the activ-
ities being carried out. Thanks to the integration of
the latest mobile visualization and 3D graphics and
(GIS) technologies, Engineering’s
solutions provide specific, effective support for tech-

georeferencing

nicians and maintenance experts when carrying out
their tasks, adding information (generated artificially)
to the reality observed via the device at their disposal.
OverlT is the Engineering Group company specializ-
ing in the design and implementation of innovative
Field Service applications that make use of Aug-
mented Reality technology to improve the manage-
ment of the activities performed throughout the ter-
ritory, including maintenance and technical support
for plants and infrastructures, sales, and customer
support and relations.

In this regard, Autostrade per l'ltalia has introduced

three solutions designed to make use of the surveying

functions of OverlT's proprietary “Geocall” software,

which provide the mobile technicians with data col-

lection forms to be completed in the field, in order to:

° manage the anomaly inspection activities and
monitor the quality of the entire freeway network
using specific forms to be completed in the field
during the course of the inspections themselves

e improve the operational inspection processes of
the corporate buildings and assets, thus allowing
for any anomalies encountered in the field to be
reported and managed using specific inspection
reports

e support the processes associated with the man-
agement of the forms completed in the field, with
the possibility of attaching multimedia data as
well.

Back by over 20 years of field project experience,
Geocall is an innovative and entirely parametric soft-
ware platform that features a wide range of highly



functional and technological vertical modules de-
signed to support the activities of field technicians
and maintenance personnel with planning, sched-
uling, and mobility functions, as well as integrated
Augmented Reality and GIS systems.

Geocall does not require any further configuration,
and is able to significantly reduce Field Service proj-
ect times in areas ranging from maintenance to tech-
nical assistance and emergency services, which are
provided by both internal and external personnel.

It's a continuously evolving suite that's always up-to-
date with the latest digital and mobile technologies,
including wearable technologies, and Augmented,
Virtual and Mixed Reality, thus offering considerable
flexibility in terms of available functions. In this re-
gard, there are ample possibilities for customizing
and configuring parameters like resources, assets
and services, for importing and creating Work Or-
ders, and for assigning them to the most appropri-
ate resource or team, as well as for conducting the
relative supervision and monitoring activities.

FOX CRM
A STRATEGIC ALLY
FOR BUSINESSES

CRM: three letters to indicate an intangible yet ex-
traordinary business asset. They stand for Customer
Relationship Management, and they denote a sys-
tem that brings together all the customer relation-
ship management strategies within an IT platform
that connects three essential factors: devices, IT
systems, and human resources. This type of system
allows companies to determine the right customer
engagement strategy, to understand their custom-
ers’ requirements, and to respond appropriately to
their need for a solid and lasting relationship.
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The CRM platform is available in both cloud and
on-premises formats. The latter, which is installed
on the companies’ premises, requires advanced
hardware and highly skilled technicians for the in-
stallation, configuration, and continuous updates.
In light of these considerations, an increasing
number of companies are adopting the cloud CRM
model, which does not require the software to be
installed on the computer or any other devices, and
provides access to the CRM platform via the In-
ternet, thus rendering it available at all times and
from any PC or mobile device.

For several years now, WebResults has been sup-
porting a constantly growing working group be-
longing to ENGIE, a major producer and distributer
of gas and electricity, which ambitiously aims to
modernize its infrastructures and its portfolio of
IT solutions by developing an innovative customer
relations management platform, thanks to which it
has succeeded in obtaining 1.3 million new retail
customers and 1,000 new business customers over
the past few years.

The CRM platform is based on cloud technology,
and implemented on a salesforce.com platform.

The project has undergone multiple development
phases and new system update releases:

e the first version was delivered to the company
in just four months, thereby allowing it to use the
CRM platform to manage the acquisition of new
electrical power customers

e the second version supported its dual-fuel (gas
and electricity) offering by allowing cross-selling
and by permitting the billing service

e the third version of the system offered new ser-
vices, such as the management of the customer’s
switching process, by creating a switch factory
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e the fourth release, which came at a time of consid-
erable customer base expansion, provided support
for the B2B customer segment (provided through
a dedicated CRM service) and introduced self-ser-
vice channels for the customers

the fifth version, which was released in late 2014,
improved the self-service aspect for the custom-
ers with the eCRM platform, and implemented the
2013 pilot project regarding a cognitive self-learn-
ing engine capable of managing asynchronous
channels and automatically responding to almost
half of the customer requests.

By providing the company with an effective tool for
its dual-fuel offering and allowing it to operate with
speed and flexibility, the FOX CRM solution has been
essential for helping ENGIE launch and develop its
business activities as an electricity and gas provider.

SMART PRODUCTION WITH
AUTOMATED WAREHOUSES

The future of industry lies the field of logistics. This is
confirmed by international analyses, as well as by the
best practices of several e-commerce giants. But Lo-
gistics can only become a strategic factor for a com-
pany if structured in an innovative manner, and built
around new technologies. In fact, the adoption of au-
tomation systems for warehouse management and
handling operations has proven to be a strategic choice
for companies that manage high volumes of products
with different storage requirements or that need to be
coordinated with an external transport system. One
example of successful “smart production” is a green-
field project (on a virgin site] carried out by Engineer-
ing for a leading company in the Italian food industry,
which commissioned an automated warehouse for the
storage and management its products. The underlying
need was to obtain a single centralized location capa-

ble of coordinating the flow of goods from multiple pro-
duction plants where the customer intends to increase
production and shipping volumes.

Engineering’s Solution Architects came up with an
IT infrastructure based on the SAP Extended Ware-
house Management (EWM] platform, which is capa-
ble of managing a high volume of complex operations
and simplifying the logistics processes. The adoption
of advanced Business Intelligence tools integrated
with data warehouse systems has also allowed for the
complete automation of the processes and equipment,
which can be remotely monitored and managed using
mobile systems.

The result is an unmanned hub that’s able to receive
platforms from the 7 production buildings 24-hour-a-
day, complete with automatic forklifts capable of stor-
ing up to 2,400 pallets per day, in coordination with 50
outgoing trucks.

The presence of extensive roller conveyors connecting
the warehouse to the production facilities allows the
goods to be transferred automatically to the storage
area, while the synchronization of the shipping yard
facilitates the coordination of the handling operations
with the movements of the vehicles entering and exit-
ing the site. The weight and dimensions of each plat-
form entering the warehouse are checked by control
systems, and the platform is only permitted to enter
the warehouse if all the product requirements are met.
At that point, it is collected by a trolley, which brings
it to the most suitable storage area for the product in
question, based on the platform’s size and weight and
the relative temperature requirements. Each aisle has
an automatic forklift with telescopic forks that contin-
uously carries out the storage and retrieval activities
among the storage racks, which are up to 40 meters
high. Thanks to the presence of a double-deep rack, the
forklift is able to optimize time by transporting multiple



platforms simultaneously. The saturation of each room
and the number of platforms on each conveyor belt are
constantly monitored in order to better manage the
flow of goods, with an alert message being generated
whenever the preset thresholds are exceeded.

The shipping yard even has an area dedicated to the
automatic preparation of the outgoing goods. Here,
the goods are transported and distributed along grav-
ity rollers, which lead them to the trucks waiting to be
loaded. The loading phase is the only operation per-
formed by a worker, but the operation itself is overseen
by a monitor, which allows the user to check the prog-
ress of each platform and truck present in the shipping
yard. The driver receives a text message indicating the
date and time of loading and the transport number to
be entered into the totem upon arriving at the ware-
house, in order to ensure that access is only granted
to authorized personnel. The loading is only completed
if the quality controls managed by radio, and carried
out upon 50% of the goods, are passed. Furthermore,
in order to coordinate the movements of the vehicles
in the shipping yard, monitoring tools have been in-
stalled to check which vehicles have finished loading
and which are still waiting.

In the end, the completed automated warehouse per-
fectly met the customer’s expectations, thus ensuring
the optimization of the high-volume logistic process-
es, which are difficult to manage without automation.
The solution proposed by Engineering makes every
storage activity more efficient, while at the same time
constantly monitoring the resources, thus simultane-
ously increasing productivity and accuracy thanks to
a reduced risk of manual errors. Space and time are
both maximized.

The project is therefore aimed at meeting the consid-
erable need expressed by the population, while at the
same time encouraging new users to make use of the
public transport system by promoting an increasingly
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modern and sustainable form of urban mobility that
will decrease traffic and reduce the number of cars on
the road.

THE VIRTUAL FACTORY
IN THE UNITED STATES

Having arisen in the 1990s, and being conceptually
linked to the Maker Faire and Fabrication Laboratory
(FabLab) movements in ltaly, Digital Manufacturing
has come to represent one of the areas of greatest
potential, and has shown considerable growth dy-
namics with regard to the digital “machinery” mar-
ket, the organizational impact that the new business
models have on companies, and the opportunity to
develop application solutions. This dimension, which
is so innovative and, within the urban context, is so
loaded with social expectations at the service of the
community, is becoming increasingly industrialized
and inserted within a production scenario that's
looking for new tools for innovation.

Digital Manufacturing entails original ways of recon-
sidering a company’s positioning, as well as its orga-
nization, production planning, distribution process,
and supply chain. The engineering of the technolog-
ical complexity is simplified, and new applications
and new materials with variable mixes and densities
are developed. Not just 3D printing, but innovative
design, and software and loT solutions.

In the United States, at the request of the Depart-
ment of Defense and the Navy, Engineering has been
engaged in a five-year project aimed at finding new
Digital Manufacturing solutions to be applied to the
Aerospace and Defense sectors. Engineering has
proposed transforming the customer’s current pro-
duction systems into the virtual factory of the future,
or rather creating a full digital enterprise in which
the robotics and production automations are per-
fectly integrated with the digital planning and de-
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sign. Integrated software platforms and advanced
simulation models allow the system or the entire
process to be viewed in a virtual manner before they
are even begun. In this manner, production can be
simulated based on various inputs, in order to mon-
itor what might occur. A “digital twin” (i.e. an exact
copy) of each process or product is created, which
has all the same specifications as the physical twin,
and is dynamically updated to represent the current
state of the actual model. This “digital twin” can be
subjected to tests and trials in order to avoid poten-
tially costly problems or errors, which could even re-
sult in delivery delays.

At this point, within the virtual factory all the pre-
viously disconnected production phases are linked
to one another via the digital thread, which allows
information to be collected and used to ensure con-
tinuous improvement. The digital thread is used to
create a digital package of information regarding
the product, which is enriched during the course of
its life cycle. The first data fed into this package are
those linked to the design phase, which are used
in the simulation tests to evaluate the prototype’s
performance and to determine how to make it. This
information can even extend to the operators who
assemble the product, in order to provide them with
instructions and facilitate their activities. Useful in-
formation can even be obtained after the product
has been launched on the market, in order to eval-
uate its performance or any required maintenance.
If the consumer of the finished product encounters
a problem during use, the digital thread can be re-
traced in order to determine what caused the prob-
lem and figure out how to correct it, after which the
production process can be simulated again in order
to perfect it. Continuous improvement is therefore
guaranteed within a digital factory: every process
output can be reused as input information for the

previous process, so that every part of a newly pro-
duced product is better than the one assembled just
a few seconds earlier.

Therefore, in addition to the processes, the entire
structure itself becomes digital in order to fully ex-
ploit the potential of the digital thread: everything
becomes efficient and integrated, and the informa-
tion collected allows companies to amass a wealth
of useful knowledge whenever new products are in-
troduced on the market, thus ensuring greater effi-
ciency.

The virtual factory even provides for improved work-
place safety, as it offers a simulated preview of the
factory workers” working conditions, thus allowing
any risks to be detected and prevented. Moreover,
the most difficult tasks can be simplified, and can
be even carried out by less skilled workers, thanks
to the use of wearable augmented reality devices,
through which the instructions can be viewed in 3D.

The digital thread and the digital twin are two ap-
proaches that can be implemented in every industri-
al sector, as they provide consumers with a custom
service. Furthermore, thanks to the predictions made
with the augmented reality simulations, the adoption
of these concepts even becomes a competitive ad-
vantage for those who use them, as they facilitate
strategic decisions with concrete data. Compared to
a “real” factory, a virtual factory offers greater pro-
cess flexibility, and is therefore able to respond more
quickly to any changes in the market. Engineering
does not believe that the benefits offered by digital
factories are limited to companies alone: in fact,
the countries that adopt the digital thread concept
and integrate it within their industrial systems will
have a positive impact on the growth of the econo-
my, as was the case during the previous industrial



revolutions. In this scenario, the workers currently
operating within the production sector even become
increasingly qualified, as they are assisted within the
virtual factories by the robotics used to perform the
more manual tasks, thus allowing them to dedicate
themselves to jobs requiring specific skills.
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Society and the global economy are becoming in-
creasingly dependent upon new digital technologies,
and this has made Cyber Security and Security In-
telligence essential for private citizens, business-
es, and the Public Administration. While on the one
hand the increasingly widespread and pervasive use
of digital technologies offers new possibilities in
terms of connectivity, thus encouraging the dissem-
ination of information and the development of new
business models, on the other hand it exposes us to
new risks, including attacks by cyber criminals, who
often try to steal data and compromise the function-
ality of critical structures.

For nearly 20 years now, Engineering has distin-
guished itself on the market by its ability to oper-
ate data centers and manage IT infrastructures for
more than 250 large companies throughout Italy and
around the world.

Positioning itself as a guarantor of high quality lev-

els, and boasting unique know-how in the manage-
ment of sensitive data, the Company is capable of
greatly reducing the risks associated with the breach
or loss of its customers’ information assets.

In this regard, as a confirmation of its desire to be-
come ltaly’s leading IT security player, in 2017 the
Group decided to centralize its entire Cyber Security
market offering within Engineering D.HUB. To this
end, the Group wanted to create a single company
with an large virtual team consisting of all the spe-
cialized figures from the various markets in order to
centralize their activities, without dispersing their
skills, and a series of proprietary solutions derived
from years of experience in the field of IT systems.

D.HUB'’s Cyber Security offering is divided into sev-
eral macro-areas.

Security Compliance Services: business compliance
consultancy services that help customers under-
take pathways of compliance in relation to Privacy/
GDPR, the IS0 27001 standard (Information security
management systems), and the 1SO 22301 standard
(Business Continuity Management).

Managed Security Services: the centralized Ser-
vices of the Security Operation Center, which helps
customers monitor the security events generated by
their infrastructures, assists them with the manage-
ment of the incident process, helps them manage
the evidence collection and retention requirements
for regulatory purposes, supports them with an ear-
ly advisory service, helps them monitor their level of
exposure to cyber threats through ongoing fleet vul-
nerability monitoring programs, helps them manage
their security infrastructures through managed se-
curity services, and supports them with value-added
services, such as protection against massive DDoS
(flooding) attacks, etc.

Security Projects & Consulting: professional servic-
es for the implementation/updating of the following
types of services: network security, log collection
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and evidence analysis, access rights management,
advanced data repository (DB or file system) protec-
tion.

Ethical Hacking Services: (vulnerability assess-
ments or penetration tests) aimed at verifying the
resilience of the customer’s infrastructure or the
applications published on the infrastructure.
System Integration Services: such as the imple-
mentation of Identity Access Management solutions,
the integration of security tools with central govern-
ance systems, the improvement of the customer’s
physical security infrastructure.

Engineering provides its customers with data
storage services at its own Data Centers locat-
ed throughout the country. The four Data Centers
owned by the Group cover an area of nearly 6,000
m? and already house more than 20,000 servers with
over 10 petabytes of data. Over 2 million tickets (in-
tervention requests) are processed each year for the
tens of thousands of applications that run on serv-
ers. An NOC (Network Operations Center] and SOC
(Security Operations Center) control infrastructure,
consisting of instruments and qualified supervisory
personnel, guarantees 24/7 assurance of contractu-
al service levels and protection against attacks, with
billions of events being monitored, correlated, and
analyzed on an annual basis.

Compliance with market standards like ISO 27001,
the certification of the Data Centers according to
the Uptime Institute Tier4 standard, the automation
of the operations management activities, and staff
competence are all key elements for guaranteeing
the continuity of the customers’ business, the neces-
sary segregation of the data, and protection against
external attacks.

The ability to balance skills and solutions in the field
of security, and, above all, to combine resources and
components for consulting, compliance, manage-

ment and automation purposes, allows for the cre-
ation of comprehensive service packages tailored to
meet the customers’ actual needs, which are often
too intricate and complex (especially for enterprise
customers) to be addressed with individual tools or
standard solutions.
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THE GDPR AND THE ROLE OF ENGINEERING

As of May 25, 2018, EU Regulation 2016/679 (known
as the GDPR - General Data Protection Regulation)
concerning the protection of natural persons with
regard to the processing and free circulation of per-
sonal data, is directly applicable to all legal subjects
within all EU Member States. As indicated by the EU
Commission itself, the GDPR arose due to the spe-
cific need for legal certainty, harmonization, and a
greater simplification of the regulations governing
the transfer of personal data from the European
Union to other parts of the world. The new regu-
lation introduces new aspects for the protection of
personal data in terms of their availability, integrity,
and confidentiality.

These include:

e the proactive elimination of the data (Right to be
forgotten), according to which, once the neces-
sary conditions for the processing of the personal
data cease to exist, they must be proactively elim-
inated.

¢ the obligation to promptly disclose any breaches
of privacy to those affected within 72 hours

e accountability, or rather the obligation to demon-
strate all the privacy measures adopted in com-
pliance with the European Regulations

e analysis and impact assessment on data protec-
tion

e organizational supervision, with the obligation to

appoint a Data Protection Officer for the public au-

thorities or if the organization’s activities consist of

processing operations that require the large-scale

monitoring of particular categories of personal

data (sensitive data, genetic data, biometric data,

judicial data, etc.).

One aspect that will have a greater impact upon
the management of security within organizations
regards loss of data. The need to identify and re-
port such violations will require companies to have
a greater ability to effectively detect incidents by
monitoring the critical issues encountered within
their own information systems. Organizations could
therefore be compelled to obtain more information
on security incidents (which currently aren’t widely
distributed), the lack of which poses a limit with re-
gard to the use of risk management systems based
on risk assessments.

In response to the GDPR, Engineering D.HUB offers
assistance in planning the regulatory adaptation of
processes and infrastructures with respect to the
Regulation’s provisions. The process essentially
starts with a gap analysis being performed upon the
management model, which identifies roles and re-
sponsibilities, and analyzes the current situation. At
the same time, the roles and responsibilities, poli-
cies and internal procedures are codified.

The activity then continues with the re-elaboration
of the previously identified requirements, which
are designing so as to ensure that the processes
comply with the new European regulation. The pro-
cess concludes with the Infrastructure Compliance
phase, in which solutions designed to effectively
support the business requirements are provided.
After having completed the remediation design
phase, Engineering D.HUB further supports the
customer during the management phase by offer-
ing services and consulting.
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At the European level, Engineering has increased its

activities associated with the Horizon 2020 research

and innovation program, especially with regard to

the four areas defined in the European Community’s

IT security strategy:

¢ Fight Against Crime and Terrorism: in terms of
innovative Security Intelligence solutions and ser-
vices, and investigative support for law enforce-
ment agencies

e Cyber Security: in terms of information security
for the protection of digital assets and the loT.

e Border and External Security: for the protection
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‘ THE EUROPEAN CYBER SECURITY PROJECTS

of the national and European borders, for the pur-
poses of which the company’s counterpart is the
border police and all the authorities with border
protection duties

* Protection of critical infrastructures: for the
management and planning of the infrastructures’
resilience in relation to any disasters of natural or
human origin that might damage strategic assets
like the power or water grids, financial and tele-
communications systems, means of transport, or
sensitive industrial sites like chemical plants.

The Group’s research activities have also been con-
solidated and expanded in recent years through its
involvement in numerous projects and networks.
In particular, Engineering’s Research and Devel-
opment laboratory coordinates the Cyber Security
working group of the EQOS (the European Organiza-
tion for Security).

Engineering also helps coordinate the Cyber Secu-
rity for Smart Cities working group, and participates
in the Strategic Research Agenda for Cyber Security
working group at the ECSO, an organization estab-
lished by the European Commission in mid-2016 for
the purpose of defining the contractual Public Pri-
vate Partnership (cPPP) for Cyber Security.
Engineering’s Security Intelligence research unit has
frequent interactions with the European Commis-
sion’s Directorate-General for Migration and Home
Affairs on issues concerning counter-terrorism.
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THE PROTECTION OF CRITICAL INFRASTRUCTURES

IN HYPERCONNECTED SOCIETIES

by LUIGI ROMANO

I Modern society has become hyperconnect-

ed, and cyberspace, or rather the place where In-
ternet-based operations take place, is undergoing
unprecedented development thanks to the spread
of broadband. Within the context of the provision
of services of great interest to the community and
national security, the increasingly widespread and
pervasive use of Information and Communication
Technologies requires us to reflect upon the intri-
cate and increasingly complex problem of the secu-
rity of connected technologies and critical network
systems, which consist of complex systems made up
of a large number of functional networked hardware
and software units with stringent security, reliability
and performance requirements.

There has been an exponential and qualitative-quan-
titative increase in cyber attacks in recent years,
which places the security of information a serious
risk.

In just one year's time, the cyber threats against It-
aly’s critical infrastructures multiplied by a factor of

TRILLION
SOCIAL NETWORKS FOR THE
SECURITY OF CITIZENS

The Digital Transformation at the service of citizens’

security. A scenario that's not only possible, but
probable, and, thanks to new technologies, is even
capable of giving rise to the “proximity policing”
invoked by many. In fact, through the development
of new two-way channels of collaboration between
citizens and Law Enforcement Agencies (LEAs), the
Trillion project helps speed up the identification of
risks, facilitate their prevention, and establish effec-

five, with the number of alerts amounting to 28,500
in 2017, and the actual attacks amounting to 1,006.
These figures were certified by the Postal Police in
their 2017 financial statements.

In addition to system continuity, the attacks often
target information that falls within the category of
sensitive data, the improper processing of which
can lead to serious violations of the freedoms and
fundamental rights under the new General Data
Protection Regulation (EU) 2016/679 (GDPR]), which,
as is well known, establishes a new European legal
framework for the protection of personal data by
requiring companies and public administrations to
adopt technical and organizational measures for the
legal, secure and transparent processing of person-
al data.

As already highlighted in the White Paper published
by the CINI National Cyber Security Laboratory, the
phenomenon appears to be so widespread as to re-
quire a unified response by the national economy. In
fact, Cyber Security isa common social issue of max-
imum importance to growth and well-being, which

tive collaboration that will encourage citizens and
law enforcement to work together.

Engineering coordinates the project, while at the
same time providing the system’s global architec-
ture and engaging ltalian users. This European so-
cio-technological platform is aimed at facilitating
and streamlining collaboration between citizens and
law enforcement agencies. The platform’s operat-
ing environment is not just limited to the immediate
management of a crisis, but also extends to the pe-
riod immediately prior to it, thanks to the rapid iden-
tification and prevention of any imminent risks. The
main challenges faced by the Trillion project include:



must be tackled by effectively improving the defense

of critical national infrastructures, governmental or-
ganizations, companies, and private citizens.

In particular, | believe that the three most complex
areas in need of greater attention are the following:
the protection of critical infrastructures, the secu-
rity of the technologies that allow things to connect
to the Internet (Internet of Things), and the security
of data, applications and infrastructures in the cloud
environment.

The FITNESS (Fault and Intrusion Tolerant Net-
worked SystemS) laboratory, which | have been di-
recting for over ten years now, deals with the design,
development and evaluation of network processing
systems that are even capable of functioning cor-
rectly in the presence of malfunctions caused by
natural phenomena and deliberate attacks by crim-
inals. In this context, we have observed a constant
increase in systems classified by technical/scientific
literature as emerging critical network systems.

These consist of applications for: e-banking, e-gov-
ernment, digital health and e-business; telemedi-

establishing the confidence necessary to stimulate
the provision of information, ensuring that the infor-
mation is realistic and credible, and using the data
collected through secure two-way communications,
which guide the actions of those in the vicinity of an
identified risk situation.

The Trillion project is developing a complete service
platform and mobile applications (even on wear-
able devices) that support real-time collaboration
between law enforcement officers, first responders
and citizens, while at the same time ensuring the
confidentiality and protection of the data collected.
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cine and remote surveillance; multimodal transport;
space, air and rail control; critical infrastructures
and the Internet of Things are also developing rap-
idly in order to ensure the secure management of
the transactions between the objects that make up
the loT network, which still remains highly exposed
to cyberattacks. These systems must also guarantee
proper functionality in the presence of malfunctions
and attacks, albeit to a reduced extent.

While some important results have already been
achieved on these issues, in Italy there is still a lot to
do in terms of investments and the ability to develop
new tools, because there is now a clear correlation
between a country’'s economic prosperity and the
quality of its cyber infrastructures within the nation-
al production system and the Public Administration.

Luigi Romano

Professor of Information Processing Systems (Comput-
er Engineering), Coordinator of Information Engineering
courses at the Parthenope University of Naples, and col-
laborator at the ITEM Laboratory of the National Inter-uni-
versity Consortium for Computer Science.

COMPACT

PROTECTING THE PUBLIC
ADMINISTRATION AGAINST CYBER
ATTACKS

The constantincrease in the number of cyber attacks
against the Public Administration, and their height-
ened level of sophistication, are threatening the prop-
er functionality of Italy’s institutions. This is explained
by the 2017 policy paper titled Cyber Security in the
Public Administration, which was drawn up following
a public sector managerial course organized by the
School of Government at Luiss Guido Carli University.
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The document explains how vulnerabilities must be
both prevented and resolved by optimizing the ICT
structures’ performance.

Rather than a state that must be maintained in order
to be preserved, IT security must be seen as a process.
The document therefore suggests conducting pene-
tration testing in order to assess the vulnerabilities of
Public Administration services and critical infrastruc-
tures of national interest, after which countermea-
sures can be proposed based on the same.

Technological threats are constantly increasing, and
represent the most significant risk faced by Public
Administrations. However, technological, organiza-
tional and structural issues are hindering their ability
to improve their levels of IT security, especially among
local public administrations (LPAs). The situation is
made even more complex by budget constraints, and
by legal, ethical, social, and privacy regulations.

With the COMPACT project, Engineering aims to pro-

vide LPAs with the tools and skills necessary to take

charge of the process of improving their protection

against IT attacks. The project’s specific goals are:

e to increase awareness, skills and protection

e to promote the exchange of information among
Public Administrations throughout Europe

e to connect Local Public Administrations with the
main EU initiatives, including the newly formed
public-private partnership on IT security.

The COMPACT project’s innovations are applicable at
both the technological and process levels, which is an
important aspect in terms of getting the LPAs’ staff
involved in improving their protection against cyber
attacks.

At the process level, the COMPACT project adapts the
Plan-Do-Check-Act (PDCA] methodology to the LPAs
in order to allow for the repeated removal of the se-
curity hurdles, and to ensure compliance with the EN

ISO/IEC 27001 and BS ISO/IEC 27005 standards.

The COMPACT project also provides an integrated
support platform through various types of tools/ser-
vices: risk assessment, learning based on a playful
approach, and monitoring and knowledge-sharing
services. All these services are characterized by a
high level of automation and usability for non-experts.
The results of the COMPACT project have been vali-
dated through five cases involving 5 users in 4 Euro-
pean countries.

90% of the COMPACT project’s solutions will reach a
high level of Technological Readiness (TRL7, demon-
stration in the operational environment), while the
remaining parts will reach the TRLé level ([demon-
stration in a relevant and realistic environment). En-
gineering is responsible for the project’s coordination,
and will focus upon defining and supplying the entire
platform, including the open interfaces. It will also
provide the project with: the risk assessment tool de-
rived from its experience with the CYSPA (European
Cyber Security Protection Alliance) project, which has
subsequently been developed; the CyberConnector
collaboration platform (one of the Engineering Re-
search and Development Laboratory’s key assets);
and OPENNESS.edu, the training platform developed
within the framework of the VINCENTE research
project, which is aimed at defining, implementing and
testing a platform of services in support of ecosys-
tems for sustainable entrepreneurship.

* MARISA
o MONITORING THE SEA'S
¢ BORDERS

On the one hand humanitarian needs and the rights
of migrants and asylum seekers must be protected,
while on the other hand States have the right to pro-
tect their borders against the threats of international



crime and illegal trafficking. This is the conundrum
surrounding the control of ltaly’s borders at sea,
where the situation is becoming increasingly serious
and complex.

In this context, in view of the potential offered by
technological innovation, Engineering has made a
valuable contribution by creating the MARISA (Mar-
itime Integrated Surveillance Awareness) platform,
which fosters the sharing of knowledge, resources
and services through the integration maritime sur-
veillance data provided by various authorities oper-
ating in this field.

The safety of our seas and coastlines, which is be-
coming an increasingly important issue on the Euro-
pean agenda, requires constant collaboration among
all the actors involved in maritime surveillance, es-
pecially among the administrations of the European
Member States and agencies.

In order to address this challenge, the EU has
launched numerous initiatives. The vast amount of
“raw data” available can not be utilized by the cur-
rent maritime protection support systems, as they
are not accessible in real-time, and often aren’t in-
teroperable. The MARISA project’'s main objective,
therefore, is to provide the agencies responsible for
safety at sea with a tool for performing data anal-
ysis, and to make available a series of methods,
techniques and modules, in order to correlate and
merge heterogeneous and homogeneous data from
different sources, including the Internet and social
networks.

The MARISA project aims to facilitate the exchange
of information among the various actors, and to
streamline the decision-making process and reac-
tion times, thanks to a more in-depth knowledge
of the situation at sea, even in real time. The pro-
posed solution provides mechanisms for obtaining
in-depth information from any Big Data source, for
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performing heterogeneous data analyses based on
geographic and spatial representations, for using
new and traditional search patterns to identify pos-
sible connections between events, and for exploring
predictive analysis models to illustrate the effects of
the interaction of the objects observed at sea. The
MARISA project also provides reporting tools and
ad hoc services to support the users and systems in
their daily activities, and will also provide tools for
viewing and navigating the data resulting from the
data merge process.

The involvement of 5 industry operators as full part-
ners will allow us to align the innovation with the us-
ers’ needs and validate the toolkit through a series
of cross country and cross domain tests.

STORM
SAFEGUARDING
EUROPE'S ARTISTIC

AND CULTURAL HERITAGE

As one of the world’s richest countries in term of
cultural and artistic heritage, Italy attracts millions
of people each year. Italy has approximately 5,000
public and private museums and similar institutions
open to the public. This wealth of cultural venues
records over 100 million admissions on an annu-
al basis. Protecting and preserving this heritage is
therefore a major priority, not only for ensuring the
protection of Italy’s and Europe’s cultural identity,
but also because it generates wealth, and is a driver
for economic growth.

Due to the vastness and complexity of this heritage,
of the deterioration processes to which it is subject
must be carefully examined in order to prevent prob-
lems from arising, which are often discovered after
it's too late. Artistic and cultural assets are also in-

109



110

A MORE MODERN SOCIETY AT THE SERVICE OF THE CITIZENS

creasingly exposed to climate change and natural
hazards, which threaten their integrity and could
compromise their value.

The STORM project (Safeguarding Cultural Heritage
through Technical and Organizational Resources
Management) arose within this context as an inter-
national effort aimed at protecting Europe’s cultural
heritage. The project is coordinated by Engineering
and is funded by the European Commission within
the framework of the Horizon 2020 program’s 2014-
2015 work plan titled Secure societies - Protecting
freedom and security of Europe and its citizens.

The STORM project’'s objective is to analyze, eval-
uate, and design a series of measures to safeguard
Europe’s artistic and cultural heritage, in order to
maximize their effectiveness in space and time. All
with an innovative approach aimed at rendering
the underlying prevention processes more user-
oriented, so that the citizens can gain a greater aware-
ness of what the protection of these assets entails.
The aim is to improve the current state of the art by
taking preventive actions aimed at preserving his-
torical structures, and by anticipating and identify-
ing appropriate emergency measures, thus creat-
ing a network of knowledge and tools to be shared
among all the European partners. STORM tools and
services are intended to provide a global and holis-
tic overview of the entire value chain: an integrated
reference framework that allows the cultural asset
to be managed like the center of an ecosystem that
improves its protection with the support of ICT tech-
nologies.

The project focuses upon the existing processes as-
sociated with three distinct areas: prevention, inter-
vention, and planning and management policies.
With regard to the first area, the work consists of se-
lecting, integrating, and perfecting the environmen-
tal assessment methodologies, in order to effec-
tively analyze and map the environmental changes

and natural hazards, with the aim of implementing a
support service capable of mitigating and minimiz-
ing their impacts.

As for the second area, software applications and
maintenance tools designed to foster the rapid res-
toration and long-term preservation of the assets
are currently being implemented, with the aim of
ensuring the preservation of their historical and cul-
tural integrity.

With regard to the last area mentioned, the STORM
project’s most innovative aspect lies in the creation
of stakeholder communities dedicated to collabo-
ration and knowledge sharing, with the aim of co-
creating, sharing, and managing practices, knowl-
edge and experiences for the sustainable protection
of cultural heritage.

The project has a three-year duration (2016-2019),
and involves 20 partners located in 7 different Eu-
ropean countries (ltaly, Greece, Portugal, the United
Kingdom, Austria, and Germany) and in Turkey. The
public sector Italian partners include the Ministry of
Cultural Heritage and Activities (MiBACT) (through
the Special Superintendency for the Colosseum, the
National Roman Museum, and the Archaeological
Area of Rome), the Ministry of the Interior (through
the National Firefighters Corps), and the University
of Tuscia, which are accompanied by two industri-
al companies: Engineering, as coordinator, and the
Tuscan company Resiltech. At the international level,
there are two additional ministries: the Greek Min-
istry of Culture and the Portuguese Government’s
General Directorate of Cultural Heritage.

The STORM project has been tested at experimen-
tal sites exposed to various types of threats, whose
peculiar characteristics render them unique case
studies. They are located in five different countries:
Italy, the United Kingdom, Portugal, Greece and Tur-
key. The pilot sites, which are also project partners,



are the following:

e the monumental complex of the Baths of Diocle-
tian in Rome (Italy)

e The Mellor Archaeological Trust in Greater Man-
chester (the United Kingdom)

* the Roman ruins of Trdia, near Setubal (Portugal)

e the ancient fortress of Rethymno, on the island of
Crete (Greece)

* the Grand Theater of Ephesus, in Anatolia (Turkey).

The first phase of the STORM project’s work plan en-
tails the verification of the major risk types in each
experimental area present within the relative geo-
graphical territory.

The next phase is dedicated to the installation of
sensors for monitoring the sites’ atmospheric condi-
tions and anthropic and environmental parameters.

The actual experimentation will be subsequently
carried out at the pilot sites, followed by the evalu-
ation of the results and, lastly, the study of the eco-
nomic sustainability models of the infrastructure
created.

According to the STORM paradigm, the interaction
of all the subjects populating the territory surround-
ing the asset is crucial for the protection of the ar-
tistic and cultural heritage. In other words, all the
categories of stakeholders (whether administrators,
operators in charge of the assets’ management and
maintenance, prevention and emergency interven-
tion supervisors, or private citizens) must have a
dedicated channel of communication through which
they can contribute to the protection of the cultural
and artistic heritage.

The STORM project will be an exciting and ongoing
challenge, above all due to the important role that
cultural heritage plays for Italy. Being able to inte-
grate the results of our scientific research into new
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ICT services, which will help to preserve and protect
Italian and European monuments from unavoidable
threats, even of natural origins, will be the best way
to exalt the value of our skills and our potential for
innovation.

SECURITY AWARENESS
ATTENDING SCHOOL AT ENGINEERING
TO CREATE A CORPORATE CULTURE

The human factor is one of the most critical Cyber
Security management issues faced by companies
and organizations operating in all sectors: in fact,
one of the main causes of breaches are employees
who are insufficiently trained to prevent attacks, and
who often find themselves unwittingly acting as ac-
complices for hackers’.

The dissemination of an IT security culture is the key
to addressing the problem. Without proper educa-
tion, organizations are defenseless against aggres-
sion, because we can’t defend ourselves against that
which we do not know. For example, everyone knows
that companies are exposed to the risk of ransom-
ware (a new generation of malware that’s becoming
increasingly sophisticated and popular among hack-
ers), which acts upon the weakest links in the chain:
individuals who haven’t been trained to deal with
these types of attacks.

Security therefore is not a technological problem,
but rather an organizational and process-related
problem, and the average level of preparedness
among ltalian companies is still quite low in terms
of IT security. In fact, it's not even unusual for a me-
dium/large company to have no structure at all in
charge of creating a corporate IT security culture.
The most common situation remains that of the IT
manager who's also in charge of IT security aspects,
thus resulting in the problem being interpreted in
terms of “service continuity risks.”

7 Human Factor in IT Security (Kaspersky Lab, 2017)
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Like any other form of education, the dissemina-
tion of a security culture involves two main steps:
the involvement of the entire population in training
programs, and the establishment of clear operat-
ing rules aimed at reducing the risk; all preferably
accompanied by an organizational model that does
not consider the issue of cyber security to be less
important than other issues.

The approach to this topic has been improving in
recent years. More and more companies have an
actual security manager and are adopting industry
standards like ISO 27001, although the overall per-
centages are still well below the average. In this
sense, the regulatory requirements contribute to the
growth of the national economy. Although the idea of
imposing an awareness of certain issues is not ex-
actly the best way to improve corporate security cul-
ture, it is nevertheless a way to force organizations
to address the issue, and being subject to potential
audits or penalties becomes a stimulus for develop-
ment.

In light of the current scenario, for years now Engi-
neering has been developing a series of consultan-
cy services aimed at providing customers with staff
classroom training through its own “Enrico Della
Valle” IT & Management School, as well as through
the professional services available on the custom-
er's premises.

Engineering has a systemic approach based on the
concept of “Security by Design”, which, above all
else, emphasizes the need for an awareness of the
problem by creating a culture of security that allows
for the management of certain cyber risks to be en-
visaged and, if possible, anticipated. This means en-
couraging all the organization’'s members to “think
in terms of security”, to talk about the issue, to dis-
cuss any shortcomings in the existing solutions, and
to indicate any need for intervention. Security must

become a social issue within the context of the or-
ganization.

In order to obtain a greater qualitative return from
its awareness-raising program, Engineering’s train-
ing services make use of digital tools that work ac-
cording to a logic similar to those used in advertise-
ments by the media to continuously raise people’s
awareness.

For example, the employee training activities are
aimed at explaining the risks associated with open-
ing a suspicious e-mail, picking up a USB flash drive
in the parking lot, or providing confidential informa-
tion over the phone. There are currently only a few
companies that pursue structured security aware-
ness programs for their corporate populations, and
this is certainly one of the open topics in which great-
er investments must be made in the future in order
to mitigate the risks posed to the organizations.




Environmental protection is imperative for any com-
pany that wants to leave its mark on human devel-
opment, while at the same time contributing to the
improvement of the public's well-being. The pursuit
of environmental protection is no longer merely an
obligation imposed by international directives, but is
rather a moral duty for every business, as well as
an opportunity for economic growth. In fact, by way
of example, the application of ICT solutions to key
segments of the economy, such as Industry, Energy
& Utilities, and Transport, makes a significant con-
tribution to major environmental challenges by en-
suring resource savings and energy efficiency.
Innovation therefore plays a strategic role in relation
to this issue, and Engineering has been engaged in
projects targeting the market and research efforts
throughout Europe for many years.

HOME ENERGIA
CONSCIENTIOUS AND SUSTAINABLE
DOMESTIC ENERGY CONSUMPTION

Energy saving has become a complex problem due
to the exponential increase in energy demand. In the
European Union, the management of residential and
tertiary buildings is responsible for 42% of energy
consumption.® This is a growing concern, because
energy resources are limited, and global energy de-
mand is expected to double by the end of 2030, with
negative implications for the environment.

Ecology must become a primary objective for the
homes of the future, as well as those of today. It is
therefore necessary to begin developing innovative
and efficient solutions that will make every home
compliant with the latest sustainability standards.
In this sense, “smart” has become the word of the
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day. A smart home, for example, is a structure that’s
capable of helping its users properly manage their
energy consumption. The implementation of such
precise functionality, however, requires much more
detailed information. In order to achieve this goal,
the research efforts have led to the development of
NILM (Non-Intrusive Load Monitoring] methods for
analyzing consumption data. Engineering’s solution
exploits the Group’s expertise in the loT and Machine
Learning sectors for reading and interpreting the
consumption data in order to attribute them to the
device/appliance that generated them. This solution
represents a true revolution in the field of energy
consumption control.

By using these types of systems, and choosing the
right components, it is possible to monitor the elec-
trical consumption of individual appliances, as well
as the overall consumption generated by the home.
The analysis of the consumption data allows us to
understand the users” habits, and identify any incor-
rect behavior that can be improved.

The entirely Cloud-based Home EnerglA solution
brings NILM technology to the home. From a sin-
gle reading point on the main electrical panel, the
aggregated current, voltage, and active and reactive
power readings, as well as the relative harmonics
sampled at over 1 kHz, are uploaded to the Cloud in
real time by a smart meter, over a Wi-Fi connection
(prerequisite of the home).

The project entails the construction and installation
of a special smart meter at the homes of dozens of
pilot users, and the creation of a central server for
collecting the transmitted data, executing the NILM
algorithms, and hosting a analytic web interface for
consulting the disaggregated data.

Using NILM technology, Engineering aimed to cre-

8 Research conducted by Scenari Immobiliari.
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ate a system capable of capturing the aggregat-
ed electrical load information at the user’'s home,
processing it to extract significant parameters, and
transmitting it to remote algorithms, where it is dis-
aggregated in order to determine how much energy
each device consumes at a given time. The system
even allows the user to access their disaggregated
data using a mobile devices for consultation and
analysis purposes.

The Artificial Intelligence algorithms developed and
continuously implemented by Engineering guar-
antee the disaggregation of the home energy con-
sumption data in order to identify each individual
energy-consuming device and its relative usage and
consumption data.

The platform provides for two flows of information to
the customer:

e real time: returns what happens at the home in

real time
e periodic analyses: summaries, analyses, and re-
ports elaborated and stored in the Cloud.

Furthermore, in order to keep the data load negligi-
ble with respect to the home’s Internet bandwidth,
the smart meter operates using edge computing
logic. The adaptive disaggregation algorithms in-
terpret the signals sent to the Cloud, and compare
them with the energy fingerprint libraries of the var-
ious loads/appliances present. In this manner, the
electrical device is identified, and its functionality
is “monitored” using Fast Fourier Transformation
analysis. The constant updating of fingerprints and
an advanced Machine Learning methodology guar-
antee the algorithms’ improvement and the solu-
tion’s continued efficiency over time.

The Home EnerglA Smart Device also differs from
other products on the market in terms of its instal-
lation type, which is completely integrated into the
customer’s electrical panel and can only be operated

by qualified personnel: this allows for communica-
tion independent of the distributor/meter pairing.
The use of a solution of this type ensures greater
security for the customer, fewer after-sales inter-
ventions for faults and support, and highly reliable
readings compared to those obtained using tradi-
tional current clamps.

ECOSPRAY AND ENGINEERING
SHIPS MONITORED
FOR POLLUTANT EMISSIONS

The continuous increase in maritime traffic driven by
the cruise sector is raising awareness of the need to
address the issue of the pollutant emissions gener-
ated by the engines used to propel and power these
vessels. In particular, the main concern regards at-
mospheric sulfur emissions, which vary depending on
the type of fuel utilized.

Since new and more restrictive rules are expected to
be implemented in the coming years in order to re-
duce these emissions, all the shipping companies are
currently preparing themselves using various strate-
gies. The current challenge is to reduce SO, emissions
using low sulfur fuels or EGC (Exhaust Gas Cleaning)
Systems, commonly known as “scrubbers”, which use
salt water carry out the fume desulfurization (DeSO,)
process.

The main techniques for eliminating the sulfurated
compounds present within the fumes are carried out
using desulfurization towers. Inside these towers, the
stream of exhaust gas to be purified flows through a
conduit and interacts with sea water, which serves to
capture the pollutant compounds themselves.

Ecospray Technologies, a leading manufacturer of
these systems, has patented its ECO-ECTM OPEN
LOOP system, which uses sea water to eliminate the
SO, contained within the exhaust gas. lts efficien-



cy always meets and exceeds the IMO limits for gas
emissions and wash water quality, with no limits to
the sulfur content in the fuel (up to 3.5%).

Ecospray Technologies, which was looking for highly
specialized personnel with process automation skills
to collaborate on the automation development and
plant start-up phases, partnered with Engineering in
2015. Being a reliable and competent partner, Engi-
neering initially integrated two of its technicians with-
in the Ecospray Technologies working group. Within
the span of 3 years, Engineering’s support gradually
increased, reaching a total of 6 units in 2017.

In particular, Engineering has contributed to the de-
velopment of the control system software that allows
for the autonomous management of the sea water
pumps for regulating the towers’ flow rates and for
optimizing their performance and consumption.

The GUI has been carefully designed and developed in
collaboration with the on-board staff to ensure maxi-
mum ergonomics. Particular attention has been paid
to the development of communication functions capa-
ble of interfacing with the system'’s various essential
components, such as the fume and water analyzers,
and shipboard automations.

Numerous sensors acquire information elaborated
by the automation system in order to manage the
process in complete safety and prevent flooding; the
fume and wastewater analysis data are acquired and
stored in encrypted databases.

* RED
e AGAINST THE RISK OF AVALANCHES
e AND ROCKSLIDES

According to the Legambiente 2017 Ecosistema
Rischio data, the hydrogeological risk has rendered
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Italy increasingly unsafe, due to climate changes that
are amplifying the effects of landslides and floods.
At least 7.5 million citizens live and work in areas at
risk. 70% of Municipalities have homes in areas at
risk, while 27% have entire districts in areas at risk,
and 15% have schools and hospitals in areas at risk.
Over the past five years, the country has recorded
102 extreme environmental events involving floods
or landslides, resulting in 56 state of emergency
declarations, for an economic cost of € 7.6 billion,
and an even greater cost in terms of loss of life.

These figures clearly reveal the need for research
and innovation projects capable of preventing these
phenomena, in order to limit them whenever possi-
ble, and, above all, to prevent them from claiming
additional victims.

Engineering is heading up a research project, fund-
ed by the Valle d’Aosta Region within the context of
the 2014/20 Investment Program for Growth and
Employment (FESR) and the 2014/20 Program in
Support of Growth and Employment (ESF], aimed at
creating an operational risk management dashboard
linked to the phenomena of avalanches and rock-
slides. The RED (Risk Evaluation Dashboard) project
intends to use specific algorithms to provide the in-
formation required by land management bodies in
order to carry out careful and timely assessments
of the type of mitigation action to be taken during
emergency and non-emergency situations.

The RED project consists of three sub-projects belong-
ing to two distinct operating units: the first deals with the
modeling, monitoring, and management of data relating
to hydrogeological instability phenomena through in-
depth research, while the second is aimed at developing
a complete, reliable, and easy-to-use software applica-
tion capable of providing appropriate landslide risk sce-
narios and avalanche probability assessments.

115



A MORE MODERN SOCIETY AT THE SERVICE OF THE CITIZENS

THE DIGITALIZATION OF ENERGY FOR THE

DE-CARBONIZATION OF THE ENERGY SECTOR

by ANTONELLO MONTI

I (N my experience, digitalization plays an
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important role in the energy sector, especially in
terms of supporting the de-carbonization process,
and therefore in the fight against climate change.
In particular, the growing role of renewable ener-
gy requires an increase in the application of in-
telligent systems in order to guarantee operation-
al stability. In fact, the Italian mix of electricity
production has witnessed a considerable increase
in renewables in recent years, which needs to be
supported by a change in the design, management
and connection of the Italian electricity grid, and
by support from end users throughout the market.
The modernization of the energy system requires
the automatic processing of data to be constant-
ly balanced by a computer, on both a local and
global level. In this sense, certain IT technologies,
such as cloud computing solutions, offer major
opportunities in terms of scalability and flexibil-
ity. In this regard, there has been a recent shift
away from the smart electricity grid concept, and
towards the neutral grid concept. Neutral grids
represent much more than just the next genera-

This instrument will therefore serve as a risk man-
agement support tool, by helping to define guided
pathways of navigation among the processed data.
In fact, the RED project is dedicated to meeting the
need for an integrated product capable of acquiring
and processing territorial and environmental data.

The system will implement the existing databases,
as well as new types of data obtained through the de-
velopment of low-cost geophysical sensors and the
performance of LiDAR (Light Detection And Ranging)
surveys by helicopters. The dashboard is thus mainly

tion of smart grids, which basically consist of me-
chanical transmission and distribution networks
enhanced by pockets of automation, connectivity
and centralized IT systems. In fact, neutral grids
imply a much more powerful platform of hardware
and software resources, which exploit ubiquitous
connectivity, cloud computing, robotics and artifi-
cial intelligence to carry out a wide range of ener-
gy and non-energy related applications.

It is the last act of the grid’s modernization, capa-
ble of transforming the existing infrastructure into
a platform that will support a fully mature Energy
Cloud environment. Much progress has now been
made in this sense, even if a long-term vision for
the system has not yet been established, despite
several studies indicating that the distributed en-
ergy resources, like photovoltaics, energy storage,
and microgrids, could provide a sufficient energy
capacity to meet the global demand by 2035°.

With regard to the creation of a unified digital ener-
gy market within Europe, one successful instance
that | would like to mention, because | follow it di-
rectly, is that of the FIWARE platform, whose net-
work participants include both Engineering and

intended for Public Administrations, as an evalua-
tion tool for local planning and management deci-
sions, and for professionals, as a tool for conducting
and supplementing in-depth sector studies aimed at
facilitating the planning of risk mitigation measures.
In the future it will also be available to freelancers
who deal with the issues in question. In addition to
Engineering, in its capacity as project leader, four
other partners are also involved in the project.

? From Smart Grid to Neural Grid (Navigant Research 2018)



the RWTH Aachen University research center, with

which | collaborate.

FIWARE arose with the aim of accelerating the
development and adoption of technologies for Eu-
rope’'s Future Internet, and its greatest contribu-
tion consists of the possibility of breaking down
the so-called data-sylos [i.e. the management and
exploitation of information in watertight compart-
ments) and sharing the data, from different sec-
tors and ganglions of society, which are the true
drivers of change, and can now be exploited and
put to common use through Open Source technol-
ogies and platforms. This free exchange of data
opens up countless possibilities. Within the con-
text of the European FISMEP (FIWARE for Smart
Energy Platform] project that I'm coordinating,
we're significantly expanding FIWARE's energy
applications.

In fact, FISMEP is exploring the possibility of cre-
ating an open cloud platform for energy systems.
The project is analyzing a series of usage cas-
es in three different countries, which involve the
end-user’s experience and behavior, smart build-

GREATER ENERGY EFFICIENCY FOR THE
DATA CENTERS

The introduction of digital offerings, and the relative
services made available to the end user, have led to
an increase in ICT resources. In turn, this situation
has generated an increase in the resources used at
the data centers themselves, and, consequently, an
increase in the energy requirements needed to man-
age them. Engineering’s offering covers a particularly
broad range of ICT services, and even includes a line of
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ings, and advanced network monitoring, as well as
the automation of the DC network and its transfer
to the FISMEP cloud platform. Our hope is that the
work we’re carrying out might help align the en-
ergy sector with other sectors in which FIWARE is
already more active, thus creating new cross-sec-
tor opportunities.

Looking to the future, one of the IT developments
with the greatest potential impacts in terms of
sustainability that | foresee in the next 5 years is
the possible convergence of the IT and telecom-
munications sectors. In this sense, the coordi-
nated use of 5G and edge cloud computing opens
up incredible possibilities in terms of distributed
processing, which will come to play an important
role in many sectors, including energy and trans-

port.

Antonello Monti

Director of the Institute for Complex Systems Automation
at the Technical University of Aachen (RWTH].

Among various other positions, he currently serves as
coordinator for the European FISMEP (FIWARE for Smart
Energy Platform] project.

Managed Services. This includes professional services
associated with all sorts of data center issues, includ-
ing design, security, Disaster Recovery, the Cloud, and
data center optimization and efficiency. Through these
services, Engineering offers itself as a reliable partner
capable of identifying and carrying out transformation,
rationalization, and consolidation processes for the
technological infrastructures typical of data centers.

One of the most recent streamlining projects was
carried out for the company Tiscali, which selected
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Engineering as the full outsourcer for its Informa-
tion Technology services. The main objective was to
combine an improvement in the service levels of-
fered to Tiscali's customers, with more efficient in-
ternal IT processes and a general reduction in man-
agement costs. Within the specific context of Tiscali,
Engineering carried out a Data Center Transforma-
tion project, using the consolidation and optimization
of the use and acquisition of ICT resources as the
main drivers. The consolidation of the Tiscali data
center involved the entire technological infrastructure
associated with computing, storage, and the network,
with all the possible optimizations being highlighted.
The design work initially carried out highlighted the
areas of intervention through which the new executive
architecture was created, with the goals of ensuring
greater resilience, scalability and efficiency. The per-
centages by which both the spaces occupied and the
number of physical devices analyzed were reduced
ranged from approximately 50 to 70%, depending on
the technological area of reference: physical servers,
storage, or network. The spaces occupied by the phys-
ical devices were reduced by about 70%. The physical
servers, on the other hand, shown a reduction of 65%.
Similarly, the storage and the network showed a re-
duction of 50% and 60%, respectively.

The transformation project also provided for a dras-
tic reduction in the systems’ energy consumption. In
particular, the consolidation of the servers led to a
reduction in electricity consumption of approximate-
ly 60%. That which was carried out for Tiscali there-
fore stands out as a particularly successful data cen-
ter transformation project in terms of sustainability.
The technological choices made during the execution
of this project tended to lean towards virtualization
and optimization, with the aim of saving resources
and creating lean and efficient information systems,
while at the same time ensuring greater resilience
and scalability.

WEGO
SOFTWARE AND SERVICES
FOR ENVIRONMENTAL HYGIENE

The explosion of consumption in industrialized coun-
tries has become a serious cause for concern in
terms of both the quantity of resources available and
the quality of the environment in which we live. Man
not only continues to draw water and energy from
the environment, thus rendering the available raw
materials increasingly scarce, but also continues to
disperse waste materials and pollutants, thus caus-
ing irreversible damage to the land, air, and water.
This problem can be tackled through integrated
waste management. It is therefore necessary to val-
orize every resource from the time of it's production,
bringing the various phases of waste management
together into one single process: collection, recovery,
treatment and disposal. In fact, waste constitutes an
enormous reserve of resources that, if properly man-
aged and exploited, can guarantee a continuous and
sustainable supply of materials and energy over the
years.

In this regard, Engineering, Municipia, and Ekovision
have entered into an agreement to offer companies
and organizations operating in the environmental
sector an integrated solution that brings together
their respective skills and expertise. The agreement
was stipulated following Municipia’s acquisition of
19% of the share capital in Ekovision (thus position-
ing it alongside Sei Toscana, the company’s historical
majority shareholder], a company with considerable
expertise in the ERP field that's dedicated to the de-
sign and development of software for companies op-
erating in the waste sector, as well as the provision of
the relative support services.

The solution resulting from the agreement, which
can also be delivered via the Cloud, arose from the



logistical activities of vehicle management, mea-
surement, and geolocation, and includes the sched-
uling of collection routes, industrial accounting, pre-
cise rate planning, and the management of physical
and mobile contact channels in self-caring mode.
It also includes the classic billing and back-office
activities, collections and payment reminders, ver-
ification of tax evasion, and the management of the
tax payer’s file, notifications, and compulsory collec-
tions.

The integration of these services gave rise to Wego,
a Web-based global environmental solution for
companies operating in the environmental hygiene
sector, which is aimed at establishing functional
coverage for the same. These companies are thus
able to rely upon a comprehensive solution, made up
of products and consulting services, which is based
on functional skills and new innovative technologies
gained from over thirty-five years of experience,
market presence, and technological research. Ac-
cording to Paolo Cenderelli, CEO of Ekovision, the
agreement introduces this market segment to the
concept of the “single point of contact”: a single ref-
erence point that allows companies to optimize their
processes and costs in an increasingly green world,
and enables them to solve problems and face the
challenges of the future with the help of qualified
expertise and dedicated innovative technologies.

WAKOZA
SUSTAINABLE RESOURCES IN
THE ZAMBEZI RIVER BASIN

As the demand for drinking water continues to in-
crease, the world’s available water reserves are be-
coming increasingly scarce. The greatest challenge
therefore lies in the ability to distribute water equal-
ly among households, farms, and industries, as well
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as among countries. The estimates™ indicate a 30%
increase in demand for drinking water by 2030 due
to pollution, which will reach unprecedented levels.
Every day, two million tons of wastewater and other
affluents are released into the environment without
being treated beforehand. In most cases, the aquat-
ic ecosystems’ self-purification abilities are entirely
insufficient. Up until 2025, half of the world's popula-
tion will live in areas exposed to water stress, which
will weaken local economies, forcing millions of peo-
ple to find new homes. The challenge will therefore
be to use water within the limits of its regeneration
possibilities, and to distribute it fairly.

In this regard, on behalf of the European Commis-
sion, and the Joint Research Center in particular,
Engineering Belgium is coordinating the WAKO-
ZA project for the sustainability of resources in the
Zambezi river basin.

Focused upon ensuring the sustainable use of re-
sources in developing countries, the project is ded-
icated to innovative research and the integrated
management of water, energy, and agriculture. The
initiative arose from an ambitious partnership be-
tween the European Commission’s Joint Research
Center and a network of 20 African universities, with
the support of Engineering.

The plan represents a broad and structured response
on the part of the institutions, thanks to which three
regional networks have been established in the ar-
eas of West Africa (with a focus upon the Niger and
Senegal rivers), East Africa (for the Nile river basin),
and Southern Africa (for the Zambezi river basin).

With a basin of 1.5 million square kilometers, and
an average flow of 3,500 cubic meters per second
recorded at the mouth, the Zambezi is Africa’s fourth
longest river. The Zambezi passes through eight dif-

10 Estimates by DEZA Globalprogramm Wasser.
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ferent nations along its course, and its protection is
entrusted to the Zanco, a river basin authority ded-
icated to the sustainable management of this water
resource.

The basin has a current population of approximate-
ly 40 million people distributed in a non-uniform
manner along the river’s course, with several major
urban centers and large expanses of desert in be-
tween.

Climate change is generating situations of water
stress, with an increase in the frequency of extreme
events affecting the region: especially in Mozam-
bique, where the already considerable impact of
these extreme events could potentially worsen. In
this regard, through research and knowledge shar-
ing activities, the project aims to create a complete
framework of useful information that will allow pol-
icy-makers to make conscientious and, above all,
sustainable decision relating to local development
plans.

In light of the growth rate of the population, which,

\

%

according to some estimates, could double in the
coming years, the project aims to understand the
potential impact of the demographic pressure in-
crease on the river basin itself, based on the current
knowledge.

Engineering’s role is to assist with the coordination
of the 10 university research centers, which collab-
orate with one another by sharing data, models, hu-
man resources, and knowledge. The goal is to obtain
state-of-the-art knowledge of the hydrogeological,
irrigation, and electricity production sectors that can
be shared with policy makers through training and
capacity building, using what has been defined as a
“south-to-south cooperation” approach that's capa-

ble of filling in the local knowledge gaps.
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METHODOLOGICAL NOTE

GRI102-1 GRI102-45 GRI 102-46 GRI 102-48 GRI 102-49 GRI 102-50
GRI102-51 GRI 102-52 GRI 102-53 GRI 102-54

The reporting standards adopted for the preparation
of Engineering Group’s fifth Corporate Social Re-
sponsibility Report (hereinafter also referred to as
Engineering) are the “GRI Sustainability Reporting
Standards.” This report was prepared in accordance
with the GRI Standards: Core option. The standard’s
indicators, which correspond to Engineering’s mate-
rial topics, are reported at the start of each chapter.
The complete list of the standards utilized, along with
the descriptions of the relative topics and in-depth
disclosures, can be found in the GRI Content Index.

Engineering’s Corporate Social Responsibility Re-
port refers to data, completed projects, and services
provided by the organization in 2017, and indicates
the main impacts resulting from Engineering’s proj-

ects, with a particular focus upon ltaly, where the
Company conducts most of its operations and col-
lects most of its revenue.

While the report also contains information regarding
the foreign subsidiaries in terms of missions, activ-
ities and staff composition, the environmental data
refers exclusively to Italy. The economic-financial
data presented in this Corporate Social Responsi-
bility Report are the same as those published in the
2017 consolidated financial statements, the audit of
which was carried out by Deloitte according to the
principles and criteria recommended by CONSOB.

For more information, please write to the following
email address: csr@eng.it.



MATERIALITY ANALYSIS

GRI102-46 GRI102-47 GRI 103-1

The materiality analysis, which was conducted for
the first time in 2014 and updated in 2016, began
with the identification of the issues generally rec-
ognized as important because indicated within the
Global Reporting Initiative standard, which is gener-
ally considered representative of the external per-
spective of the Company, as identified within the
context of multi-stakeholder debate and discussion
at the international level.
We then proceeded to evaluate the sustainability is-
sues covered by the corporate documents, such as
the policies, internal procedures, the Code of Ethics,
and the previous Corporate Social Responsibility Re-
ports.
The second phase for the identification of material
topics has aimed at identifying the aspects of sus-
tainability more closely related to the business of
Engineering and relevant to the field of Information
Technology and the reference scenario.
With this objective, the following were analyzed:
e the GRI (Global Reporting Initiative)] document
“Sustainability Topics for Sectors: What do stake-

holders want to know?” with regard to the “Soft-
ware as a Service” sector

e the SASB (Sustainability Accounting Standards
Board) Materiality Map with regard to the “Tech-
nology and Communications” sector and, in par-
ticular, the “Software as a Service” sub-sector

e the report of the GeSl (Global e-Sustainability Ini-
tiative) “#SMARTer2030, ICT Solutions for 21st
Century Challenges”

e the 2016 Yearbook of RobecoSAM, with regard to
the “IT Services & Internet Software as a Service”
sector.

The list of topics that emerged during the course of
the preliminary analysis was discussed, analyzed
and weighed during dedicated interviews involving
all the Company’s top executives, using an approach
that allowed the top management to evaluate each
Corporate Social Responsibility issue from an inter-
nal perspective (in relation to the Company) and an
external perspective (in relation to the Group's ex-
ternal stakeholders).
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RESULTS OF THE MATERIALITY ANALYSIS

Corresponding Material Topics Priority GRI Aspects Scope
Internal External
relevance relevance
Security and privacy of customer data
and cyber security High Privacy of customers Engineering  Customers
Management of customer relations
and customer satisfaction High - Engineering  Customers
Development, training and valorization High Staff training Engineering
of human capital and development
Attraction and retention of talent High Employment Engineering
Compliance, ethics and integrity High Employment Engineering  Customers
Socio-economic
compliance
Research, development and innovation High - Engineering
of products and services
Industrial security of IT systems High - Engineering  Customers
Contribution to technological development Medium Economic Engineering  Customers
and the modernization of the community performance Community
Indirect
economic impacts
Social impact of investments, products and services Medium Engineering  Customers
and digital inclusion Community
Energy consumption and energy efficiency Medium Energy Engineering
Development of technologies and services Medium - Engineering Community
for the environment
Electronic waste Medium Waste Engineering




ENGINEERING CORPORATE SOCIAL RESPONSIBILITY REPORT 2017

PRIORITY DETECTED IN THE FACTORS OF MATERIALITY

o = N W M~ 01 00 3




126

APPENDIX

Why these topics are important for
Engineering

Security and privacy of customer data and cy-
ber security: Engineering stores and manages a
great deal of information of various kinds at its
Data Centers, a large volume of the data of the
National Health System, the Central and Local
Public Administrations and customers of all the
productive sectors of the Country. Data security
and privacy is therefore an issue of primary im-
portance. The Group is also actively engaged in
the planning and provision of external cyber se-
curity services.

Management of customer relations and custom-
er satisfaction: Engineering’s activities, which
include a wide-range of business integration, ap-
plication and infrastructural outsourcing and stra-
tegic consulting services, are characterized to a
significant extent by the fact that they need to adapt
to the businesses and requirements of its custom-
ers (more than 1,000) with whom it is therefore
necessary to maintain a constant relationship and
a satisfaction survey system that can measure the
effectiveness and quality of the company’s work
and strategy.

Development, training and valorization of human
capital: competing in advanced sectors, like that in
which the Company operates every day, means that
people are the primary resource for Engineering;
therefore, within a context of continuous evolution
that requires particular focus upon updating and
developing skills and the creation of new profes-
sional figures (such as Data Scientists] through
significant investments in training, the develop-
ment and valorization of human capital is one of
the company’s priorities.

Attraction and retention of talent: the sector in
which Engineering conducts its business is char-
acterized by a limited market availability of re-
sources with specialized IT skills; in this respect,
it is important for Engineering to implement ef-
fective policies to attract the best talents from the
job market, even in partnership with universities;
likewise, the internal career development paths
are designed to boost loyalty and retain the best
resources within the Company.

Compliance, ethics and integrity: considering the
large number of players with which the Group inter-
acts (often of a public and institutional nature), and
given the sensitivity of many of its projects and the
information processed, Engineering is on the front
lines in terms of preventing and combating unlawful
behavior, in adopting and promoting ethical busi-
ness conduct, and in guaranteeing maximum com-
pliance with the applicable laws and regulations.

Research, development and innovation of prod-
ucts and services: research and development ac-
tivities and innovation represent a critical factors
for success on the market.

Industrial security of IT systems: ensuring the
reliability of IT systems and infrastructures is a
primary objective for Engineering, which oper-
ates on the market as a system integrator and de-
signer of cutting-edge technological platforms.

Contribution to technological development and
the modernization of the community: Engineering
is the top Italian company in the IT sector, and is
therefore by its very nature dedicated to making a
major contribution to the technological and digital
development of the community in which it operates,
rendering available its skills and experience for the
benefit of the country’s modernization.



Social impact of investments, products and ser-
vices and digital inclusion: Information Technol-
ogy is having an increasing impact in terms of im-
provement of quality of life and social well-being,
and therefore represents a possible response to
citizens on the part of customers, especially in the
Public Administration and Healthcare sectors.

Energy consumption and energy efficiency: the
main environmental impacts attributable to the
Group consist of the electricity consumption nec-
essary to maintain the Company’s four Data Cen-
ters, which also manage the information technol-
ogy infrastructure upon which the Group’s roughly
50 locations rely for their remote activities.

Development of technologies and services for
the environment: many IT solutions are suitable
for providing solutions to problems and reducing
environmental impacts, and will be increasingly
requested by customers operating in various sec-
tors in the future.

Electronic waste: Engineering’s business activi-
ties do not generate large quantities of waste. The
most significant item, in this regard, consists of
the electronic waste generated by the manage-
ment of the Data Centers, and is due to the re-
placement of the systems’” components; another
significant item consists of the computers used at
the offices.
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APPENDIX

OUR STAKEHOLDERS

GRI102-13 GRI 102-40 GRI 102-42 GRI 102-43

The table shows the major categories of Engineering proach that considers the relationship’s legitimacy,
stakeholders, the main forms of engagement, and the closeness, and power of influence, and the impacts
frequency and types of activities whereby the Com- upon the Group’s activities.

pany communicates and interacts, based on an ap-

Main categories Engineering Map Forms of interaction,

of stakeholders listening, and engagement

Employees 10,273 employees located at 50 branches in Italy e Internal communication tools
and abroad, including Belgium, the Republic (newsletters, intranet, mailings)
of Serbia, Germany, Brazil, Argentina and the ¢ Internal and external events
United States. dedicated to employees

¢ Constant presence of
the Personnel and
Organization Department
at branch offices
* “Ingenium” corporate magazine

Clients Approximately 1,000 domestic and international * Periodic satisfaction surveys
customers in the following sectors: e Continuous interactions with our
e Local and Central Public Administration staff of consultants
(Municipalities, Regions, Ministries) * “Ingenium” corporate magazine

* Healthcare (Hospitals, LHAS)

e Finance (large banking and
insurance groups)

* Telecommunications (all the major Italian
players)

e Energy (energy producers and distributors)

e Industry

e European and international institutions

Suppliers Suppliers concentrated in the following sectors: ¢ Daily interactions with the
* instrumental goods (in particular hardware Procurement Department and
and software) the corporate functions involved
* management and maintenance of real estate in the activities carried out.
owned by Engineering ¢ Dialogue with the main

associations representing
the suppliers

e Suppliers’ portal on the Website
known as
PAGE (the Engineering Group
Procurement
Portal] page.eng.it




Main categories

of stakeholders

Category
and sector
associations
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Engineering Map

National associations of the computer, software,
ICT industries

Forms of interaction,
listening, and engagement

Periodic meetings, preparation
and sharing of good practices,
participation in jobs within the
technical and representation
commissions

Financial Institutions

National and international banks and credit
institutions that fund the
Group’s main investments

Meetings with top company
management

Non-profits

e Associations for the promotion
of the environment
* Cooperatives/Non-profits

Sponsorships, donations,
sale of goods or services,
projects in partnership,
training and internships

Trade unions

Metalworkers' trade unions

e Collective
and territorial contracts
e Meeting with company
union representatives

Universities and
Research Institutes

National and European university
and research institutes

e Development of
partnership projects,
economic support for research,
training and support for product
research and development

* Business testimonies at
educational institutions

Average

e Newspapers, magazines, national radio and TV

e Industry journals

e Newspapers, radio broadcasters and local TV
stations

¢ Online publications

» Contacts on the occasion
of the launch of important
projects, publication of company
documents, interviews, events

* “Ingenium” corporate magazine

Project partners

e Small and large Italian
and European companies (e.qg., energy sector,
healthcare)

e European hospitals

e Coordination within the context of
projects funded by public
European and national bodies

e Development of
partnerships
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PERSONNEL DATA

GRI102-8 GRI401-1

Number of personnel
employee by contract

type and gender WOMEN TOTAL
as of 12/31 2017 2017
Open-ended 5,588 2,465 8,053 6,050 2,631 8,681 6,990 3,037 10,027
Fixed term 58 25 83 99 62 161 143 103 246
TOTAL 5,646 2,490 8,136 6,149 2,693 8,842 7,133 3,140 10,273

Total workforce
(expressed as

average staff AWU)

by nature of the employment WOMEN TOTAL
relationship and gender 2017 2017
EMPLOYEES 5,188.83  2,214.9 7,403.73 5,748.45 2,417.28 8,165.73 6,657.08  2,792.35 9,449.43
CONSULTANTS / /3,100 / / 2,900 / / 3,300

Total number of
employees expressed as average
staff/AWU by geographical area

and gender (including employees and

other types of WOMEN WOMEN

non-employment contracts) 2015 2017

Northern ltaly 2,166.74 1,022.23 3,188.97 2,416.30  1,131.01 3,547.31 2,660.2 1,250.69 3,910.89
Central Italy 1,972.31 888.33 2,860.64 2,144.10 926.63  3,070.74 2,379.08 1,058.73 3,437.81
Southern ltaly and Islands 689.61 194.19 883.8 753.39 219.43 972.82 1,031.93 283.9 1,315.83
Brazil 329.3 98.66  427.96 332.62 92.05 424.67 365.94 104.54  470.48
Belgium 13 8.5 21.5 7.91 6.67 14.58 5.9 7.41 13.31
Serbia 9.97 1.32 11.29 14.55 6.32 20.87 14.82 588 20.15
Argentina 7.9 1 8.9 12.91 2.00 14.91 9.58 2 11.58
USA 0 0 0 0.17 0.17 0.34 51.71 6.99 58.7
Germany 0 0 0 66.50 32.99 99.49 135.26 71.76 207.02
Norway 0 0.67 0.67 0 0 0 0 0 0
Luxembourg 0 0 0 0 0 0 0.91 0 0.91
Spain 0 0 0 0 0 0 1.75 1 2.75
Other 0 0 0 0 0 0 0 0 0
GROUP TOTAL 5,188.83 2,214.9 7,403.73 5,748.45 2,417.28 8,165.73 6,657.08  2,792.35 9,449.43

Number of Group
employees by

Professional classification WOMEN WOMEN TOTAL
and gender as of 12/31 2015 2017 2017
Managers 284 43 327 304 42 346 305 49 354
Middle Managers 1,275 401 1,676 1,323 406 1,729 1,481 456 1,937
Office Staff 4,087 2,046 6,133 4,522 2,245 6,767 5,347 2,635 7,982
Factory Workers 0 0 0 0 0 0 0 0 0
TOTAL 5,646 2,490 8,136 6,149 2,693 8,842 7,133 3,140 10,273
Breakdown of employees

by age group, MEN WOMEN WOMEN TOTAL
gender, and geographical area as of 12/31 2015 2015 2017 2017
ITALY

Age < 30 years 373 197 570 433 235 668 553 263 816
Age 30 - 50 years 4,017 1,855 5,872 4,117 1,914 6,031 4,648 2,173 6,821
Age > 50 years 863 309 1,172 1,036 361 1,397 1,216 466 1,682
ABROAD

Age < 30 years 116 52 168 212 43 255 258 b4 322
Age 30 - 50 years 240 69 309 323 134 457 421 163 584
Age > 50 years 37 8 45 28 6 34 37 11 48
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Number of personnel

belonging to protected categories as of 12/31 TOTAL MEN WOMEN

by contract type 2016 2017 2017

ITALY 212 129 341 236 139 375 266 155 421
ABROAD 0 0 0 0 0 0 0 0 0
Number of personnel

with open-ended contracts by professional TOTAL MEN WOMEN

category and gender as of 12/31 2016 2017 2017
Managers 281 43 324 300 42 342 301 47 348
Middle Managers 1,268 401 1,669 1,318 406 1,724 1,476 454 1,930
Office Staff 4,039 2,021 6,060 4,432 2,183 6,615 5,213 2,536 7,749
Factory Workers 0 0 0 0 0 0 0 0 0
TOTAL 5,588 2,465 8,053 6,050 2,631 8,681 6,990 3,037 10,027
Number of personnel

with open-ended contracts by type TOTAL MEN WOMEN

of employment as of 12/31 2016 2017 2017

Full Time 5,552 2,063 7,615 6,012 2,152 8,164 6,943 2,479 9,422
Part Time 36 402 438 38 479 517 47 558 605
Newly hired employees

by age group, gender TOTAL MEN WOMEN

and geographical area as of 12/31 2016 2017 2017

ITALY

Age < 30 years 238 136 374 223 109 332 291 119 410
Age 30 - 50 years 507 153 660 839 226 1,065 793 355 1,148
Age > 50 years 69 12 81 218 42 260 123 63 186
TOTAL 814 301 1,115 1,280 377 1,657 1,207 537  1,744"
ABROAD

Age < 30 years / / / / / / / / /
Age 30 - 50 years / / / / / / / / /
Age > 50 years / / / / / / / / /
TOTAL / / 91 / / 317 416"
GROUP TOTAL / / 1,206 / / 1,74 / / 2,160
Outgoing employees

by age group, gender TOTAL MEN WOMEN

and geographical area as of 12/31 2016 2017 2017

ITALY

Age < 30 years 47 17 b4 82 26 108 63 38 101
Age 30 - 50 years 221 98 319 661 159 820 214 82 296
Age > 50 years 49 10 59 225 44 269 103 24 127
TOTAL 317 125 442 968 229 1,197 380 144 524
ABROAD

Age < 30 years / / / / / / / / /
Age 30 - 50 years / / / / / / / / /
Age > 50 years / / / / / / / / 205
TOTAL / / 91 / / 317 / / 205
GROUP TOTAL / / 533 / / 1,114 / / 729
Strikes and industrial disputes 2015 2016 2017
Hours lost due to sector strikes, pickets and industrial disputes / / /
Hours lost due to national strikes, pickets and industrial disputes / / /
Hours lost due to strikes, pickets and industrial disputes against the Company 387 3211 85.35
% strike hours out of total hours worked 0.003 0.025 0.001
Employee union membership rate 10.80% 10.31% 11.69%

"' This data is broken down as follows: 809 new hires; 713 external company acquisitions; 53 branch acquisitions from external companies; 169 branch rentals

from external companies.
12 This data is broken down as follows: 313 new hires, 103 company acquisitions from external companies.
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GRICONTENT INDEX

GRI 102-55

The compliance verification carried out by the Global Reporting Initiative certifies the accuracy of Engineering’s

GRI Content index with respect to the requirements of the 2016 GRI Standards.

Content Index

Engineering

GENERAL STANDARD DISCLOSURES 2016

Indicator

Descripti

Page, references, notes and any omissions

Organizational profile

102-1 Organization name Methodological note
Page 122
102-2 Main brands, products and/or services Profile; Our business
Page 12
102-3 Location where the organization’s headquarters are based Via San Martino della Battaglia, 56 -
Rome
102-4 Name and number of countries where the organization Profile
operates Page 12
102-5 Lots of companies, one single Group
Ownership structure and legal form Page 12
102-6 Markets served Profile
Page 12
102-7 Size of the organization Profile
Page 12
102-8 Workforce characteristics (including significant changes) Personnel data
broken down by employment relationship and contract Page 130
type, geographical area, and gender.
102-9 Description of the organization's supply chain. Our suppliers: allies in the pursuit of quality
Page 29
102-10 Significant changes during the period in question (size, Profile; our business

structure, ownership, supply chain)

Page 12
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Description

Organizational profile

Page, references, notes and any omissions

102-11 Modes of applying the precautionary principle or The precautionary approach referred to under
approach principle 15 of the Rio Declaration of the United
Nations is applied by Engineering to protect
the environment from the development to the
introduction of new services and in planning its
operational activities.
102-12 Subscription or adoption of sustainability-related codes Ethics and principles, the architecture of our
of conduct, principles, and charters business
Page 22
102-13 Membership in national or international associations and Our stakeholders

102-14

102-16

102-18

organizations

Strategy of the organization

Declaration of the highest decision-making authority
(for example, CEO, Chairman or equivalent position)
with regard to the importance of sustainability for the
organization and its strategy.

Ethics and integrity

Description of the organization’s values, and the
principles, standards and rules of conduct, such as codes
of conduct, and codes of ethics

Governance

Governance structure of the organization, including any
committees that report directly to the highest governing
body, including those responsible for economic,
environmental, and social issues

Stakeholder engagement

Page 128

Letter to stakeholders
Page 8

Ethics and principles, the architecture of our
business
Page 22

A Corporate Governance that looks
to the future
Page 22

102-40 List of stakeholder groups with which the organization is Our stakeholders
involved Page 128
102-41 Indication of the percentage of total employees covered 100% of the employees in ltaly (therefore

by collective bargaining agreements

over 95% of the total workforce] are

covered by the National Collective Labor
Agreement - CCNL. With regard to the
foreign subsidiaries, there is no collective
labor agreement in Belgium, but instead
there is a Commission Paritaire, which

for our Company is no. 218; with regard to
Engineering Do Brasil, there is only one type
of contract and Engineering complies with
the current legislation.
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Stakeholder engagement

102-42 Principles for identifying and selecting the main Our stakeholders
stakeholders with whom to undertake engagement Page 128
activities
102-43 Approach to stakeholder engagement, specifying the Our stakeholders
frequency by type of activity carried out and by group of Page 128
stakeholders
102-44 Indication of the groups of stakeholders who have raised No reports have been received other than

each of the key issues and indication of the reports

Reporting

within the context of industrial relations.

102-45 List of entities included in the consolidated financial statements Methodological note
and entities not included in the sustainability report Page 122
102-46 Process and explanation of the definition of the contents Methodological note
and scope of the topics contained within the sustainability Page 122
report o )
Materiality analysis
Page 123
102-47 List of all the material aspects identified in the process Materiality analysis
of defining the contents of the report Page 123
102-48 Effect of any changes to the information included within the previous Methodological note

sustainability reports, and reasons for such reformulations

Page 122

Identification of the material aspects and scope

102-49 Significant changes in measurement objective, scope, or Methodological note
methods used in the report, compared to the previous Page 122
reporting period
102-50 Reporting period of information provided (for example tax Methodological note
year, calendar year) Page 122
102-51 Date of publication of the most recent corporate social Methodological note
responsibility report Page 122
102-52 Reporting interval (annual, biannual, etc.) Methodological note
Page 122
102-53 Useful contacts and addresses for requesting information Methodological note
about the sustainability report and its contents Page 122
102-54 Compliance with the "core or comprehensive” option of the Methodological note
GRI Standards Page 122
102-55 GRI Content Index Gri Content Index
Page 132
102-56 Indication of the organization’s policy and current practices for the This financial statement has not been

purpose of obtaining external assurance for the report

subject to external review.
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TOPIC SPECIFIC DISCLOSURE

GRI Standard Indicator / description Page, references, notes and any omissions

MATERIAL TOPICS

GRI 200 Economic Standard Series
Economic performance

GRI 103: Management 103-1 Explanation of the material topic Engineering’s figures
Approach 2016 and its boundary Page 20
Materiality analysis
Page 123
103-2 The management approach Engineering’s figures
and its components Page 20
103-3 Evaluation of the management Engineering’s figures
approach Page 20
Our contribution to the country’s economy
Page 21
GRI 201: Economic 201-1 Direct economic value generated Our contribution to the country’s economy
Performance 2016 and distributed Page 21

Indirect economic impacts

GRI 103: Management 103-1 Explanation of the material topic Materiality analysis
Approach 2016 and its boundary Page 123
103-2 The management approach A more modern society at the service
and its components of the citizens
Page 68
103-3 Evaluation of the management A more modern society at the service
approach of the citizens
Page 68
GRI 203: Indirect Economic 203-1 Infrastructure investments A more modern society at the service
Impacts 2016 and services supported of the citizens
Page 68
203-2 Significant indirect economic A more modern society at the service
impacts of the citizens
Page 68

Anti-corruption

GRI 103: Management 103-1 Explanation of the material topic Materiality analysis
Approach 2016 and its boundary Page 123
103-2 The management approach Ethics and principles, the architecture of our business
and its components Page 22
103-3 Evaluation of the management Ethics and principles, the architecture of our business
approach Page 22
GRI 205: Anti-corruption 205-3 Confirmed incidents of corruption During the course of 2015, 2016 and 2017 there
2016 and actions taken were no confirmed instances of corruption

within Engineering Group.
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GRI 200 Economic Standard Series

Energy

GRI 103: Management
Approach 2016

103-1 Explanation of the material topic
and its boundary

103-2 The management approach
and its components

103-3 Evaluation of the management
approach

Materiality analysis
Page 123

Respect for the environment
Page 62

Respect for the environment
Page 62

GRI 302: Energy 2016

302-1 Energy consumption
within the organization

Respect for the environment
Page 62

GRI 103: Management
Approach 2016

103-1 Explanation of the material topic
and its boundary

103-2 The management approach

and its components

103-3 Evaluation of the management

approach

Materiality analysis
Page 123

Respect for the environment
Page 62

Respect for the environment
Page 62

GRI 306: Effluents and
waste 2016

GRI 400 Social Standards Series

306-2 Waste by type
and disposal method

Respect for the environment
Page 62

Employment

GRI 103: Management
Approach 2016

103-1 Explanation of the material topic
and its boundary

103-2 The management approach
and its components

103-3 Evaluation of the management
approach

Materiality analysis
Page 123

New professional figures to write our
future
Page 34

In search of new talents
Page 34

GRI 401: Employment 2016

Personnel training and development

401-1 New employee hires and em-
ployee turnover

Personnel data
Page 130

GRI 103: Management
Approach 2016

103-1 Explanation of the material topic

and its boundary

103-2 The management approach
and its components

103-3 Evaluation of the management
approach

Materiality analysis
Page 103

Ongoing training to stay competitive on
the market
Page 44

Ongoing training to stay competitive on
the market
Page 44
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Personnel training and development

GRI 404: Training and edu-
cation 2016

404-2 Programs for upgrading employee skills
and transition assistance programs

404-3 Percentage of employees receiving
regular performance and career development
reviews

Ongoing training to stay competitive
on the market
Page 44

Investing in people to grow

the Group

Page 35

Customer privacy

GRI 103: Management
Approach 2016

103-1 Explanation of the material topic and
its boundary

103-2 The management approach
and its components

103-3 Evaluation of the management
approach

Materiality analysis
Page 123

Protecting data to protect customers
Page 27

Protecting data to protect customers
Page 27

GRI 418: Customer privacy
2016

418-1 Substantiated complaints concerning breaches
of customer privacy and losses of customer data

Protecting data to protect customers
Page 27

Socio-economic compliance

GRI 103: Management
Approach 2016

103-1 Explanation of the material topic
and its boundary

103-2 The management approach

and its components

103-3 Evaluation of the management
approach

Materiality analysis
Page 123

Ethics and principles, the architecture of
our business
Page 22

Ethics and principles, the architecture of
our business
Page 22

GRI 419: Socioeconomic
Compliance 2016

419-1 Non-compliance with laws and regulations in the
social and economic area

During the course of the last three years,
Engineering has not incurred any pen-
alties, penal convictions, or sentences
requiring it “to do/not to do” something
(e.g. prohibitions) due to non

compliance with the applicable laws or
regulations.
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Material topics not associated with GRI aspects

Management of customer relations and customer satisfaction

GRI 103: Management
Approach 2016

103-1 Explanation of the material
topic and its boundary

GRI 103: Management
Approach 2016

103-2 Management approach
and its components

103-3 Evaluation of the
management approach

Research, development and innovation of products and services

GRI 103: Management
Approach 2016

103-1 Explanation of the material
topic and its boundary

103-2 Management approach
and its components

103-3 Evaluation of the
management approach

Industrial security of IT systems

GRI 103: Management
Approach 2016

103-1 Explanation of the material
topic and its boundary

103-2 Management approach
and its
components

103-3 Evaluation of the
management approach

Social impact of investments, products and services and digital inclusion

GRI 103: Management
Approach 2016

103-1 Explanation of the material
topic and its boundary

103-2 Management approach
and its components

103-3 Evaluation of the
management approach

Materiality analysis
Page 123

Quality objective
Page 26

Quality objective
Page 26

Materiality analysis

Page 123

The imperative of innovation

Page 18

The imperative of innovation

Page 18

Materiality analysis
Page 123

Protecting data to protect customers
Page 27

Protecting data to protect customers
Page 27

Materiality analysis
Page 123

Supporting our communities
Page 50

A more modern society at the service
of the citizens
Page 68

Supporting our communities
Page 50

A more modern society at the service
of the citizens
Page 68
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Development of technologies and services for the environment

GRI 103: Management
Approach 2016

103-2 Management approach

and its
components

103-3 Evaluation of the manage-

ment approach

103-1 Explanation of the material
topic and its boundary

Materiality analysis
Page 123

A more modern society at the service
of the citizens
Page 68

A more modern society at the service
of the citizens
Page 68

GRI Standard

Indicator / description

MATERIAL TOPICS

Page, references, notes and any omissions

Other specific non-material indicators

401-1 Total number of new hires and turnover by age Personnel data
group, gender, and geographical areas Page 130
402-1 Minimum period of notice in the event of corpo- The minimum period of advance notice in the event of corporate
rate restructuring/reorganization for offices and restructuring/reorganization is determined based on the laws of the
(if included) collective agreements countries in which the Group operates, and in accordance with the national
industry contract and the 1st and 2nd level union agreements.
403-2 Rate of workplace accidents, sickness, lost work Workplace safety
days, absenteeism, and total number of deaths, Page 38
broken down by geographical area
414-1 Percentage of new partner suppliers analyzed in Our suppliers: allies in the pursuit of quality
terms of labor practices and actions undertaken Page 29
305-1 Total direct greenhouse gas (GHG) emissions Respect for the environment
Page 62
305-2 Total indirect greenhouse gas (GHG) emissions Respect for the environment
Page 62
307-1 Monetary value of the main monetary and In the last three years, there have been no environmental incidents

non-monetary penalties for non-compliance with
environmental laws or regulations

or leakages of hazardous substances at the Group's offices and Data
Centers that could compromise human health, the soil, vegetation
or surface and ground water. In 2017 there were no disputes, fines
or penalties due to non-compliance with environmental laws and
regulations.
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