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IN BRIEF
Change is, and will always be, inevitable. At times it is barely perceptible, while at other times it is impossible not to
feel it. Sometimes it exploits small shifts in balance, other times it uses technological progress and the introduction of
new paradigms to significantly accelerate its impact and become truly disruptive.
Until recently, we witnessed a combination of these two scenarios. A series of many small changes, coupled with new
paradigms, pushed more mature technologies to become both the driving force and effective foundation of Digital
Transformation. The Covid 19 crisis has accelerated all change trends and made it definitively clear that Digital
Transformation is essential to ensure the competitiveness and continuity of businesses of all kinds, and that
the Cloud is its most important enabler, the scope and scale of which would be unimaginable without the
capabilities of this ever-evolving technology.
Unlike other enabling technologies, the Cloud has been an established model for years, but the rise and consolidation
of new paradigms and of technical and economic models are significantly reshaping the models and boundaries of its
use. The pandemic crisis has given a huge boost to the adoption and evolution of this technology, confirming what
was already happening and removing any remaining concerns and doubts.
In this era of remote and increasingly digitalised working, in which Digital Workplace tools are enabling us to reshape
the time and space of our activities, all companies that already adopted or have rapidly adopted Cloud-based
services have been able to withstand the impact of the pandemic crisis and reap its full benefits.
The Cloud is the foundation on which we are building the New Normal and it is enabling businesses to meet the
challenges ahead, providing the bases for consolidating and pushing towards a transformation that includes 'enabling
technologies' that were previously considered a frontier, such as IoT, AI & Advanced Analytics, Digital Twin and RPA
with increasing ease of use.
Over the next few pages, we will introduce some of the fundamentals of the Cloud and its current context, explore the
current trends and how we at Engineering are responding to the big changes ahead. We will also present our vision of
how the Cloud will evolve in the future.
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THE FUNDAMENTALS
OF THE Cloud

CLOUD

Cloud Computing, both as a technology platform and as an operating model, forms the backbone of Digital
Transformation. The Cloud enables organisations and individuals to access resources over the Internet in a self-service,
scalable, automated and pay-as-you-go mode, reducing the need to purchase and maintain resources such as data
centres, hardware, and software etc.
In the era of Digital Transformation, the concept of the Cloud is expanding into a Cloud services ecosystem
model where new, highly automated and industrialised governance and management is essential. This Cloud
ecosystem includes in-house or traditional data centres, public Clouds and Hyperscalers, with distributed Cloud and
edge computing models, up to and including IoT and IoM (Internet of Me) devices.
A Cloud ecosystem enables Digital Transformation because it is the place where huge amounts of data converge
on which new services and, above all, new information and new business models can be developed. In fact, this
technology allows immediate access to computational resources and advanced ready-to-use services from native
Cloud development to data analytics solutions, Artificial Intelligence and cognitive technologies, optimising their use
according to real needs, at the same time guaranteeing their management and security.
Now an essential requirement for companies, digital business can only be based on the Cloud model.
Traditionally, the Cloud can be implemented through different models: in terms of the technology and model of
services provided. Today, further concepts are being defined, as a result of the use and integration of Cloud services,
which help to define the new scenario and context of the Cloud ecosystem: multi-Cloud, distributed Cloud, Cloudnative or interCloud.

TECHNOLOGY
DEPLOYMENT MODELS

SERVICES
DEPLOYMENT MODELS

- PUBLIC
- HYBRID
- PRIVATE

- SaaS Software as a Service
- PaaS Platform as a Service
- IaaS Infrastructure as a Service
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Cloud services deployment models
Public Cloud: offers capabilities and resources that are scalable and flexible and delivered as a service to customers
outside the Cloud provider's organisation through the use of the Internet. By sharing resources, it is possible to
achieve economies of scale and reduce costs as well as gaining access to a wide catalogue of technologies and
services.

Private Cloud: provides compitmg capacity to a single organisation. It represents a more traditional approach to the
Cloud.

Hybrid Cloud: offers computing capabilities delivered as a service, leveraging a combination of Public and Private
Cloud services to provide the best of both worlds.

Multi-Cloud: refers to the use of the same type of Cloud services from multiple public Cloud service providers.
Distributed Cloud: involves the distribution of Public Cloud services in different physical locations, while the

governance, management, updating and evolution of services remain the responsibility of the public Cloud service
provider.

CLOUD SERVICE DISTRIBUTION MODELS
IaaS – Infrastructure as a Service: offers access to storage, network, computing and calculation services.
PaaS – Platform as a Service: covers a complete set of application infrastructure services (middleware) including
application development platforms and integration capabilities.

SaaS – Software as a Service: software is owned, delivered and managed as a service by one or more providers.

The main benefits of the Cloud
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WHAT TRENDS
ARE WE WITNESSING?
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As the Covid-19 crisis has shown, Digital Transformation is a challenge that needs to be addressed by thinking outside
the box and considering that what was adopted and done during the pandemic is only a new beginning.
Around the world, we are witnessing a steady contraction in legacy spending (on traditional services, on-premise
hardware and software) coupled with an increase in spending on Cloud platforms and services.
The maturity of the Cloud, combined with a greater willingness of companies to experiment and look for new
ways forward, has led to an acceleration of its adoption and to new forms of collaboration, digital business
models and partnerships across different markets.
Typically, enterprises begin their transformation journey by reviewing, evolving and developing new services and
applications, evaluating Cloud platforms before other options, and often starting with available SaaS solutions,
and then evaluating PaaS, IaaS or legacy architectures. Organisations that are more advanced in their adoption of
Cloud-based technologies are also paying close attention to the use of SaaS solutions, ensuring their integration
and operability in terms of data with other sources and solutions in the company, avoiding the creation of new silos,
and incorporating concepts such as Infrastructure as Code, Platform Operations and composable solutions, with
which to develop new and differentiating services and applications in the market. Suppliers must therefore enable
this reshaping by offering platforms for the assessment, development, delivery, integration and maintenance of these
services, which must then be integrated with new organisational models, roles and functions that are emerging in
companies.
Hybrid IT infrastructures, which merge a multi-Cloud approach with private Clouds and legacy systems, are
currently the benchmark architecture and procurement model for companies that want to take full advantage
of today's opportunities. This is mainly due to the need to balance the investments made in the past for the
adoption of new business models with the digitalisation requirements of new core processes.
The initial approach to Cloud adoption in companies was driven by a 'lift & shift' approach to the IaaS model, in the
firm belief that the Public Cloud could ultimately optimise the associated spending on IT. Yet that has not always
turned out to be a promise fulfilled, leading to the rapid adoption of the Cloud with an approach mostly geared
towards application and business, the main drivers of which are agility, time-to-market and rapid experimentation
with a low initial investment.
This has encouraged a shift towards SaaS solutions as a primary choice, slowing down application re-factoring and
re-architecting.
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However, while the choice of adopting SaaS solutions for some applications and services is largely consolidated, for
other core business services deemed to be differentiating and distinctive on the market, a transformation towards
native Cloud models and architectures is being addressed and accelerated, both in terms of development and
operation, re-evaluating the benefits of time to market and rapid and continuous deployment.
In this period of strong change we at Engineering support our customers by providing our expertise,
experience and the necessary technologies to accompany them during their Digital Transformation journey,
while continuing to support day-by-day activities in progress. Organisations are becoming increasingly aware of
the crucial need for a partner capable of providing managed services in a hybrid and multi-Cloud context, as well as
developing and modernising applications and solutions in a Cloud-native perspective. All this is consolidated in new
models of relationship with customers in terms of partnership and co-innovation, thus increasingly linking the value of
the Cloud to business outcomes.
The shift from technology services to business services reflects the ability of enabling technologies to enrich
every service and solution. For organisations, it means reshaping their operations around digital services created or
purchased from suppliers and integrated into new digital platforms, which must in turn be able to manage, deliver
and measure these services. This is why companies will have an increasing need for partners with the ability to
guarantee continuous improvements and updates (in terms of technology and expertise) in every area and
technological frontier relating to the Cloud.
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Hence, they will be looking for players who are able to take full advantage of partnerships with all major hyperscalable Cloud providers (CSPs), capable of integrating and optimising traditional and legacy services, and
modernising and developing services with cutting-edge enabling technologies such as AI & Advanced Analytics,
Robotic Process Automation (RPA), low code platforms, and continous operations.
The growing adoption of the Cloud, the digital acceleration given by the pandemic emergency response to
ensure business and operational continuity, together with the strong and increasing pressure from cyber and
ransomware attacks, have also reaffirmed the primary need to regulate this market. Cloud platforms are hosting
the digital data and services that are now strategic assets and infrastructures for countries and economies, and
regulation is essential to ensure sovereignty and jurisdiction over data and its use, and to preserve the geopolitical
balance on which hopes for recovery rest.
Initiatives such as the national Cloud in France, the Cloud Italia strategy with the birth of the PSN (Polo Strategico
Nazionale = National Strategic Hub), or initiatives such as GAIA-X and the European Alliance on Industrial
Data, Edge and Cloud at European level, are therefore redesigning and influencing the market and the development
directions of the services of global Cloud operators, thus redefining the reference models and partly challenging the
total supremacy of the main global market players.
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GAIA-X, FOR A NEW EUROPEAN DATA ECONOMY

FOCUS

Create a European data strategy enabling Europe to exercise its data sovereignty without any dependence on other
parties. Build a federated Cloud infrastructure to support an ecosystem of data and applications in which Member
States not only exchange information, but also control it throughout the entire Digital Transformation process.
Promoted by France and Germany with the participation of 22 major European entities, GAIA-X was created to achieve
these goals. Based on existing standards and open source technology, it is, in fact, an infrastructure of data and
ecosystems that aims to enable services that are innovative, open, consistent, of guaranteed quality and easy to use. A
mission that places interoperability at the centre of a new, completely European data economy.
Already in 2018, Engineering was one of the first international associates of the International Data Spaces
Association (IDSA), we are Day-1 Member of the GAIA-X Foundation. We are also one of the Italian companies
on the board of the European project with an active role in defining its governance. Provided with the same rights as
the founding members, we are thus contributing to designing the architecture of GAIA-X and establishing the basic
principles on which the whole infrastructure is based.
By joining this project, we at Engineering reaffirm our belief in the need to create a Data Space Economy, being an
active part of the working groups with our expertise and our infrastructural and software assets.

We firmly believe that our participation in the GAIA-X initiative and our close involvement in IDSA, where we are
making significant investments in terms of time and resources, will lead to the creation of a Data Space Economy,
exploiting digital solutions based on the principles of data sovereignty and on the highest standards of safety and
interoperability. This will enable our customers to enjoy new business opportunities in all sectors: from industrial to
medical diagnostics, finance, public administration, energy, mobility, and agriculture, to name but a few.

Dario Avallone

Director, Research & Innovation, Engineering
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WHY IS THE Cloud
IMPORTANT FOR
YOUR ORGANISATION?

CLOUD

The benefits of the Cloud in improving the agility of an organisation, as well as its role in enabling the true, deep
transformation of any business, are becoming increasingly evident and, as a result, the market is entering a phase of
maturity which will require an increasing level of competitiveness.

1
2
3
4

One of the main outcomes of the Digital Transformation era is that the more pervasive
technology becomes, the more it becomes invisible. Companies will therefore want to focus on
their business and less on technology, which is becoming more and more accessible and affordable
to all business users to support their decisions and operational processes.

Data is fast becoming the most valuable resource. The ability to ensure their visibility and integrity
in real (or near real) time is and will be increasingly central to the management of an organisation.
We must also consider that the Cloud's deployment models, from centralised to distributed and
up to connected devices, is definitively affirming the shift from a data centre model to one based
on centres of data. Indeed, a data-driven business approach guarantees transparent performance
monitoring, better and faster decision-making and higher quality. Today, all this can only be enabled
by the Cloud.

Companies are emerging from decades of fragmented application environments that are
almost impossible to integrate. In turning to the Cloud, they do not want to face the same
difficulties. Fortunately, the whole 'service' and code-based paradigm in all its components allows
them to operate in a world where migration and upgrade issues are transparent in the models since
Cloud-native principles and architectures are well-structured for composing and standardising
components that can be integrated into new business applications.

Companies turn to the Cloud to be sure they can use the latest and most innovative technology
releases available with which to embrace and create new business models.
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Companies are leveraging the Cloud primarily to enable greater business flexibility and agility.
They are also exploiting the industrialisation capacity of providers to rapidly adopt advances in
technology as their business grows, without the need for lengthy and costly projects upstream.

6

Organisations now face unprecedented opportunities related to new technologies and
applications. Their ability to access, operate and develop digital marketplaces leveraging the same
frontier technologies as their competitors will become crucial to ensure success.

Not all enterprises are Cloud-native; most of them will have to move from traditional IT to the Cloud with a path of
migration and modernisation, being supported by a partner who knows both traditional architectures, today referred
to as legacy, and models based on IaaS, PaaS and SaaS Cloud platforms.
Only a partner with strong managed services and consulting skills for ongoing modernisation and optimisation
activities will be able to accelerate this transition while supporting the necessary cultural and organisational change.
This relationship will also have to use and adopt new contractual and measurement forms, moving towards a real
business partnership.
We at Engineering believe that the real digital revolution will enable companies to take advantage of new
opportunities thanks to an invisible, flexible, agile, secure and reliable technology. This will also enable a high
level of customisation, to meet all kinds of business needs, enabling a network of services and players interconnected
in digital ecosystems that span both within and across market sectors.
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OUR APPROACH TO
THE Cloud AND OUR
SERVICES

As the "Digital Transformation Company", Engineering is focused on evolving and organizing its skills around
platforms and enabling technologies such as Cloud, Cybersecurity, AI & Advanced Analytics, Blockchain, IoT
and Digital Ecosystem Platforms.
Cloud, in particular, is one of the most disruptive technologies of our time, capable of creating immense value
being the basis for the digital transformation of Companies.
Accelerating to new levels of digital performance requires a profound transformation of entire organizations in
order to truly enable new ways to compete, operate and serve customers.
We want to focus on helping our clients implement their Cloud transition strategy throughout the whole
journey: from strategic and planning phases, to modernization through a safe and low-risk transition to
platform operations and adoption of native development models.
We want to guide this path by sharing the objectives of our clients, such as the focus on value-added activities,
enabling new business initiatives, the presence in new markets, retargeting of capital investment, simplification
of processes and a new future of workforce flexibility.

Fabio Momola
CEO of Engineering D.HUB & Group COO

CLOUD

We at Engineering support companies in their journey towards Digital Transformation using our consulting,
development and management skills and expertise in all major technologies, architectures and methodological
standards.
We build reliable, secure and scalable infrastructures that enable our customers to support both traditional
and next-generation applications, as well as to securely collect and manage large amounts of data. We help
them to design and implement their Cloud strategy by combining modernisation and migration capabilities with
optimised Cloud management, freeing up resources and energy to focus on their Digital Transformation initiatives.
Our approach aims to deliver hybrid IT, combining a multi-Cloud offering from leading hyperscalers including
AWS, Microsoft Azure, Google Cloud and Oracle Cloud, with the capabilities and services of our own data centres,
thus covering all our customers' needs over time.
We integrate in our managed services offering a marketplace of Cloud services accessible also in self-service
to customers with integrated configuration and provisioning, orchestration, metering, purchasing, Cloud cost
management capabilities, thus ensuring maximum flexibility and transparency in the use of Cloud resources.

Credits Nicola Lopomo-Instagram: @lopomonicola
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What we offer
In accompanying our customers in their adoption and transformation path to the Cloud, we have integrated a range
of services and platforms to best address each strategy and operational plan.
At Engineering, we manage to bring together strategic partnerships (both in terms of skills development and
reselling capabilities), the Cloud infrastructures provided by our data centres and a comprehensive portfolio of
professional services. We combine traditional infrastructure management capabilities with Cloud managed services,
incorporating advisory and consulting services, migration and modernisation, Cloud native deployment, Cloud
platform operation, and Cloud governance and economics.
Through this offering, we are a partner for our customers that supports their transformation process regardless of
their starting point: from those who need to start a modernisation process and need support to immediately manage
their infrastructure and services, to those who need to innovate and migrate specific workloads with the possibility of
integrating their management and moving towards SaaS models.
As part of our management contracts, we provide our marketplace platform to help companies build a
catalogue of services to simplify and standardise the provisioning and consumption of Cloud services with
centralised governance and cost control.
Thanks to its potential integration with the companies' internal systems, it allows them to optimise their internal
operations. Given its features and functions (such as, for example, the management of sales channels with parentchild chains or the metering and billing engine) it enables and speeds up companies in the construction of new
monetization and business models, making the immediate go-to-market of digital products and services part of
digital ecosystems that are becoming more and more established.
All this allows us to offer a full range of services and expertise, to ensure that the Cloud ecosystem is managed at its
best with continuity, thanks also to an operation centre with a Service Desk and Control Room available 24/7 for
the analysis, monitoring and continuous improvement of performance and security.
Together with cutting-edge technologies, our approach allows our customers to dedicate time, resources and effort
to strategies to grow their business, because they know they can entrust us with the management of their entire IT
ecosystem, with the assurance that they have all the resources and expertise they need just when they need it.
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Our method of Digital Transformation through
the Cloud
We at Engineering come from a long history of matching business needs with new technologies through tailored
services, projects and solutions. For 40 years, and in all markets, our mission has focused on enabling what makes
companies work and grow.
We leverage the bimodal approach to bring to market a unique Digital Transformation methodology, based on
a holistic point of view, embracing both existing and new technologies in a flexible, multi-source, multi-technology
ecosystem.

CLOUD ADVISORY
SERVICES

CLOUD NATIVE & MIGRATION
SERVICES

CLOUD OPTIMIZATION
& MANAGED SERVICES

- Cloud adoption strategy

- Cloud migration & modernization

- Cloud managed service

- Modernize workshop

- Cloud deployments

- Cloud platforms operations

- Roadmap & business cases

- Cloud development

- Cloud governance & economics

- Cloud platforms engineering

- Continuous optimization

- Operating model transformation

- Hybrid IT managed services

- Cloud security strategy

DIGITAL TECHNOLOGY PLATFORMS
Connecting resources | Bimodal approach | Platformizing delivery

The core element of any company embracing digital must be the evolution of its IT, procurement and consumption
models. Taking into account economic and market demands is key to ensuring that businesses know where to
focus their attention, thus avoiding wasting investment and having a clearer understanding of the benefits and
return on investment. In order to protect their company's business, organisations need to move to a procurement
and operations service model that reduces capital investment and associated planning risks.
Our experience in providing natively managed (end to end) services, developing and maintaining them, as well as
outsourcing services to businesses of all sizes and in all market sectors has enabled us to continue to grow and
strengthen our core values and commitment to serving our customers, positioning us as a product and technology
independent and service oriented organisation.
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For decades, we have built long-term relationships and partnerships with our stakeholders, continuing to support and
guide the evolution of their IT strategies and ecosystems at every stage. As an outsourcing player, we have always
provided our customers with the advantage of 'economies of scale' and an 'industrialised' approach while
maintaining the flexibility to build services tailored to the real circumstances of our customers.
In order to survive in a highly competitive global market, companies are looking to innovate, reach new
markets and increase productivity while minimising costs. To help them achieve these goals, we are continually
evolving the way in which our expertise can be offered and used by customers.
As a result, our portfolio covers legacy infrastructure, virtualised private and shared platforms, as well as multi-Cloud
deployment platforms on which to develop, integrate and evolve custom and packaged solutions for our customers.
Our hybrid IT services framework integrates our capabilities to:
−

design, produce and deliver reliable IT, Cloud native and digital services

−

define customer-specific service catalogues leveraging Cloud technology building blocks and outsourcing
options

−

provide ongoing or project-based professional Cloud services to design, deliver, execute, adapt and optimise
customer-specific IT models over time, thus meeting ever-changing business needs.

Evolving, enabling, extending your business through the Cloud.
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OUR Cloud
STRATEGY

CLOUD

The main objective of our approach is to evolve the traditional concepts of IT, infrastructure, applications and products
into the new "service" paradigm enabled by the Cloud, enabling a "shift to SaaS".
In this sense, our Cloud strategy is based on three main directions:
Evolve the concept of "infrastructure" into the broader concept of "development platform": a development
platform encompasses all possible infrastructure technologies behind a single layer, simplifying accessibility, ensuring
portability and hidingthe details of each individual technology platform towards a concept of immutable, code-based
infrastructure.
Evolving the concept of "application" into the more flexible concept of "ecosystem platform": an ecosystem
platform allows interaction with an ecosystem (social, environmental, industrial, economic), acquiring its data,
modelling its behaviour, monitoring and controlling it, thus creating a series of new intelligent applications and
deriving new information of value for the business.
Evolving the concept of "product" into a parallel model of "services": in addition to being used through
dedicated licences and infrastructures, the product can be offered as a service to enable faster adoption, greater
scalability, an industrialised solution with guaranteed service levels and better integration with new and existing
products and services.

Evolving, enabling, extending your business through the Cloud.
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One of the most obvious advantages introduced by Cloud technology is to make the idea of 'liquid' technology
a reality. The concept of 'liquidity' reflects the need for speed, simplicity, integrability, scalability and a decoupling
from technological complexity, which until now has made IT transformation more of a worry than an opportunity.
Moving to the Cloud therefore means getting rid of resources, limitations, vendor lock-in, dependence on
certain technological skills and other constraints, which can make any IT solution expensive and unattainable
today.
But is it really true that the Cloud technology provider offers such freedom of choice? Not exactly. The mantra of the
new Cloud generation is “Multi Cloud and Hybrid IT” and at Engineering we have always understood the value of
hybrid platforms and services, making this our strenght.
Being 'hybrid' means offering a combination of traditional and Cloud technologies to support that model. Being
"multi-Cloud" requires the integration and governance of multiple Cloud platforms and technologies to allow freedom
of choice and change, often balancing economic efficiency with primary technology choices and integrating other
secondary platforms for specific workloads or workload repurposing.

22
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MULTI-CLOUD MARKETPLACE

FOCUS

Many organisations now face the challenge of a new approach to the governance of IT and Cloud services, focusing
on organisational management, competencies and roles for corporate IT functions and CIOs.
Increasingly, IT and business are acting directly and in sinergy in the acquisition, use and consumption of Cloud
services. The IT function must therefore rapidly evolve towards a role of governance and enabler of standards,
products and ready-to-use practices on which business and applications can continuously compose and integrate
services with access to various available data sources (internal and external to the enterprise) and in a secure "by
design" manner, composing vertical application solutions.
Most customers will be able to use one Cloud provider as a priority, but increasingly the transformative scenario will
require integration of multiple providers and deployment models.
Traditional Cloud service providers do not allow much customisation and very few offer the tools needed to
create an open and truly multi-Cloud marketplace.
At Engineering, we use and continue to develop and evolve our proprietary Cloudesire marketplace platform,
leveraging its features to enable multi-Cloud orchestration and the creation of a customised Cloud catalogue.
We use Cloudesire as the engine of our Cloud Marketplace and implement it to help customers better govern the
consumption of their Cloud platforms.
Cloudesire's architecture is designed to integrate with any technology platform and Cloud service, enabling the
orchestration, measurement and billing of the combination of these services.
Together with our Digital Enabler ecosystem platform, Cloudesire is a building block for creating platforms
that combine data discovery, collection and mash-up to generate new data, enrich it and make it available via
APIs. Through Cloudesire, data is publishable and available with open subscriptions. The combination of Cloudesire
and Digital Enabler is the ideal solution to lead your organisation into the new API economy, maximising the value of
your data.
For Engineering Group, Cloudesire becomes a key element in the transformation of its software solutions, facilitating
an evolution towards SaaS and subscription models.
Through the continuous process of transformation and evolution of our solution portfolio, our vertical products,
together with those of our partners, form the SaaS layer of our Cloud offering.

Evolving, enabling, extending your business through the Cloud.
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CASE STUDY / SMART TRANSPORTATION
A full digital solution on the Cloud for Itabus
Itabus is a start-up company for road passenger transport. Itabus produced its HLD technology architecture

based on a strategic future proof vision that guided its IT choices from the outset, including Cloud native, digital
omnichannel and industry leading solutions.

When the company turned to Engineering, it needed to design its services and systems in detail and implement
the necessary integrations and configurations for the entire technological system. This system is constantly

evolving due to the changes in the social and market context that have taken place in recent years. In line with
what had been defined at the level of design and strategy by Itabus, we at Engineering thus intervened with a

fully digital solution on the Cloud to guarantee the usability and continuity of the services provided to users and
to allow an evaluation of the performance of the various business areas.

It was necessary to create CRM, e-Commerce, and Business Intelligence platforms integrated with other

application platforms (ERP, distribution systems, fleet and personnel monitoring, etc.), making it possible to
provide scalable and timely intervention to improve the functionality of services and to ensure maximum
efficiency of all processes.
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CASE STUDY / SMART GOVERNMENT
Inail Cloud Transformation
For INAIL (Istituto nazionale per l'assicurazione contro gli infortuni sul lavoro = the National Institute for

Insurance against Accidents at Work), in collaboration with other IT companies, Engineering carried out the

adaptation and migration of the Institute's huge number of applications: the scope of the intervention involved

more than 200 Java applications, about 5,000 Cobol programs and more than 50 data exchange flows with other
administrations.

In order to reduce the impact on the Institute's operations, the migration was carried out using a 'progressive

approach'. This involved the need, during the assessment phase, to identify appropriate application sub-domains
and the interactions between them.

For each 'Application Island', a specific migration and application adaptation strategy was defined to eliminate
incompatibilities with the new infrastructure and other possible critical aspects.
CASE STUDY / SMART ENERGY & UTILITIES
From paper to the Cloud with Microsoft 365
The German division of a leading Italian energy group required support in digitalising a series of processes, some
based on Lotus Notes and others completely paper-based.

The challenge was to bring the customer and its business flows onto a Cloud platform that would reduce the
time and cost of the various processes involved in application refactoring.

The project was developed by migrating Lotus Notes applications and related flows and digitalising entirely
paper-based processes.

After an analysis phase, the solution was implemented and the relevant data migrated. Microsoft 365 was

identified as the reference Cloud platform, using SharePoint Online as the repository of documents driving the
processes, as well as Power Platform.

Users can take advantage of the applications in an as-a-service mode.

The results have enabled us to successfully migrate 13 applications and around 40 approval flows with total
customer satisfaction.
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CASE STUDY / DIGITAL FINANCE
A migration factory for a new Cloud management
The capacity to transform a need into an opportunity is what has led one of the major national players in the
Postal services sector to embark on a digital evolution process of critical importance. The fundamental need

to reduce the management costs of its data centres by consolidating them prompted the company to engage

our teams to evolve and update its application landscape. The aim of the project was therefore to carry out an

integrated transformation of the applications and infrastructure, consolidating the Data Centres also with private
Cloud solutions and increasing the resilience of critical infrastructure.

We assisted the Data Center Transformation programme by helping to assess the systems undergoing

transformation and by coordinating, analysing and implementing the application transformations of these

systems. The systems to be migrated concerned both infrastructures providing internal services and custom

applications developed for the Business or Retail Customer. In view of the complexity of the project, we divided

the hundreds of applications undergoing migration into several groups. For each group, we developed separate

and parallel migration projects, bearing in mind the relative stakeholders, constraints and possible obstacles. We
then implemented in parallel the different waves of migration to private Clouds (on virtual Cloud environments
based on SDDC VmWare infrastructure), updating the software stacks in compliance with policies governing

support, longevity and security standards. Together, these activities have brought numerous benefits, including
the divestment of one of the two transformed data centres.

CASE STUDY/E-HEALTH
CUP Piedmont, data for an increasingly efficient and accessible health service
CUP (Unified Booking Centre) for Piedmont: data for an increasingly efficient and accessible healthcare system.
The service thus has to cater for more than 40,000 commitments handled daily (appointments, changes,
cancellations), with over 12,000 operators who are registered and active on the system.

The project entails the construction of an integrated solution consisting of an application platform (based on our
AREAS platform), a technological infrastructure, a call centre service and specialist services (including business

continuity and advanced reporting based on Knowage, our Open Source Suite for modern analytics and business

intelligence). Here at Engineering, as part of the consortium that carried out the project, we used the best

technologies and solutions from the earliest stages of design to ensure maximum continuity and operational
efficiency and the best access-use experience for citizens and operators.
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CASE STUDY / AUGMENTED CITY
Florence: city of art and smart mobility
Simplifying and improving the management of city mobility, digitalising and integrating processes, systems and
related services. With this objective, the Municipality of Florence turned to us: we supported the Administration
with INES Cloud, the platform used by many cities in Italy and abroad for the unified management of urban
mobility and parking.

Engineering has adopted several solutions to digitalise the mobility system of the Municipality of Florence,
among them:
−

INES Cloud BSS, for the issue and control of permits, tickets and travel passes; the management of sales

channels, from the counter and from the reserved area; the optimisation of circulation and parking; requests
for authorisations, reservations and digital payments
−

INES Cloud - ParkingHub, for the unified management of parking resale through multiple mobile apps from
different providers

−

Tap&Park, an application for parking payment and season ticket renewal

−

Sanzioni Smart, a mobile app for the control of permits, subscriptions and parking tickets and for the issue of
infringement notices.
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A TRANSFORMATION WITH SECURITY AT ITS HEART

FOCUS

The strong acceleration in the use of Cloud services and their ever-increasing distribution and dislocation outside the
perimeters of proprietary network and data centre infrastructures have made Cybersecurity a key element of every IT
strategy.
At Engineering, we consider Cybersecurity as a fundamental enabling technology in the Digital Transformation
of companies and public administrations.
We protect applications, infrastructures, data, platforms and technologies by offering services dedicated to:
−

Designing and modernising applications and services by placing security at the forefront and focusing on a
converged approach of Cloud networking and Cloud security (Secure Access Service Edge)

−

Blocking cyber threats and attacks through a seamless, integrated and AI-driven approach

−

Ensuring complete compliance and governance, guaranteeing that the enterprise-customer is always aligned
with evolving rules and regulations.

With over 300 specialists dedicated to Cybersecurity, we at Engineering are one of the leading European players in this
field and continue to grow our capabilities in South America, North America and the rest of the world.
Our Security Operation Center (SOC) ensures that data is protected by applying best practices, proven methodologies
and the highest professional cybersecurity skills, as well as leveraging the experience and capabilities of a network of
leading partners worldwide.

Your Data, Safe & Secure

Data Center

Security
Operation
Center

Control Room

Service Desk
24/7

Monitoring

Analytics

From the infrastructure we manage, we now oversee 43.2 billion events and intercept 123 billion known vulnerabilities
every day.
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Our research and innovation activities
in Cybersecurity
We have focused our research activities in three directions:
–

new approaches to the training of public and private employees to intercept malicious cyberattacks;

–

new risk assessment and prioritisation of investments based on the economic impact of cyber
threats;

–

greater contextualisation of cyber threat intelligence.

Engineering is a member of the European Organization for Security (EOS) and the European Cyber
Security Organization (ECSO).
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WHAT IS THE FUTURE
OF THE Cloud?

CLOUD

During the Covid-19 emergency we have witnessed a strong acceleration of many technological trends, new
paradigms have been conceived and strengthened, many technological solutions have been designed and

implemented and the market for Cloud services has been not only consolidated but significantly expanded.
Awareness of the benefits of the Cloud and of Digital Transformation in general has grown enormously.

Today, the supply of computing resources is mainly based on "on demand", "always on" and "as a service" logics.
Thanks to the Digital Transformation, the focus inevitably shifts from technology to business to private life, as

experienced during the lockdown. Business needs, increasing attention to environmental impacts and sustainability,

as well as human and personal needs, will require (and bring) huge changes for all stakeholders, because various and
different data sources and services will connect and because new value will come from how we will exploit them to
create virtuous ecosystems around them.

Natural language interfaces will become the new native interfaces for most of the tasks that people perform
today via keyboards and GUIs (Graphical User Interfaces). Cognitive engines will support humans in correlating
events and data, which now has a frequency and volume beyond human manageable limits.

Process automation platforms, the application of Artificial Intelligence and increasingly autonomous services
will integrate and change our habits and the way we work, live and interact with each other.

The complexity of application development technologies, hardware, infrastructure, underlying software and

application operations, together with many of the contracts that today govern the relationship between the

consumer and the Cloud provider, will disappear behind a pure 'as a service' model, integrating multiple actors,

potentially including the customers themselves, based on vertical solutions with metrics related to business and not to
technology.

Evolving, enabling, extending your business through the Cloud.
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To meet all these needs it will therefore be necessary to exploit the Cloud model with its flexible, agile paradigm
and close to an unlimited level of power and scalability. A set of evolved platforms and services, more and more

verticalised on specific use cases and business solutions of Industry, to accelerate their adoption and democratise their
use by simplifying access, creation and use of new digital services by all the functions of companies, business, internal
as well as IT departments.

The evolution that will mark Cloud Computing in the coming years will concern the following aspects:
Consolidation and adoption of a "Cloud everywhere" model: an increasing and rapid migration and modernisation
of application loads on Cloud platforms together with an increase in the number of providers in use will increasingly
consolidate a scenario of integration of hybrid and multi-source IT services, distributed from edge to core: this will
lead to increasingly flexible, on-demand solutions that meet the real needs of companies.
Acceleration of the Cloud native paradigm: the need to be an agile, dynamic company that can continuously
adapt to operational and business evolutions will lead to an increase in the adoption of DevOps practices and Cloud
native architectures. New models in which "dev" and "ops" skills are integrated in a new function based on platform
team and operation concepts, with an approach centred on continuous development of usable products in a multidisciplinary team with business functions to create new digital services will be central.
Change in the supply paradigm of computational resources: we will go from an explicit provisioning model,
where the consumer qualifies exactly and explicitly how many and which resources are needed, to a model where the
consumer is required to specify only the service levels (SLA) of the application or desired.
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Evolving mechanisms and policies for IT security management: the ever-increasing integration of Cloud services
and platforms from IaaS to SaaS, and their distribution in terms of access, will lead to a reversal of the concept of
centralised network protection, towards a continuous evolution of security control and management models based on
a strategy that combines network and security functions, increasingly integrated at every level.
The industrialisation of Cloud services to better meet the requirements of companies: more and more providers
are evolving their catalogue towards industry-specific solutions that best address specific market sectors by providing
ready-to-use tools and solutions to accelerate their implementation.
Service Portability and Data Decoupling: Users need to be able to separate their content and data from webbased software and services. This capability re-establishes the boundaries between the content owner and the service
provider, allowing alternative and complementary services to be mixed and matched. The availability of generic
quality alternatives for all important classes of Internet services will provide an enormous boost to user development
and mobility. By introducing suitable micro-scale alternatives and interoperable standards that can be universally
implemented, individual service providers will no longer be a 'point of failure' and resilience will be greatly increased.
By making data and identities usable and portable across services, users regain control and new innovative services
can be implemented. Citizens and companies can benefit not only from better applications, but also from the reuse of
data beyond the limits of applications.
Personal data spaces: There is a trade-off between the possible benefits of innovation with the Internet of Things
and Big Data and the need to prevent misuse of personal data. We need to protect personal data and that means
educating citizens about possible criminal acts. Systems that provide citizens with security, transparency and freedom
to control their data should not restrict access to innovative services. Infrastructure is needed both to enable the
benefits and to minimise the exposure of personal data. This will include enabling privacy-compliant access control
and ensuring responsible use of personal data.
We at Engineering believe that our holistic approach holds the key to the future: the digitalisation of the world as we
know it.
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ENGINEERING
Engineering Group is the Digital Transformation Company, leader in Italy and expanding its global footprint, with
around 12,000 associates and with over 40 offices.

The Engineering Group, consisting of over 20 companies in 12 countries, has been supporting the continuous

evolution of companies and organizations for more than 40 years, thanks to a deep understanding of business

processes in all market segments, fully leveraging the opportunities offered by advanced digital technologies and
proprietary solutions.

It integrates best-of-breed market solutions, managed services, and continues to expand its expertise through

M&As and partnerships with leading technology players. The Group strongly invests both in innovation, through its
R&I division, and in human capital, with the internal IT & Management Academy. Engineering is a key player in the

creation of digital ecosystems that bridge the gap between different markets, while developing composable solutions
that ultimately foster a continuous Business transformation.
www.eng.it

THE WORLD
WE LIVE IN
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