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In recent years we have witnessed threats and global phenomena of various kinds. 

These have required – and continue to require – significant defense interventions on 

the part of governments.

In addition to the territorial level, the defense realm has also expanded to other areas of 

society, including the economic or financial area, and above all to the cyber front. The 

chessboard on which defensive actions are implemented has significantly changed, 

becoming increasingly widespread and multidimensional.

On a global level, in fact, beginning with the years following the Cold War, spending in 

defense budgets has continued to grow
1
, reaching a peak of $1,822 billion in 2018, with 

a growth of 2.6% compared to the previous year. The country with the largest defense 

budget continues to be the United States, with over $634 billion planned for 2018 

(accounting for approximately 35% of global spending), growing by 4.6% compared to 

2017 and with a further 7% growth expected for 2019. Immediately after this, we find 

China, Saudi Arabia, India and France. Together, these five countries make up 60% of 

global military spending. In Europe however, budgets have increased by 2.6% in 2018, 

above the 2% minimum target set by NATO.
2

Source: 
1 

sipri.org World Military Expenditure 
 

2 
alixpartners.com Aerospace, Defense challenges Study

World military expediture, by region, 1988-2018*

* No total can be calculated for 1991 as no data for the Soviet Union in avaiable for that year
Source: SIPRI Military Expenditure Database (29 Apr. 2019)
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https://www.sipri.org/media/press-release/2019/world-military-expenditure-grows-18-trillion-2018
https://www.sipri.org/media/press-release/2019/world-military-expenditure-grows-18-trillion-2018
https://www.alixpartners.com/media-center/press-releases/aerospace-defense-challenges-alixpartners-study-2019/
https://www.sipri.org/media/press-release/2019/world-military-expenditure-grows-18-trillion-2018
https://www.alixpartners.com/media-center/press-releases/aerospace-defense-challenges-alixpartners-study-2019/
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In light of the above, the Digital Defense, Aerospace & Homeland Security sector is 

characterised by multiple challenges, which continue to evolve over time, in line with the 

latest techniques and technologies available today.

To stay abreast the evolution of conflicts and technologies, whenever possible, defense 

departments – part of a nation's public administration – rely heavily on the private 

sector, in order to ensure the use of cutting-edge technologies which make it possible 

to mitigate the risk of obsolescence. 

These departments must therefore be able to form alliances with technological partners 

capable of providing skills, expertise and knowledge complementary to their own. 

In doing so, governments can no longer rely solely on their traditional suppliers – in 

other words on companies in the defense sector – but must also turn their attention to 

companies in the high-tech sector, which invest far more heavily overall in research and 

development.
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These involve different types of players:

Cooperation between these worlds is not only desirable, but necessary, in order to pool 

all the available skills together and govern the Digital Transformation of a sector that is 

highly critical for both nations and citizens.

 ■ Highly innovative companies operating in the Aerospace sector (e.g. Space X and Blue Origin
3
), which 

have already established themselves as leading competitors to traditional companies operating in the 

Defense and Aerospace sector.

 ■ IT companies, which aim to optimise data management and position it as a fundamental asset at 

the base of any technological and non-technological challenge. For example, in 2018, the US Army 

purchased 100,000 Hololens mixed-reality smart glasses from Microsoft, to be used both in the field and 

for training, for a total value of $480 million.
4

Source: 
3 

pwc.com Ceo Survey Aerospace defense trends 
 

4 
bloomberg.com Microsoft wins 480 million army battlefield contract

R&D intensity by industry. Source: Global Innovation 1000 Study, Bloomberg data,  Capital IQ data
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https://www.eng.it/en/white-papers/digital-transformation
https://www.pwc.com/gx/en/ceo-survey/2019/Theme-assets/reports/ceo-survey-aerospace-defence-trends-2019.pdf
https://www.bloomberg.com/news/articles/2018-11-28/microsoft-wins-480-million-army-battlefield-contract
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https://www.bloomberg.com/news/articles/2018-11-28/microsoft-wins-480-million-army-battlefield-contract
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It is precisely on the theme of cooperation that a second challenge emerges, linked 

to the collaboration between defense departments, not always encouraged towards 

the outside – for reasons that are certainly easy to understand – but also within the 

departments themselves. Consequently, the various branches are unable to exchange 

the data and information necessary for the Digital Transformation of the institutions. 

Moreover, the use of digital platforms is characterised by strong resistance within 

departments, for several reasons. First, the required investments in terms of time 

and money (just think of training). But above all, the problem is rooted in the fact that 

by relying more and more on technology, all military equipment will be increasingly 

interconnected, exponentially increasing exposure to cyber risks.

The challenges are therefore numerous and Engineering, with its long-standing 

experience in supporting the operations of governments, is ready to face them and 

participate in projects of strategic importance.
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Engineering operates within the Digital Defense, Aerospace & Homeland Security 

realm, facilitating the acquisition, management and secure distribution of data relating 

to military and national security operations, as well as the logistical support linked to 

the maritime, land, air, space and cyber domains.

In the last twenty years, we have achieved our key goal by acting proactively and 

responsibly. This, in turn, has made us a credible and reliable technological partner for 

national and international institutions dealing with defense and security.

We are now ready to strengthen our position in the sector by consolidating relationships 

with customers and aim to increase our presence on the national and foreign market, 

both of the Country's system and of the company.

Our experience and knowledge in the civil and military field allows us to transform solutions and 
services and adapt them to specific needs in the Defense world, mutating its functional capabilities and 
hypothesising possible specific developments. This peculiarity of ours, unique on the market, combined 
with the dual use of new solutions and the adoption of enabling technologies, enables us to consolidate 
a credible positioning on the market, as well as to give a positive response to the Digital Transformation 
needs of the Government Administration, optimizing its investments.

Fabio Barba
Defense, Space and Homeland Security Business Unit Technical Director, Engineering 
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Engineering's mission in the Digital Defense, Aerospace & Homeland Security domain 
is therefore focused on the achievement of three macro-objectives:

 ■ Promote the military/civil "dual use" paradigm, favoring the re-use of acquired skills and 

expertise, as well as of solutions implemented in both sectors

 ■ Contribute proactively to technical, technological and process-related innovation, in highly 

specialised niche domains

 ■ Support users and customers in their Digital Transformation process.

Engineering has developed a specific framework – called the Portfolio Map – to 
describe its end-to-end skills and expertise in the sector, in the areas of: Intelligence, 
Defense, Maritime, Space and Homeland Security.

PORTFOLIO MAP

Digital Defense, Aerospace & Homeland Security 

ENABLING 
TECHNOLOGIES

 AR / MR / VR IOT CybersecurityAI & Advanced Analytics

ENABLING 
SERVICES Business   & User Services

 IT Consulting Mobile  Applications
UX & Service  Design

Digital Communication  & Strategy

 
Intelligence

 
Maritime

 
Space

Homeland 
Security

 
Defense

Maritime Situational 
Awareness System 

Maritime Safety 
Systems 

Port State  
Control solutions 

Flag State  
Inspections solutions 

Earth Observation 
Applications

Data Collection &  
Elaboration 

Border Control 
Systems 

Visa Management 
Systems

Law  
Enforcement

Command Support 
Systems

Document Management 
Systems 

Military Message 
Handling Systems

Network  
Security 

Intelligence 
Systems

 Collection  Analysis  Appreciation

DATA INFRASTRUCTURE
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Creating products that are compatible with the needs of companies, means knowing how 
to listen to their needs and identify the most critical aspects of their business.
With the advance of Digital Transformation, the sense of vulnerability on the part of 
organisations has also grown. To address their changing security needs, we have 
therefore innovated our solutions, with a focus on maximising data protection.

The products that are part of our LiveBox Suite have been designed for the enterprise 
world, where security has always been the key requirement. Aligned with the latest 
standards on optimal security principles, Drive by LiveBox guarantees the highest level 
of data protection, thanks to the use of the AES-256 encryption standard, a military level 
technology.

Each of the functionalities of the application integrate the software infrastructure, bringing 
to the market a military-type solution, albeit characterised by a customisable look and feel 
and open to every need. At the base of a truly secure system, the design centres on strict 
access control. It is based on this logic that integrations have been made with different 
authentication technologies, thus guaranteeing platform flexibility and compliance with a 
wide range of needs:

This is an armoured solution in all respects, because in principal Drive by LiveBox is 
a safe where files are stored in complete security and made available on the basis of 
assigned permissions, while transfers are executed based on SSL/TLS encryption 
standards.

 ■ LDAP / Active Directory

 ■ Kerberos

 ■ SSO / SAML 2.0

 ■ Two-factor authentication (U2F / TOTP).

LIVEBOX: "DUAL USE" FOR 
ENTERPRISE LEVEL SECURITY

https://www.eng.it/en/white-papers/digital-transformation
https://www.eng.it/en/white-papers/engineering-innovation-whitepaper
https://www.eng.it/en/our-platforms-solutions/livebox
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 ■ Command Support Systems

 ■ Maritime Situational Awareness Systems and Systems dedicated to Intelligence

 ■ Military Messaging Systems

 ■ Document Management Systems

 ■ Military Health Support Systems and Information/Cybersecurity solutions.

Within the Defense realm, we carry out and maintain a wide range of systems, 

designed to support users in their operational and logistic activities:

The collaboration between our team of industry experts and the ECM (Enterprise 

Content Management) Competence Centre has also given momentum to the 

implementation of systems focussed on information processing and in particular, 

document management and military messaging (STANAG 4406). In terms of the first, 

Engineering has developed and maintains the Document Management and IT Protocol 

System. Each year, the latter handles over 4 million documents and more than 17,000 

users for the Stato Maggiore della Difesa (Italian Defense Staff), Segredifesa (Italian 

General Secretariat of Defense) and the Esercito Italiano (Italian Army), with both the 

Italian Navy and the Italian Air Force also set to adapt the system in the short-term.

With regard, on the other hand, to systems designed to support the Military Health 

department, we are working on the re-engineering and functional expansion of the 

Italian SISAD system (Health Information System of the Defense Administration). 

Moreover, Engineering's AREAS suite, focussed on the health sphere, is currently in 

use at the Celio Military Hospital in Rome.

https://www.eng.it/en/our-platforms-solutions/areas
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 ■ Application security

 ■ Perimeter security of IT infrastructures (Network Security Architecture, Vulnerability 

Assessment, Event and Log Management, End Point and Mobile Security, Data Loss 

Prevention, Advanced Persistent Threat)

 ■ Cyber Threat Intelligence and security in the exchange of information between networks 

at different classification levels, critical infrastructure security (development of decision 

support systems and prevention and/or intervention policies following the assessment, 

through dynamic modelling and simulation, of impacts due to incidents and/or threats on 

interconnected critical infrastructures).

 ■ PYTHIA (Predictive methodologY for TecHnology Intelligence Analysis), funded under the 

Preparatory Action on the Defense Research programme, aims to develop an innovative 

methodology designed to make strategic technological forecasts in the context of Defense, 

through Big Data Analytics tools and forecasting models. The consortium is characterised 

by a wide geographical coverage, with partners from 6 different European countries whose 

organisations are Defense Ministries, think tanks specialised in strategy and defense, 

technology providers and integrators.

 ■ SOLOMON (Strategy-Oriented anaLysis Of the Market fOrces in EU defeNse) aims to 

provide the European Union with methodologies and tools designed to ensure that European 

armament industries have a reliable production chain, to minimise the technological 

dependence on non-European countries, linked to the International Traffic in Arms 

Regulations (ITAR) and Export Administration Regulations (EAR) restriction regulations, 

defining possible roadmaps to address these risks.

Finally, within the Defense sector, limited to the classified world, we deal with 

Information/Cybersecurity in relation to the following aspects:

Moreover, we also collaborate directly with the European Defense Agency in two 

specific areas: Strategic Technology Foresight and the procurement of materials 

and components for European defense industries. With our Research & Innovation 

Department, we coordinate two complementary European projects:

http://www.eng.it/en/case-studies/pythia-futuro-difesa
https://www.eng.it/en/white-papers/cybersecurity
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CYBERTECH: DIGITAL SECURITY 
FOR DEFENSE

 ■ Supply of products for the forensic analysis of mobile devices, training, maintenance and  

on-call technical support

 ■ System support and the on-site management of Identity Access Management (IAM) security 

infrastructure

 ■ Technical support and management of Security Information and Event Management (SIEM) 

security infrastructure based on the IBM-QRadar technology

 ■ Supply of Strong Authentication products

 ■ Professional security services to support the management and maintenance of integrated 

ICT infrastructure

 ■ System support for the production of security infrastructure based on the CA (Certification 

Authority) technology.

From 2016 to today, Cybertech has developed IT security projects for the Defense, 

Space and National Security market, for a total value of over €1 million.

For several years, many Italian institutions in the sector have continued to rely on our 

experts in relation to:

from 2016 to 2019

Distribution by technological 
solution of Cybersecurity
projects in the Defense sector 

Forensic analysis - Mobile

Security - IAM

Security - SIEM (IBM Qradar)

Strong Authentication

Security - ICT

Security - CA technology 

76%

14%

6%

1%
1% 2%
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In the United States, our group of Digital Industry experts is engaged in manufacturing 

projects that also cover the needs of the Digital Defense, Aerospace & Homeland 

Security domain. In this market segment, manufacturing is directly targeted at 

government agencies and calls for compliance with very strict guidelines and 

regulations, particularly in the United States, which ranks among the major world 

powers in terms of army, navy and aeronautics. Our Engineering USA team has been 

working in this sector for years to provide consulting, technological solutions and 

services focussed on Industry 4.0 for the United States Department of Defense.

When it comes to the world of US defense, "speed" is the key word. Producers are 

tasked with developing and building extremely sophisticated aircraft, jets, ships 

and submarines, guaranteeing high standards of quality and performance. The 

solutions designed by Engineering USA improve the efficiency of the manufactured 

products, while also optimising the management costs. To manufacture and repair 

extremely complex, highly classified and expensive equipment and machinery, the 

US government manages a large supply chain of manufacturers, contractors and 

suppliers. For the latter, the role represents an exceptional opportunity, while also 

exerting enormous pressure in terms of time-to-market, efficiency and quality of 

production processes and of the final product. Our team works directly with both the US 

government and its suppliers.

ENGINEERING USA: DIGITAL 
INDUSTRY FOR DEFENSE

https://www.eng.it/en/white-papers/digital-industry
https://www.engusa.com/en/
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 ■ Support of corporate standardisation activities for the United States Navy, providing aircraft 

assistance services (including research, design, development and systems engineering, 

acquisition, testing and evaluation, training, repair and in-service technical and logistical 

support). A solution was implemented to manage production data in a centralised repository, 

allowing its use in downstream processes. By creating a single data source, the Customer 

was able to reduce the time-to-market and improve the efficiency of its fleet management 

repair processes.

 ■ Support in the transformation towards Industry 4.0 for a leading American company in 

the Defense and Aerospace sector, whose operations focus on four key areas: aerospace 

systems, mission systems, technological services and innovation systems. A Solution 

Maturity Model was created to accompany the Customer's transformation towards its Industry 

4.0 vision, with the aim of improving data-based decision-making, increasing its competitive 

advantage and automation (across numerous production sites) and supporting it in the 

transition to a closed-loop production model.

As far as the technology sector is concerned, Defense contractors that produce 

aircraft and ships for the United States are trying to speed up product design and 

manufacturing timeframes. Thanks to our experience in Digital Manufacturing 

technologies, we provide vertical solutions and system integration services that are 

capable of supporting them in achieving their objectives and in meeting the strict 

regulatory requirements typical of the sector.

Our Digital Industry group is involved in the construction of submarines, radar systems, 

land vehicles, aeroplanes and shipyards for the US government. We guide the Digital 

Transformation of the manufacturing process, we provide and integrate IT systems to 

manage data and production processes and we offer solutions to optimise the repair 

of assets. For example, when US ships and submarines have to undergo maintenance 

and repairs, the US government relies on trusted suppliers. Engineering USA helps 

these suppliers take advantage of the technology needed to ensure the most efficient 

processes, so that equipment is put back into service as quickly as possible. Some 

examples of work carried out by Engineering USA in the Digital Defense, Aerospace & 

Homeland Security manufacturing sector include:

https://www.eng.it/en/white-papers/digital-industry
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 ■ Support in the design phases of one of the major submarine manufacturers for the United 

States Navy for over 100 years, also the winner in 2017 of a major contract with the US 

government to produce the next generation of submarines. The Siemens Next Generation 

Planning (NGP) manufacturing planning solution was implemented (the first case in North 

America), thus enabling the Customer to transform its design data, taking advantage of 4th 

Generation Design, into a detailed production plan. The goal was to maximise performance 

and scalability, in order to support the assembly of complex structures.

 ■ Process optimisation support for a leading commercial vessel manufacturer, which recently 

won a contract to support ship production for the US government. Simulation techniques of 

production plants were implemented in order to help the Customer increase the efficiency of 

the assembly and shipbuilding processes.

 ■ Support for the design of a shipyard for a US naval base and the headquarters of the US 

Pacific fleet. A project was launched in which an advanced simulation model of the current 

naval base will be built, in order to analyse the layout and processes in a virtual environment, 

thus facilitating a complete redesign and restructuring of the base. Following this model, 

decisions will be made on where to construct new buildings and which existing buildings to 

demolish, if it is necessary to purchase new equipment and which specific repair services 

should be performed to avoid bottlenecks, thus creating a plan for designing the future yard.

https://www.eng.it/en/white-papers/digital-twin
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With its long-standing experience in the intelligence sector, Engineering is involved 

in the integration of systems and SIGINT (SIGnal INTelligence) and ACINT (ACustic 

INTelligence) sensors, as well as the logical security of networks and environments 

dedicated to the exchange of information characterising this operating sector.

Our solutions favour the collection, evaluation, processing and sharing of data acquired 

by different types of sensors. In this sector, we are the technological partner of 

reference for the National Agencies, as well as of NATO (since 2012).

As far as SIGINT is concerned, we have created and maintain the platform for 

collecting and analysing intercepted communications and the emitters database, 

through which it is possible to derive the details and characteristics of the individual 

sensors.

On the MPV (Multi Purpose Vessel), maritime ship designed to facilitate the transport 

of a wide range of loads, we were involved with the integration of the on-board sensors 

and the creation of the subsystem for the shore-ship-shore connection, with particular 

reference to the sending of specific tasks, to the collection of information and to their 

forwarding to terrestrial installations.

DIGITAL DEFENSE, AEROSPACE  
& HOMELAND SECURITY
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With regard to ACINT, we collaborate with the Italian Navy in the implementation 
of various innovative solutions. Above all, a DSS (Decison Support System) for the 
classification of targets detected in the open sea by analysing the relative acoustic 
signal acquired using SONAR sensors and a platform for identifying and tracking 
targets detected, with the support of bi-static SONAR sensors in a non-collaborative 
configuration. This technology will allow submarines to avoid being identified during 
the acquisition of information relating to the surrounding environment in passive mode, 
avoiding the emission of signals from the onboard SONARs.

In terms of securing networks, environments and systems used for exchanging 
sensitive information, we have often been involved in activities concerning security 
accreditation (protection of State secrets), planning and implementing the necessary 
measures for the purpose of: security risk assessments, vulnerability assessments, 
system "hardening", etc.

Moreover, we created software "diodes" (Information Exchange Gateway) for 
the interconnection of networks and multi-state IT systems (Communication and 
Information System and/or Command Control and Information System) and used 
for several purposes (joint operations, coalitions, training), as well as with different 
security domains, ensuring complete interoperability, compliance with specific security 
requirements and seamless data flows.

Finally, Engineering was one of the reference technological partners within the scope of 
the CAESAR and MAJIIC international projects, focussed on the acquisition, storage, 
processing and sharing of ISR (Intelligence, Surveillance and Reconnaissance) 
information.
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Engineering started gaining experience in the maritime surveillance field nearly 20 

years ago, managing the activities related to the command system used by the Italian 

Navy and known as the Maritime Command Control and Information System – Italy 

(MCCIS – Italy).

The adoption of the European Directives relating to the monitoring of merchant 

shipping traffic by Member States triggered a "virtuous circle". This, in turn, facilitated 

the acquisition of projects within the EU through the re-use of experience gained in the 

military field, such as SafeSeaNet/STIRES for the European Maritime Safety Agency 

(EMSA) and the Consolidated European Reporting System/Single Vessel Database for 

the Maritime and Coastguard Agency UK (MCA). In particular, we worked on maritime 

safety systems through the control of merchant traffic, as well as on providing support 

for inspection activities aimed at verifying the safety requirements on board Merchant 

Navy units arriving at a European port or which belong to a specific ship registry (Port 

State Control and Flag State Inspection).

Engineering has also been engaged in the implementation of support systems for port 

activities aimed at implementing the European Directive 2010/65/EU, which introduces 

the concept of "Single Interface" or "Single Window".

These projects have been a fundamental contribution to the acquisition of European 

research projects (FP7 and H2020) concerning maritime and border surveillance (e.g. 

PERSEUS, BlueMassMed, SAGRES, PROMERC, EUCISE-2020, ALFA and MARISA).
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The experience we acquired in the civil sphere allowed us to expand the capabilities of 

military systems, introducing certain functionalities which were initially ignored by users 

as they were typically used in a different domain. This was the case, for example, of the 

implementation of the MSA (Maritime Situational Awareness) system used by the Italian 

Navy (SMART), as well as the implementation of inter-ministerial systems for monitoring 

the maritime domain in Italy and abroad (DIISM, MARS and NEREUS).

Our portfolio of products and services in the Maritime sphere also includes systems 

for the integrated logistics management of a port (Port Management System), with 

particular reference to the import, export and transhipment of goods.

Engineering has therefore positioned itself as a European point of reference for the 

implementation of solutions relating to MDA (Maritime Domain Awareness).

 ■ ALFA (Advanced Low Flying Aircrafts detection and tracking) project aims to analyse 

the issues, the modus operandi and the operational contexts associated with the SIVE 

(Integrated System of External Vigilance) and SIVICC (Integrated Surveillance, Command 

and Control System) Spanish control centres, also engaged in monitoring illegal activities 

related to drug trafficking between Morocco and the Western European coasts (primarily 

Spain and Portugal). Starting from the operational context, Engineering has developed a 

series of requirements implemented as part of a unified GIS interface, representing the light 

aircraft involved in illicit traffic, identified using electro-optical sensors, passive radio frequency 

antennas and radars, and classified by the ALFA system as threats to be monitored.

 ■ MARISA (Maritime Integrated Surveillance Awareness) project, on the other hand, deals with 

the integrated management of information acquired from the different IT systems owned by 

the Ministries of Defense of the EU countries involved in the initiative. The management of 

Big Data generated by the military navies participating in the project, facilitates integration 

between the various IT systems and the aggregation, in a single centralised point, of all the 

information originating from the different sensor components (e.g. satellites, radar, weather 

forecasting systems). Finally, integrating this data with the detection systems of vessels at 

sea makes it possible to generate timely alerts and detect criminal activities such as the 

smuggling of goods, the transport of migrants or illegal fishing.

Looking at two of these projects in detail:
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In the Space domain, our solutions focus on the "Earth observation" capability. In this 

context, we have developed the SIMONA platform (Satellite assets Integration for 

Maritime situatiON Awareness) for coastal control and navigation safety.

Through the integration of various satellite structures, SIMONA implements a series 

of services designed to strengthen the potential of the Coastguard Agency and of the 

Italian Navy in maritime surveillance activities and to support the Coastguard Agency 

in SAR (Search and Rescue) Operations, thanks to the acquisition of information that 

cannot be accessed through traditional systems.

The services implemented concern: 

Also in the Space sector, we gained some important experience in the management, 

archiving and processing of large amounts of data produced by the sensors located on 

a large number of satellite constellations.

 ■ Enhancement of the operational scenario to overcome the coverage limits of current devices 

(AIS, radar) through the use of two satellite structures, Earth observation and satellite 

communication. Earth observation has been exploited by acquiring SAR (Synthetic-Aperture 

Radar) satellite images subjected to a visual analysis process (called ship detection), used to 

identify the vessels present in the area. In addition to identifying the vessels, the implemented 

algorithm is able to calculate the size of the boat and, through the analysis of the slipstream, 

to estimate the course and speed of the boat. The second source of information consists of 

the on-board radars of cooperating naval units, genuine remote sensors that contribute to the 

situation identified with the data sourced from the ground sensors.

 ■ Assistance for operations performed at sea for safe navigation. The service is based on two 

different components: a smartphone app (available for Android and IOS) used to gain access 

to SIMONA services when navigating, using 3G/4G mobile connectivity and a device called a 

SATCOM BOX for satellite communications through the ORBCOMM network. Similarly to the 

"black boxes" integrated in cars, this device contains two more very important components: 

a GPS for geolocation and a Bluetooth component through which the smartphone is able to 

connect to the device using the satellite connection to access the SIMONA services, even in 

the absence of mobile network coverage, as can often happen when moving away from the 

coast.
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In the Homeland Security domain, we collaborate with the Italian Ministry of the Interior 

in two specific areas: the first concerns the management and issuing of visas, while the 

second relates to the control of maritime borders.

During the meeting in Laeken in late 2001, the European Council entrusted the 

Commission with the creation of a centralised visa management system to foster 

cooperation, security and controls in the Schengen area. The VIS (Visa Information 

System) project came about from these assumptions.

Engineering has been involved in the project since its inception. It was engaged both 

by the Italian Ministry of Foreign Affairs and the Ministry of the Interior, to design and 

implement the Italian visa issuing component and the control of visas at the border and 

across the territory, as established by Regulation (EC) no. 767/2008 of the Parliament 

and the European Council, as well as by the Visa Code.In particular, the I-VIS 

Information System enables:

 ■ Control of visas at the border by querying the central C-VIS database, through biometric 

comparison

 ■ Issue of visas at the border, including with the acquisition of biometric data and the querying 

of the AFIS, SIS II, SDI, N-VIS and C-VIS databases

 ■ Electronic communication, through the maritime agencies portal, of the data of seafarers 

requesting visas.



DIGITAL DEFENSE, AEROSPACE  
& HOMELAND SECURITY

 ■ AIS (Automatic Identification System) series messages

 ■ VMS (Vessel Monitoring System) messages

 ■ VTS (Vessel Traffic System) data

 ■ OTH - Gold (Over The Horizon - Gold) series "contact" messages

 ■ Messages related to "illegal immigration events" in XML format

 ■ "Illegal immigration events", "SAR events", entered through the SIA system WEB interface

 ■ Media files.

I-VIS system services are also used by the Police Headquarters Immigration Offices, for 

visa control activities on national territory.

In terms of the monitoring of maritime borders, on the other hand, we have 

implemented and maintain the national structure used for the control and management 

of illegal immigration by sea, the National Coordination Centre, Integrated TLC system 

for the control of illegal immigration (SIA).

The SIA system (Anti-immigration Information System) was created to support the 

bodies responsible for monitoring illegal immigration by sea, acquiring the following 

data through interfaces with external systems:

The acquired data is processed by the system through the CRM and BI modules, to 

generate reports and statistics.

The SIA also enables the presentation of the current situation (maritime traffic, illegal 

immigration events, SAR operations, etc.) on reference maps (CM93/3).



 ■ Collaborative management of forensic investigations (LASIE project - LArge Scale 

Information Exploitation of forensic data)

 ■ Application of the functionality available to OSINT Intelligence investigations (Open Source 

INTelligence), with particular regard to activities aimed at combatting online terrorist 

propaganda, the radicalisation and training of jihadist terrorist cells, often pushed through 

audio-video content transmitted on the Surface Web, as well as on the Deep Web (DANTE 

project - Detecting and ANalysing TErrorist-related online contents and financing activities)

 ■ Automatic management of security events extrapolated from video archives (SURVANT 

project - SURveillance Video Archives iNvestigation assisTant)

 ■ Application of functionalities to different use cases and operational scenarios with the 

implementation of the Community Policing concept, aimed at promoting and facilitating 

collaboration between law enforcement and citizens, including through gaming techniques 

(TRILLION project - TRusted, CItizen-LEA coILaboratIon over sOcial Networks).

As part of the Homeland Security realm, Engineering is also engaged in work with the 

Research and Innovation Department, carrying out national and European projects 

aimed at analysing the public safety domain based on a multidisciplinary approach. 

The objective is to identify and take on the challenges and opportunities created by 

the technological, methodological and procedural gap characterising law enforcement 

agencies.

Thanks to our participation in various projects, we have developed a Digital Forensic 

platform equipped with advanced services for searching and acquiring heterogeneous 

data sourced from the Internet (including the Deep Web and the Dark Net), extracting 

information to be analysed in an aggregate and comparative way to reconstruct events, 

investigative hypotheses and evidence to be used for judicial purposes. Thanks to the 

implementation of various projects, the functionalities of the platform have evolved over 

time and currently include:



 ■ Significant reduction of investigation timeframes, through the integration of the investigation 

phases (acquisition of resources, leads and evidence, export of investigative hypotheses 

according to standard formats for the prosecution phase)

 ■ Reduced time spent on manual Internet searches

 ■ Support for the automatic analysis of textual content

 ■ The automatic suggestion of leads, evidence and resources beneficial to the investigations

 ■ The extension of investigative tools thanks to the simplicity of integration of the new services 

or services already in use by law enforcement agencies.

Thanks to the Digital Forensic platform, law enforcement agencies will be able to obtain 

various benefits:

We protect military and national operations data. 
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The Digital Transformation of today's organisations will create numerous opportunities 

for the sector, opening new digital fronts that will intersect with the challenges in the 

field – land, air and sea – where the central theme will concern the protection and 

management of data, through the application of technologies such as IoT, AI and 

Cybersecurity.

Complete, precise and real-time information means obtaining strategic, logistic, tactical 

and intelligence-related superiority, because it enables the decision-making process 

and the adoption of more effective strategies. In light of the above, Cybersecurity 

will be an increasingly central element of each nation's defense strategy, aimed at 

guaranteeing the maximum protection of citizens, moving from a reactive structure to a 

more proactive one, becoming increasingly autonomous and self-evolving, identifying 

hidden vulnerabilities and blocking attacks in a preventive manner.

In this scenario, research and technological innovation, supported by appropriate 

investment policies and effective governance, will be fundamental in order to face the 

challenges of operators in the sector. The success of these activities, however, cannot 

be separated from the collaboration between Institutions and innovative, reliable and 

competent technological partners, capable of accelerating the evolution of defense 

organisations, allowing them to keep up with the continuous technological changes of 

today.

https://www.eng.it/en/white-papers/digital-transformation
http://www.eng.it/en/enabling-technologies/iot
http://www.eng.it/en/enabling-technologies/artificial-intelligence-data
https://www.eng.it/en/white-papers/cybersecurity
https://www.eng.it/en/white-papers/engineering-innovation-whitepaper
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The Digital Transformation process is already under way and cannot be stopped or 

delayed. At Engineering, we position ourselves as partners to accompany governments, 

institutions and their suppliers along this evolutionary path and to accelerate the 

development of new solutions and technologies. To this end, we believe in the need 

for solid partnerships with companies, based on trust and technical skills, but also and 

above all on process.

We continue along this path relying on the "dual use" military/civil paradigm, a model 

that we expect will be increasingly central to this sector. In today's historical context and 

for the coming years, the re-utilisation and sharing of the skills and expertise acquired, 

as well as of the solutions implemented in both sectors, will be essential. From a 

strategic point of view, the military component will increasingly find itself in competition 

with civil authorities in ensuring the defense of the territory, supporting them during the 

occurrence of natural disasters. Moreover, from the point of view of operational and 

investment protection, being able to rely on systems that are "multi-purpose by design" 

will in fact mean enhancing the resilience of an entire "country system", while at the 

same time optimising the resources employed.

https://www.eng.it/en/white-papers/digital-transformation
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Engineering is one of the main players in the field of Digital Transformation of 

public and private companies and organizations, offering an innovative range of 

platforms for the main market segments. 

ENGINEERING

With around 11,000 professionals in 65 locations (Italy, Belgium, Germany, Norway, 

Republic of Serbia, Spain, Sweden, Switzerland, Argentina, Brazil and the USA), the 

Engineering Group designs, develops and manages innovative solutions for the business 

areas where digitalization is having the biggest impact, including Digital Finance, Smart 

Government & E-Health, Augmented City, Digital Industry, Smart Energy & Utilities, Digital 

Telco & Multimedia. 

Through its activities, the Group contributes to modernizing the world in which we live and 

work, combining specialist competences in next-generation technologies, technological 

infrastructures organized in a single hybrid multicloud and the capability to interpret new 

business models. 

With significant investments in R&D, Engineering plays a leading role in research, by 

coordinating national and international projects thanks to its team of 420 researchers and 

data scientists and a network of academic partners and universities throughout Europe. 

One of the group's key strategic assets is its employees' know-how, to whose training it 

has dedicated a multidisciplinary School which has provided more than 21,000 days of 

training during the last year.

www.eng.it/en 
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the Human Component of Work 4.0.

https://www.eng.it/en/white-papers/augmented-city
https://www.eng.it/en/white-papers/digital-twin
https://www.eng.it/en/white-papers/digital-industry
https://www.eng.it/en/white-papers/ar-mr-vr
https://www.eng.it/en/white-papers/cybersecurity
https://www.eng.it/en/white-papers/engineering-innovation-whitepaper
https://www.eng.it/en/white-papers/digital-transformation
https://www.eng.it/en/white-papers/cloud
https://www.eng.it/en/white-papers/robotic-process-automation
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